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Abstract: Securing the web services 1s of major concern when implementing critical busimess transaction with
web services. A problem with web services security standards are appeared due to the fact that several
organizations are mvolved in developing such standards caused many possibilities of unsecured usage. The
present work summarizes the security model for WS-security and its related specifications. The most important
one 1s the WS-security which defines a message-based security model for W3-S that 15 suitable for achieving
end-to-end security in environments with multiple trust domains. Additionally, WS-security describes how to
encode binary security tokens. Specifically, the specification describes how to encode X.509 certificates and
Kerberos tickets as well as how to include opaque encrypted keys. This study also introduces the different
levels of security and gives an overview of the current status of these concepts concermning standardization.
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INTRODUCTION

Security is a key factor for companies in adopting
web services m thewr critical busmness transactions.
Without security cared, companies could not use web
services n the insecure internet environment. The loose
coupling of services-the web services’ emblem-can play
an active part 1 this msecure environment (Takeshi and
Michiaki, 2003). WS-security is flexible and designed to
be used as the basis for the construction of a wide variety
of security models including PKI, Kerberos and SSL.
Specifically, the WS-security provides support for
multiple security tokens, multiple trust domains, multiple
signature formats and multiple encryption technologies.
Some security aspects of web services are currently being
standardized in OASIS. For example, the WS-security
specification describes how to use existing W3C security
recommendations such as XML signature and XML
encryption, to ensure the integrity and confidentiality of
SOAP messages. Another work also describes how the
existing digital credentials and their associated trust
semantics can be securely associated with SOAP
messages (Abbie and Carling, 2003). Like this
specifications can form the foundations of the overall
architecture that can be used to secure web services.
However, the main goal of thus document 1s to mtroduce
the fundamental principles of the proposed security model
and to illustrate its benefits. To be successful in business
scenarios, the web services have to be suitable for secure
communication. Yet the origmal SOAP specification

contains no solutions to solve the security problem. This
study introduces the different levels of security and gives
an overview of the current status of these concepts
concerning standardization. The present research is
aimed firstly to provide an overview of the standards for
the basic technologies, such as SSL HTTPS, HTTPD,
SPKM and PKI and secondly to introduce the basic
technologies and motivates supports for secure web
service implementation and security architecture that can
be used at various layers in the network to ensure the
security of the network and services.

TECHNOLOGIES FOR SECURING WEB SERVICES

In this study, we discuss the basic technologies of
security architecture of Web Services like SSL, Reliable
HTTP, Secure HTTP, SPKM, X.509 and anther
technology.

Secure sockets layer: The Secure Sockets Layer (SSL) 1s
industry standard security protocol. Tt was developed by
Netscape and 1s supported by netscape and internet
explorer. Usually, web sites that need to collect
confidential information from their customers, such as
credit card numbers for online purchases, use SSL..

¢+  SSL provides point-to-point security or operates
between end-points (and not applications), but for
web services the end-to-end security is needed
m which multiple mtermediate nodes could exist
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between the two end-points. In a web services
environment, multiple XMIL-based business
documents going through multiple intermediary
nodes could be available and it will be difficult for
such nodes to participate in security operations in an
integrated fashion.

*  3SL operates at the transport level and not at the
message level. In other words, messages are
protected only while in transit. Tt means saving
message later to prove that it hasn't been modified
can’t be performed.

»  SSL doesn't support nenrepudiation. Using SSL, a
communicating partner can’t prove that the other
party has performed a particular transaction.
Whereas, SSL doesn't support an end-to-end audit
trail from service request to service response.

¢+ SSL doesn't support element-wise signing and
encryption. Giving larger XML, order document, user
may want to only sign or encrypt the credit card
mformation and that 1s difficult n SSL. This 1s due to
the reason that, SSL. is a transport-level security
scheme as opposed to a message-level scheme
(Fensel, 2000).

Standards-based solutions: Interpeak is committed to
provide standards-based security and TCP/IP solutions.
An extensive testing is performed to venfy that interpeak
SSL s fully compliant with other important standard SSL
applications from companies such as Microsoft and
Netscape (Fig. 1). The S8 protocol implementation and
its underlying cryptographic components and utilities
comply with all the relevant security standards and
specifications. In fact, as open SSL is used in both the
Apache Web Server and the Opera Browser, it 1s literally
tested millions of times each day. It 13 thereby, guaranteed
to be fully compliant with the standards and products that
adhere to it, e.g., browsers such as Netscape and
Microsoft Internet Explorer. Interpeak SSL also strictly
adheres to all the standards mvolved for the numerous
algorithms, ciphers, certificates, etc., which are mcluded
in the Interpeak SSL release (TSNS, 2003).

Secure HTTP, Reliable HTTP and HTTP digest
Secure HTTP: Secure HTTP (HTTPS or S-HTTP) 1s a
secure message-oriented communications protocol
designed for use in conjunction with HTTP. S-HTTP is a
superset of HTTP, which allows messages to be
encapsulated in various ways. Encapsulations can include
encryption, signing, or MAC based authentication. This
encapsulation can be recursive and a message can have
several security transformations applied to it. Also, there
are several proposed extensions to HTTP that cannot be
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Fig. 1: SSL Client/Server application using Interpeak SSL
for secure Internet communication

represented “within' another protocol, such as chunked-
transfer-encoding and multiplexing. SEA attempts to bring
S-HTTP's logical security model inte HTTP/1.x
development.

Reliable HTTP: Reliable HTTP (HTTPR) 15 a protocol
which offers a reliable delivery of HTTP packets between
server and client. This solves a number of issues that are
evident in current HTTP and opens the way to reliable
messaging between web services. HTTPR 1s a protocol for
the reliable transport of messages from one application
program to ancther over the internet, even in the presence
of failures either of the network or the agents on either
end. It 1s layered on top of HTTP. Specifically, HTTPR
defines how metadata and application messages are
encapsulated within the payload of HTTP requests and
responses. HTTPR also provides some protocol rules
which make 1t possible to ensure that each message 1s
delivered to its destination application exactly once or is
reliably reported as undeliverable.

HTTP digest: HTTP digest authentication defines a
protocol which allows the client to prove to the server
that it knows the correct password without sending the
password itself to server. The client does an irreversible
computatior, using the password and a random value
supplied by the server as the input values. The result is
transmitted to the server who performs the same
computation and authenticates the client if arrives at the
same value. Since the computation i1s ureversible, an
eavesdropper can't obtain the password (However, it
should be mentioned that the matter is actually more
complicated than that simplified above).

Simple PublicKey Mechanism (SPKM): The Simple
Public-Key GSS-API Mechanism (SPKM) protocol is
employed by peers implementing the Generic Security
Service Application Program Interface (GSS-API) when
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using SPKM. The SPKM is based on a public-key, rather
than a symmetric-key, infrastructure. SPKM provides
authentication, key establishment, data mtegrity and data
confidentiality in an online distributed application
environment using a public-key infrastructure (MSDN
Library, 2005). The SPKM is an instance of the latter
type of document and is therefore termed a "GSS3-API
Mechanism". This mechamsm provides authentication,
key establishment, data integrity and data confidentiality
in an on-line distributed application environment using a
public-key infrastructure. SPKM can be used as a drop-in
replacement by any application which makes use of
security services through GSS-API calls (for example, any
application which already uses the Kerberos GSS-APT for
security). The use of a public-key infrastructure allows
digital signatures supporting non-repudiation to be
employed for message exchanges and provides other
benefits such as scalability to large user populations
(Mahmoud, 2005).

Kerberos: Kerberos is a network authentication protocol.
Tt is designed to provide strong authentication for client/
server applications by using secret-key cryptography.
Kerberos was created by MIT as a solution to these
network security problems. The Kerberos protocol uses
strong cryptography so that a client can prove its identity
to server (and vice versa) across an insecure network
connection. If the client and server are used Kerberos to
prove their identity, then they can also encrypt all of
their communications to assure privacy and data integrity
as they go about their business. Kerberos is freely
available from MIT, under copyright permissions very
similar to those used for the BSD operating system and
the X Window System. MIT provides Kerberos in source
form so that anyone who wishes to use it may look over
the code for themselves and assure themselves that the
code is trustworthy. In addition, for those who prefer to
rely on a professionally supported product, Kerberos is
available as a product from many different vendors
(Khare, 1996).

Public key infrastructure: Public Key Infrastructure
(PKI) 1s the term generally used to describe the laws,
policies, standards and software that will regulate or
manipulate certificates and public and private keys. The
primary function of PKI is to allow the distribution and
use of public keys and certificates with security and
mtegrity. A PKI 18 a foundation on which other
applications and network security components are
built. Systems that often require PKI-based security
mechamsms mclude email, various chip card applications,
value exchange with e-commerce (e.g., debit and credit
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cards), home banking and electronic postal systems. A
PKIT has many usages and applications. A PKI enables the
basic security services for such varied systems as:

SSL, IPsec and HTTPS for communication and
transactional security;

S/MIME and PGP for email security,

SET for value exchange;

Indentures for B2B (Joel and Sun, 2001).

X.509: The X.509 standard defines what information can
go 1nto a certificate and describes how to write it down
(the data format). In order to ensure a consistent
processing model across all types supported by WSS:
SOAP Message Security, the <wsse SecurityToken
Reference> element shall be used to specify all references
to X.509 types in signature or encryption elements that
comply with this profile.

Web services security standards: In this study an
overview of the web services security will be submitted.
The WS-security developed by IBM, Microsoft and
Verisign, enhances SOAP with methods used to protect
message integrity and confidentiality and to exchange
security information. The WS-security standard for web
services was ratified by OASIS on 2004 (Lammon, 2005).
The web services security is also developed by Microsoft
and IBM in order to provide core facilities for protecting
the integrity and confidentiality of a message as well as
mechanisms for associating security-related claims with
the message (Westbridge Technology, 2003). The web
service security challenge 1s to understand and assess the
risk invelved in securing web-based service today, based
on the existing security technology and at the same time
track emerging standards and understand how they
will be used to offset the risk in new web services
(Hondo et al, 2002) The standard describes
enhancements of SOAP messaging mn order to provide
quality of protection through message integrity, message
confidentiality and single message authentication
(Lannon, 2005). In the study a description of how XML
digital signatures and encryption can be exploited to
achieve a level of trust is shown. The WS-security
describes how to attach signature, encryption and
security tokens to SOAP messages Specifically, the WS-
Security profile specifications describes how to encode
Username Tokens, X.509 Tokens, SAML Tokens, REL
Tokens and Kerberos Tokens as well as how to include
opaque encrypted keys as a sample of different binary
token types.

XML security standards: XML schemas convey the data
syntax and semantics for various application domains,
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such as business-to-business transactions, medical
records and production status reports. However, these
schemas seldom address security issues, which can lead
to a worst-case scenario of systems and protocols with no
security at all. At best, they confine security to transport
level mechanisms such as Secure Sockets Layer (SSL). On
the other hand, the omission of security provisions from
domain schemas opens the way for generic security
specifications based on XMI. document and grammar
extensions. These specifications are orthogonal to domain
schemas but integrate with them to support a variety of
security objectives, such as confidentiality, integrity and
access control (Martin, 2003). Three of these are pretty
mature already and shall therefore be presented within
this paper stated as:

XML, signature-a standard supports various digital
signature configurations (W3C recommendation)
XML, encryption-a standard supports different
encryption types (W3C recommendation)

XML Key Management Specification 2.0 (XKMS)-a
collection of protocols for key management via web
service (W3C working draft).

In addition, there are several other mechanisms which
are explained in the following.

The Security Assertion Marlup Language (SAML)
standard defines a framework for exchanging security
information between online business partners. Tt was
developed by the Security Services Technical Committee
(SSTC) of the standards organization OASIS (the
Organization for the advancement of Structured
Information Standards) (Hughes et al, 2005). Some of
SAMIL.  objectives create an authentication and
authorization exchange mechanism that is protocol-and
platform-independent (also defined as Single Sign-On, or
SS0), this should be independent of the deployment
environment and should work with centralized,
decentralized and federated deployment scenarios, the
SAML framework should be XMI.-based (Fensel, 2000).

XMI. signature: Basically, an XML signature is
comprised of four main components or elements:
<SignedInfo>, <SignatureValue>, <Keylnfo> and
<Object>. The <SignedInfo> element includes all of the
contents or resources to be signed with each item having
a corresponding <Reference> element, which identifies
the content and a digest over it. The <Reference>
elements are digested and cryptographically signed in a
manner similar to signing when using a standard digital
signature. The resulting signature value is stored in the
<SignatureValue> element. The <KeyInfo> and <Object>
elements are optional. XML digital signatures are
represented by the Signature element, which has a
structure given as in Fig. 2.
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B * Represents Zero of more oCCUITences.
B + Represents one or more oCcCUITENCes.
B ? Represents zero or one occurrences.
<Signature T
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>)
(<Reference TURTY=
(<Transforms=>)?
<DigestMethod>
<DigestValue>
</Reference=>)+
</SignedInfo=
<SignatureValue>
(<KeyInfo=)?
(Object ID?)*
</Signature>.

Fig. 2: XML digital signature structure

<EncryptedData Id? Type? MimeType? Encoding 7>
<EncryptionMethod/>?
<ds:KeyTnfo=
<EncryptedKey=>?
<AgreementMethod=?
<ds:KeyName=>?
<dsRetrievalMethod>?
<ldg:*=?
</ds:KeyInfo>?
<(CipherData>
<Ciphervalue>?
<ClipherReference URTY=?
</CipherData>
<EncryptionProperties>?
</EncryptedData=.

Fig. 3: XML encryption

XML encryption: The second major XML security
specification from the W3C 1s the XML encryption. The
standard provides a flexible, XML based methodology for
encrypting XML documents and for representing
encrypted data in a XML format. It builds on the concepts
originally created within XML signature (Fig. 3). The
standard defines the following major components:

Granularity definitions for describing what will be
encrypted; Syntax for representing encrypted data in an
XML document and processing rules that describe how
to encrypt and decrypt XML documents (Konstantin
et al., 2005). XML encryption supports the encryption of
an entire XML document or only selected portions of an
XML document. It supports the super-encryption of data.
That 1s, already encrypted data can be encrypted. The
XML encryption also provides for the identification or
transfer of decryption key information (Konstantin et ai.,
2003).

XMIKey Management Specification 2.0 (XKMS): The
XML, Key Management Specification (XKMS)
described as a web service which provides an interface

is
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between XMI application and Public Key Infrastructure
(PKI). XKMS greatly simplifies the deployment of
enterprise  strength public key imfrastructure by
transferring complex processing tasks from the client
application to a trust service (Phillip e al., 2001).

WS-security: The WS-security specification (OASIS,
2004) addresses single-message, end-to-end security. The
web services security model is shaping up quite
significantly. A new series of specifications explamn how
web services security can be implemented 1n a platform-
independent and loosely-coupled manner in terms of
establishing secured communications, defimng policies
for how services interact and defining rules of trust
between domains of services (Box et al, 2002). WS-
security provides a general-purpose mechanism for
associating security tokens with messages. No specific
type of security token is required by WS-security. It 1s
designed to be extensible (e.g., support multiple security
token formats ). For example, a client might provide proof
of identity and proof that they have a particular business
certification (Schneier, 2001). Also WS-security describes
a mechamsm for encoding bimary security tokens.
Specifically, the specification describes how to encode
X509 certificates and Kerberos tickets as well as how
to include opaque encrypted keys. It also mcludes
extensibility mechanisms that can be used to further
describe the characteristics of the security tokens that are
included with a message (SWSW, 2002). The mechanisms
described in the standard can be used mn a multitude of
security and encryption models and technologies. W3-
security also provides a general-purpose mechanism for
extensible association of security tokens with messages.
This 13 unportant mn situations where a client has to
provide identification and proof for a specific business
certification (Lannon, 2005).

Web services policy framework (WS-Policy): The Web
Services Policy Framework (WS-Policy) provides a
general purpose model and corresponding syntax to
describe and communicate the policies of a web service.
WS-Policy defines the basic set of construction that can
be used and extended by other
specifications to describe a broad range of service
requirements, preferences and capabilities (Box et al.,
2002).

WS-policy provides a flexible and extensible grammar
for expressing the capabilities, requirements and general
characteristics of entities in XML web services-based

web  services

system. W 3-Policy defines a framework and a model for
the expression of these properties as policies. Policy
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expressions allow for both simple declarative assertions
as well as more sophisticated conditional assertions
(Box etal., 2002). The policy framework provides a set of
XML structure elements to indicate how a domain specific
web service will express the associated policy. Tt might for
example specify that the service in question can only be
used with a secunity token of type Kerberos
(Konstantin et al., 2005).

Web Services Trust language (WS-Trust): The recently
updated Web Services Trust Language (WS-Trust) uses
the secure messaging mechanisms of WS-security to
define additional primitives and extensions for security
token exchange to enable the 1ssuance and dissemination
of credentials within different trust domains (Phillip ef af.,
2001). As its name suggests, the W3-Trust is motivated
by more than enabling interoperability between the
multiple formats for security tokens that might be used in
a W3-security protected message. It also addresses the
issue of trust interoperability. Even if a given security
token's format is acceptable to a recipient of a WS-
Security-protected SOAP message, interoperability at
the syntax level is no guarantee that the recipient will be
able to trust the tolcen. For example, for a SOAP Service to
support Kerberos tokens does not mean that it would be
able to accept Kerberos tickets from arbitrary Kerberos
Key Distribution Centers the service would not have the
necessary trust (in the form of shared symmetric keys)
with these KDCs in order to decrypt and verify such
tickets (Box ef al., 2002).

Web services federation language (WS-Federation): WS-
Federation defines how trust relationships are managed in
a heterogeneous security environment. Using WS-
Federation, a requestor authenticated to one web service
that consumes a particular type of authentication token
can automatically be authenticated to another web service
that may consume a different authentication token,
assuming that the two have a trusted
relationship. W3-Federation is based on WS-Security,
WS-Policy, WS-Trust and WS-SecureConversation
(SWSW, 2002). WS-Federation differentiates between
passive and active requestor profiles. Passive requestors
might for example be web browsers supporting HTTP
SOAP-enabled
applications. The idea-for both of these-then is to give
a user the ability to browse through and access a
sequence of applications without having to sign on
every single time he accesses another related application.

services

whereas active ones would be

This can be achieved by providing a federated single
sign on identity to the user. Realizing this can be done
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by building upon the mechanisms discussed earlier in this
study, e.g., by using STSs to issue valid security tokens
{Berin, 2004).

Web services firewalls: A firewall is a system that
implements and enforces an access control {or security)
policy between two networks;, it usually guards an
internal private network from an external public one,
isolating an iniranet from the internet. Essentially a
firewall connects two or more networks but only allows
specified forms of fraffic to flow between them. The
firewall is a means by which a security policy can be
enforced. Web services firewall protects against attacks
targeting XML, SOAP and WSDL applications. The web
services firewall leverages imperial’s dynamic profiling
technology to create a dynamic positive security model of
allowed application usage and structure, including XML
URLs, SOAP actiong, XML elements and XML attributes
(SSAS, 2006). Figure 4 demonstrates graphically the
operation of firewall in protecting the physical boundaries
of a network: There iz a physical boundary of the private
network and the only way to get into the network is
through the firewall. While packets of network traffic and
messages pass through a firewall, they are authenticated
and checked for possible intrusion or malicious attacks.
Only this brief explanation of firewalls will be presented
here, intended to emphasize their rel atively coarse-grained
protection (Madsen, 2003).

CONCLUSION

This study has given a short overview about the
technologies used for securing web service messages.
WS-security provides a flexible and extensible fram ework
to support a variety of security scenarios. The study
provides a review of current efforts on developing
gecurity techniques for web services, presenting an
integrated security architecture which can be used by
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organization to secure web services. The XML signature
and XML encryption are mature standards, implemented
in a large number of applications and libraries and used as
core building blocks for other standards. The ability to
supply a complete web service environment, in which risk
assessment and policy enforcement are an integral
component, will depend on several initiatives continuing
to evolve as de facto standards. First, the workflow
needs an integrated security model as part of its
processing model. Second, analysis iz needed to
determine whether X1 schemas can be used to formalize
security models through the definition of security
types. As web services are applied more broady, as
application topologies continue to evolve to support
intermediaries such as firewalls, load balancers and
messaging hubs and as awareness of the threats
organizations face becomes more well understood, the
need for additional security specifications for web
services grows clear. Security for web services is a
necessity and can be deployed.
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