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Abstract: This study discusses the mechamism of a single access session for a particular user within
a closed virtual environment system of distributed mformation resources as a secured portal network. The
implementation of this session access model provides a user single authentication in the portal network, no
matter what nodes were called firstly and subsequently. Thus, it defines only one arbitrary user entry point to

the portal network.
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INTRODUCTION

The research in the field of information associations
development within a global information space based on
a portal network (Lazarev, 2012) to meet the challenges of
a closed virtual system environment development for
distributed information resources (Lazarev et al., 2014c),
determined the need of a single session access model
unplementation in the network. The concept of a portal
network development and its distributed nature assume a
secured authorized information exchange (Lazarev and
Demidov, 2010, 2012) between the users belonging to
different domain groups and various mformation portals
of a network. That is why when an access to the
resources of various network information sites (portals)
takes place from the access control subsystem of a
corresponding node 1t 18 required to identify a user in
order to check his powers (Lazarev ef af., 2013). Thus, an
information node should request a user to enter his
authentication data which is quite natural during a primary
call to network resources but totally unacceptable from
the aspect of operation convenience for an authorized
user if each call to other information network node will
require a re-authentication. An alternative solution is the
existence of a confirmation mechanism in respect of a
user’s session from another mformation node, which
authenticated this user. To do this, it is necessary to
maintain the interactions with all the other network
nodes by implementing a full-mesh logical topology
which 1s very difficult and costly (Taggera ef al., 2013;
Lazarev et al., 2014b, Wiesmann et al, 2000) from the

point of computing and network resource use. It 1s
obvious that we need a centralized mechanism for the
implementation of a single user session within a portal
network and uniquely 1dentification of a user mn each of its
segments. This aspect determines the urgency of this
problem.

MATERIALS AND METHODS

Traditionally, the session access mechanisms
(user session) are used for a user work management
in multi-user software systems, including a user
identification and the confirmation of his powers under an
active session (Lazarev et al., 201 4a; Gutzmmann, 2001). A
user session is a virtual connection, strictly tied to a,
particular user of a system. Each session has a temporary
identifier, a name which is used to obtain a user's system
identifier and additional session information and lifetime:
the time moment at which a session is considered to be an
active one and participates n a system operation
coordination. It 1 necessary to pass an authentication
process to set a session identifier (Fig. 1).

When you project the mechanisms of a user session
support within the network of corporate portals, it was
noted that the implementation of a user compulsory
authentication procedure at the stage of a comnection
creation with each new node of a network 1s an mefficient
and an mconvenient solution in terms of an end user and
the process of information exchange. In this regard, the
possibility of a user authentication centralizing was
considered followed by session data replication. A simple
authentication 1s carried out i a central node and the data
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Fig. 1: System and user interaction scheme m a session
access model
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Fig. 2: Passive replication mechanism

array of a user session recording is replicated to other
network nodes which are read-only. This approach 1s
called a passive replication (Fig. 2) and 1s used m most
mformation systems, where the recording operations are
relatively rare mn relation to the data extraction procedures
(Birget ef al., 2001).

It should be noted that such a scheme has an
obvious disadvantage: when a central server is
unavailable due to a hardware or a software failure, the
system loses its ability to accept new connections, a

service denial tales place.
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Fig. 3: Active replication mechanism

Another possible approach to the orgamzation of the
data replication scheme and the connection topology
between network nodes is an active replication which
suggests that session data record may be carried out on
several equal nodes of a distributed network (Fig. 3). In
extreme cases, a fully-coherent mteraction with the
amount of bonds equal to N (N-1)/2 takes place. Tt will
require substantial resources for the organization of this
logical topelogy (Taggera ef al, 2013). Obviously, the
most efficient in terms of reliability and fault tolerance of
a portal network as well as the required costs will be a
hybrid technical solution using the mechanisms of both
passive and active replication for session data as well as
the organization of network nodes mteraction performing
the record, the storage and the retrieval of this information
(Chashin et al., 2014).

RESULTS AND DISCUSSION

Main part: A portal network 1s a set of access control
nodes, the nodes of network management, custom
network domains. A umquely named user group is
characterized by a domain. At that each user domain
corresponds to a specific network access control node
and vice versa.

The implementation of a single user session
mechanism in a portal network suggests that some
access control node has a session according to which
an authorized user is identified, belonging to a definite,
included mn the list of this node “trusted” domans.
Similarly unauthorized users of a domain may also be
authorized only on a network node which trusts a domain.

A portal network user request 1s considered as an
identified when it 15 possible to determine its mitiator
by an active session. Otherwise, a user must be
authenticated for unidentified requests.

The distributed nature of a system and the
peculiarities of its development suggest that the
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Fig. 4: The mechamsm of a session access single
model implementation mn the network of corporate
portals

maintaining of a user’s session and an unambiguous
identification of its requests should have the session
data corresponding to a request or on the node
where the request took place or at a central node of a
system. Therefore, a user session on an access node may
be a replica of the user session for a network control
node.

Thus, when the nodes for portal network
management are not available to identify a user session
the availability of session data is necessary and enough
only to at access control node, processing a request.
Schematically, this mechanism is shown by Fig. 4 as an
interaction sequence diagram.

Because of the portal network operation nature and
user session management (the predominance of reading
operations), a combined approach to the management of
session mformation spreading 1s realized an active
replication from ordinary nodes to a central node and a
passive replication in a reverse direction. At that the
ability of session creation on the general network nodes
1s available only n the case of a central node failure within
the mode of an authentication source “hot” replacement.
At the same time, this configuration provides the
guarantee of a rapid and an effective dissemination of
session data and a high availability of a system as a
whole.
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Tt should be noted that this
the necessity of

development for a session access in a distributed portal

Summary: study

substantiates a smgle model
network. Different approaches to the session mformation
management are considered in distributed networks. A
combined approach to the management of user sessions
1s proposed and a formal description of a session access
single model is provided for a distributed network of

portals.
CONCLUSION

The implementation of a proposed session access
model provides a single user authentication and one
arbitrary entry peint in a distributed portal network, no
matter what network nodes were called firstly and
subsequently, even when a central network node is
unavailable.
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