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Abstract: The existing operations in cryptology are
substitution and permutation. The main idea of this study
consist to define a new operation in cryptology.

INTRODUCTION

The most methods of encryption based on two
principles: substitution and transposition substitution
means that replacing some letters by symbols or others.
Transposition means that permuting the letters of the
message to make it unintelligible. Over the centuries,
many systems of cryptographic TMIS have developed
more perfection more clever™ 2,

The existing stegano-system by secret key® have
touch the idea of noise injection. We assume that if the
principle of key is existing in hidden information that can
be considered as a crypto-system!®!.

The body of the present work will be organized as
follow. In the second section, we present the CBNI
principle in encryption and decryption. Then, in the third
section, we conclude this work by redefining Shannon’s
definition!®.

Noise-injection operation: The principle of
noise-injection operation is to add an information to the
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Fig. 1: Noise-injection operation

clear message for encryption and eliminate it to
decryption. This operation can be schematized as follow
(Fig. 1).

Inject the message in noise product an
encrypted message; several method can be realize
that such as pseudo-random generator when the
results is the emplacement of message in the noise. Then,
the decryption is the inverse of operation of
encryption’®.
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CONCLUSION

The Shannon definition of cryptology seams that
substitution and/or permutation. Then, we add
noise-injection. The redefinition of operation of
cryptology is substitution and/or permutation and/or
noise-injection.
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