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Abstract: Information and communication technology is
growing, so, security enhancement will also be more
important. One of the factors is the level of security in
hiding data/information. It is known that steganography
method is used in to hide an information in digital media.
Digital media that is used in steganography are Text,
Picture, Audio and Video. In this study, we discuss one of
the techniques of steganography on the text media. This
technique is a Word-shift technique where the secret
message is converted into a series of bits embedding
process into the document file by shifting spaces between
words. The process of shifting to the right between words
occurs when the input bit is “1”. If the input bit is “0”
then between the words will shift to the left. After the
secret message is inserted then it will be extracted from
the document in the printing and scanning process. In the
process of extracting this secret message, we use the
centroid method to detect the center of the image and then
get the secret message that has been inserted.

INTRODUCTION

The development of technology at this time digital
media cause into something familiar, one of the
developments in digital media is a digital text document.
This digital document can facilitate the opening and
browsing of contents in the history of the document which
was previously difficult to do on paper-based documents.
The use of this digital document can also facilitate the
delivery of internet media and will provide ease in
performing the duplication of documents and facilitate the
storage if we want to reopen it in future. This convenience
will eventually be able to be exploited by certain parties
negatively without regard to the copyright of the
documents. In such circumstances techniques are needed
to maintain the confidentiality of digital text documents,

one of which is by using steganography. Steganography
has a definition of art and science of concealment of that
information or message by using certain media such as
text, sound and images to make information into another
formt™. In this study will conduct research on inserting
messages in text media steganography using word-shift
technique and as a method of extracting the message
using centroid method.

BASIC THEORY

Steganography itself is a technique to hide messages
by way of sender and receiver who knows the message
hidden in it. The need for steganography in
extending in the world war, the use of steganography
in the end increased because cryptography is no longer
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used which became the difference between cryptography
and steganography in terms of code cipher generated as a
cryptographic algorithm and code cipher can be read by
others because it can attract attention to others. On the
other hand, steganography is a technique for generating
cipher codes, hiding information by means of hidden
secret messages that seem plain and unattractive. using
steganographic secret messages will be hidden inside the
cover text, stego media is a transmission line where the
stego object will be transmitted™ 2. According Siti
Rohayah, to insert both text messages, images, sound or
video in need of steamy input digital files that will be
inserted in the message, the digital file is a message and
key®!,

According Por et al.” in this journal, this is a
medium that is needed to make a concealment message on
steganography are:

Text: In steganography on text media, the usual technique
used is the NLP technique so that text on documents that
have been inserted secret messages will not be suspicious.

Image: Steganography media that is often used is a
picture format, because the image format is a file format
that is often used and exchanged in the internet in addition
steganography algorithm for image media.

Sound: on the sound media is often select because the
usual sound format is used and the size of the sound
format is relatively large, so it can accommodate a large
number of secret messages.

Video: The format of the video is indeed a format with a
relatively large file size but is rarely used because of its
size is too large, thus reducing the practicality and the
lack of algorithms that support this format (Fig. 1). This
is criteria according Rinaldi® to be consider in data
masking are:

Fidelity: The image quality of the container has not
changed much. After the addition of secret data, the image
of the steganography still looks good. Observers do not
know that in the image there is secret data.

Robustness: The hidden data must withstand the
manipulations performed on the container image (such as
contrast modifications, sharpening, compression, rotation,
image magnification, cropping, encryption, etc.). If the
image is done image processing operations, then the
hidden data is not damaged.

Recovery: The hidden data must be recoverable. Since,
the purpose of steganography is hiding data, then at any
time the confidential data within the container image must
be retrievable for further use.

Cover-text

|

Secret message beddi
(bysender) —p-| Embedding L Stego-
algorithm
A v
% Stejgo— Channel
v
v
Secret message Recovering
(by receiver) ¢ algorithm < Stego-

Fig. 1: Mechanism os text steganography

The mechanism of steganography text begins by
hiding the secret message into the cover document and
applying the embedding algorithm to generate the Stego
key. Then, Stego Key will sent through the
communication channel to the recipient, then to get the
message that has been inserted by the sender of the
message, the recipient must be the recipient must use the
recovery algorithm also Stego Key to be able to extract
hidden messages that have been hidden. Stego Key can
also be used to control the process on the concealment of
messages as to limit the detection/recovery of data sent to
those who know it. Steganography in the text is the most
difficult type of steganography because text files do not
have a large information insertion capacity in comparison
with other media. structure of the document in the text
media remains the same throughout the document, the
data embedding on the text media in the note is the
structure, if the data structure at the time of embedding
changed, then all the meaning in the file will also change.
other media the embedding process is done easily without
any significant change in the output in question!.
There are 3 types of steganography in the text
according to Sharma et al.[®,

Format based methods: This method the media used in
the text media as a place to hide information in general in
this method modifies existing text to hide steganography
text. Spacing insertion between words or ends of
sentences, invalid misspelling and resizing of fonts
throughout the text are some of the many methods used in
the steganography of this text in the method this can not
be seen by the human senses but will be quickly detected
by the computer system.

Random and statistical generation methods: This
method based in the order of characters and word order.
Concealment of information in random order of
characters, this sequence should appear random to anyone
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(a
Now
Now

the
the

to...
to...

men/women
men/women

all
all

for
for

time
time

is
is

e

(b)

Now is the time for all men/women to ...

Now is the time for all men/women to ...

Fig. 2(a, b): Word shift method

who intercepts his message. The second approach to
character generation is to take the statistical properties of
the word frequency and frequency to make “words” seem
to have the same statistical properties as actual words in
a particular language. Hiding information in word order,
actual dictionary items can be use to encode one or
several bits of information per word using mapping logs
between lexical items and bit sequences or words
themselves can encode hidden information.

Linguistic methods: In this methods, consider the
linguistic nature generated in the modified text, in most
cases found in this method, the linguistic structure as a
space that can be used to hide messages in the word shift.

Word shifting: Acoording Por et al.'! this is a suitable
method for the type of text in print, horizontal bit shifts
and have shortcomings if the OCR (character recognition
program) is enabled then hidden information or messages
will be lost and methods associated with the shift of
words so easy in getting the hidden datal”. Using this
method, secret messages are hidden by horizontally
shifting words, i.e., left or right and representing bits 0
and 1, respectively. Hiding an information in the form of
text can be done by using the appropriate method, each
text document has a range of words that vary. This
method is judged to be lacking, due to changes in spaces
between words to fill in enough lines. if anyone knows the
distance algorithm that can be used to compare Stego Text
with Cover text and also extract it to get information
hidden inside the text. When OCR is applied then the
hidden information/messages will be destroyed!.

CENTROID METHODS

Centroid has a central definition of a large number of
projected pixel profiles. The profile in this centroid is the
projection of 2-dimensional array into 1-dimensional
array. According to Singh et al.”? this method computes
each profile and calculates the distance between
centroids on 2 successive rows. Centroid method can be
formulated:

¢ =M i=12,..
2..h(y)
Where:
C; = Centroid on line i
y = The length of the array
h(y) = Profile on the length of the y-array

In the word-shift technique, the centroid will search
for the bit value in words in each line that has been
inserted a secret message. Centroid on this word-shift
technique will search for the middle value of each line,
according to the detection of centroid method in that row
which has been shifted to the right containing bit 1, if on
the left-handed row contains bit 0 in accordance with the
steganography technique used . Collection of bits that get
converted into actual message. In image the process of
feeding digitization will produce an array of length L and
width W. The array element is:

f(xy) wherex=0,1,2, ..., W, wherey =0,1, .., L

Function f(x, y) represents each pixel of an image at
position (x, y). If f(x, y) is 1 then the position (X, y) is
black and vice versa. Below is an example of an array of
digitized resultst®!:

fx0 fx1 fx2 fx3 fx4 f1x5

0 0 0 0 1 1 fx0
0o 1 1 0 0 o0 ™
1 0 0 0 1 1 fx2
0 0 1 0 1 1 fx3
0 1 0 0 0 0 fx4
0 0 1 1 0 0 fx5

Profile is a projection of 2 dimensional array into 1
dimension with the formula as:

v(x) = Zb:f(x, y), x=01.., W

y=t
Calculate the profile value in column x1 or v(1):

o V(1) =1(1, 0)+f(1, 1)+f(1, 2)+f(1, 3 )+f(1, 4)+f(L, 5)
e v(1) = 0+1+0+0+1+0
e v(1)=2

Experiment using word shift and centroid for manual
extraction: In this chapter, we will discuss about the
experiment of insertion of secret messages using the word
shift technique with the test parameters (Table 1 and 2).
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Table 1: Parameter

Message Size (bytes) No. of line and Indonesia is an archipeiagic country of 17,000 to 18,000 islands (8,844 named and
- #22 permanently bited) sweiching along the in South The country's
Hai 5 22 posiion fostered interisland and intemational trade; trade has since
fundamentally shaped Indonesian history. The area of Indonesia is populated by peoples of

Kamu 6 22 cultures, and hipal

Table 2: Ascii to binary conversion

supgest the Indnnesian arc hpnhmmlnhmdhymismlﬁnnmnammmn
mmmmmum A

Message Binary code a2 g, 0 ¥ v CE ve
Hai 0100 1000 0110 0001 0110 1001 ey L MNW e m:'?:a,m mam“&‘“uﬁm‘_fm"“m“'“’m :.’am
Kamu 0100 1011 0110 0001 0110 1101 0111 0101 Sourthad o The (o 13" ceragy. mnd Kh HIVNGE. SebIchad 8 SRt o s

Fig. 3: Experiment scenario

The higtory of INonesia DRSARRAGIARRA, bY 1 poographic postion, fs naturl resources, a
series of Numan migratons and contacts. wars and coNguests. as wel a3 Dy Irade. economics
and poitics, Indonesia & an archipelagic country of 17,000 1o 18,000 sands (3,844 named and
922 permanenty inhabitled) shretching alcng the equator in South East Asia. The couniry's
strategc sea-@ne powbon fostered Nterdsiand and iMernafonal Fade: rade has since
fndamentaly shaped Indonesian history. The area of Ivdonesa & populated by pecpies of
warious migratons, creathg g duRmaaof cullures, efinicBes, and languages. The archipelago’s
landforms and chimate significandy infusnded agroulure and trade. and the formation of states
The baundanas of e stale gLUOKGORRA, recresant B 2th century borders of the Dutch East
ndes. EGaelesd. remans of Homo erecius and his toois, populaty known as !e “Java Man™
sugges! RRJOMORHAR &' chipeiago was inhabited by least 1.5 milon years ago. Austronesian
peapie. who form lm maerty of Tie modern population,

mﬁgyonanunndSMahyﬂ\enMn(hWﬁmﬂ:ry For the most part. lslam overiaid and
amived

. inIndonesia the 1 cantury 10, the sourcas nutmeg, cloves,
Cover text 9| Embedding 9| Recover 3nd cubeb  pepper in Maluky. In uich established the Dutch East India
and became the power by 1810 ] picy. the

the Dutch East Immmmmml By the early 20th century. Dutch dominance

extended to the current boundaries. The Japanese invasion and subsequent occupation in 1842-

45 during VW ended Dutch rue. and the

independence mmedaysaMlMiundelpmnAugusHDﬁ nationalist

leader, Sukamo, declared independence and becams

reestablizh its rule, bulabimramndmdduplommqg

the. Jage of intemational pressure, the Dmchfu-maly recognized Indonesian

men!%&kduamm -led in which over half a milkon
pecple wee kilieg, General Suharto mullymumm Sukamo. and became

m-nwm has led 10 3 g
processes, mmameh‘EmﬂndEmﬁm and the
first direct presidental election in 2004. Poltical and economic instability, social unrest
wnwnun. natural disasters, and temorism have siowed progress. Although relations among
mwwwmtmlmhwmazmmmdmmtﬂ

From the 7th cendury CE, the violence Sukarno spoke as
poarid Mmlwsmﬂ oringing Hindu and Buddhist nfluences with & The and under his i i mle ia moved on 3 course of = natonalism.
agricuitural Buadhis! SaLG0EA and Hindu WalaRD, Oynastes subsequenty 1inved and decined Sukamo was popularly m‘ened 10 a5 bung (“older brother™). and he painted himself as a man of
In iniand The lasl signifcant nan- Musim kngdom. the Hinda Maaoahd Yngdom. the people carrying the aspiratons uf Indunes:a and one who da'ecl take on the West He
Bcurshed from the e 137 century, and (15 JOlNGOos streichad over much of hdonesia instigated a number of large, r W tbrating
The eariest evidence of SRR, Populations in Indonesia dates fo the 13Ih century n Indonesia’s identity, which mnc&auﬂls o for a real ina
rodhern Sumatra ather Indonesian arcas gradually adagled islam which became the dominant £CONOMTY.

reigion n Java and Sumatra Dy the end of the 16t century. For Ihe mos! par, isiam overiad and
mrixed win exstng culturd’ and reigous Nfuences Europeans such as the Porluguese amved
In Indonesia from e 1687 cantury sesting 1o RARARAIEAIHE sources of valuatie nutmeg. chwe.
and cubed  pepper in Maluku. In | the Duten estabimhed e Dulch East nda
Company [VOC) and became the dominant European power by 1810 Folowing bankrupicy, the
VOC was formaly dissolved in 1800, and the govemment of he HeRRdaadisalableied
e Dutch East ndes under government control By the early 20th cantury, Dusch dominance
extended 1o the current boundanes. The Japanese nvasion and subsequent cocupation in 1842
4% dung WWII ended Dutch rule. and encouraged T Dreviously suppressed indonesan
Independence movemenl. Two days afler !he surendar of Japan In August 1845, natonalist
leader, Sukame, decared independance and became presdent The Netherands ried o
reestablsh s rule. Dt a bMer armed and dplomatic stragge evded i December 1949, when in
TRAMGE. 0 International pressure, the Dulch formally recognized Indonesian

agempied coup in 1565 led 1o 3 viokent army-led and-communisl punge in which over half a millon
PO Ganera' Sunanc poitcally QulieewRr Fretident Suarna, avd became
president in March 1668 His New Ordar adminisiration gamernad e uoug of he Was! whose
Invettment in hdonesia was & major lclor N the subtequent thvee decades of substantial
econamic growth. In the e 1590e, however, Indondsia was the country handedt hil by e Eaut
Asian Firancial Crais gl ked to popaar prolests and Suhand's resignaton on 2t May 1958
The Selastsion wilowing Suharo's resignation, has led o a srengihening ol democratic
processes, induding @ regional autononyy program, the secession of East Timor, and the
frat direct presdensial elcion n 2004 Poltcal and economic netabilty, socal unrest
coffuption, natural disasters, and lerorism have siowed progress. Although redalions among
dfferant relgious and efhnic grouss are Lrgely hamonious, acle sedaran dscontent and
VIGENOn MM Probems 0 Some areas CRANEMatc SULIMD SEOKE 25 3 TOMANSC rEvoLBonary.
and under his iIncreasngly authanianan rule, Indonesia moved on a course of stormy naionalism
Sukarmo was populany refermed 1o as oung older brofher”), and he painted himse® as a man of
e pecpie carmying The aspinations of Indonesia and one who dored take on the West He
Instigated a number of large. Weoldgcally diven nirastucture and moauments celebratng
ndonesia’s identity, which wene Gitiieed as substitules for a real deveiopmant in a delernanting

Fig. 5: Document after inserted a secret message “Hai”

The history of Indonesia has heen shaped by its peographic position, its natural resources, 3
umdmnmamm wars and conquests, as well as by trade, economics
Mumnsanwmmmawmmsmm:ssunww
MWWMMaWMWn East Asia. The country's
sed-lane posiion fostered inter-island and inemational trade: trade has sinoe
mmmmamlmmmmmaum«mhhw peoples of
\nnonsmpmms meamq of cultures, ethnicities, and languages. The archipelage's

mmdmmmm
Indies. Epssilised remains of Home erectus and his tools, populardy knewn as the "Java Man™,
suppest the_ lodnnesian archi mmmmwhm!smlﬁmmuagﬂwn
peoole mmmmmmmm

o Lo 20 )

odds 0 2 From the Tth century CE, the
m"MbmglngH-dquummmmm&m
Masamn,

i
mﬁu wmm
agricutural Buddhist Sﬂ&aamd Hindu

northern Sumatra: other Indonesian areas gradually il
religion in Java and Sumatra by the end of the 18th cantury. Fuummlilnmwmmd
m\ned

economy. mixed with cultural and ious. such as the
in Indonesia from the 16th century 10 the sources of valuable nutmeg,
and cubeb  pepperin Maluky, In the established uo\nuh East Indis
Comgany (VOC) and became the domnant power by 1810, ing picy, the

Fig. 4: Original document

The following is a test scenario in this experimental
paper, starting from converting the message to a series of
bits 0 and 1, then the message is inserted using
steganographic word shift technique on the document
with the number 22 lines, then the message will be
printed, after the printed document will enter into the
scanning phase of the document and extraction on the

VOC was hmdmwn!mﬂmmmmmldu

the Dutch East indies under govemment control. By the 20ch century. Dutch dominance
extended tothe current boundaries. The Japanese mson and subsequent occupation in 1042
45 during WWII ended Dutch rule. and
independence mmedmmﬂuiummdllpmnAugmimim
laadsﬁukunodedaledndepeﬂdm and became president The Netherands tried to

president in March 1883 His New Order administration gamnered

invesiment in [ndonesia was a major factor in the subsequent three decades of substantial

economic growth. In the late 1090, however, Indonesia was the country hardest hit by the East

Asian Fnineﬂlc'usmhd lupuwli!piuuns and Suharto’s resignation on 2'I May 1093
The Befaanasi

the fayaur of the West whose

era foliowing ion. has led 1o a

m.mhﬂgamﬂmm mma(Ennﬁmmdu
firstdirect presidental election in 2004. Poitical and economic instability, social unrest

natonzisn

image format. bmp by using centroid method in review of %m&wﬁ b o e ﬁmﬁéﬁ:ﬁm«“’;wﬁ:
the image profile (Fig. 3 and 4). Syt » ek 14 Mgk, Uachyealy wieh matd ks celsabng
economy.

Embedding: First prepare the documents that will be
inserted a secret message. Then the message will be
inserted each character in the conversion into binary code

Fig. 6: Document after inserted a secret message “Kamu”

Recover: After the process of inserting a secret message
successfully done, the next process is the extraction of

asin Table 2. After insertion with the secret message “Hi”
The new text document as in Fig. 5 and 6.
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the face of international

Fig. 7: Detection, The “f” Characters Shift Left

coup in 1965 led to

Fig. 8: The “d” Characters Shift Right

61 -m“Hai” characters -& “Kamu” characters

No. of characters
N

0- T T T T T 1

No. of rows

Fig. 9: Chart of message capacity

6 -1-o-Cover documents - Stego document

: .

0 T T T T T T 1
0 5 10 15 20 25 30
No. of character

Fig. 10: Chart of file size

File size (kB)

messages using the method Centroids, at this stage review
the image profile that has been done scanning. Here is the
calculation of centroid scanning done starting from the
line X, (X+1), ..., (X+W). Image matrix with Secret
message “Hai”:

fx0 fx1 fx2 fx3 fx4 fx5
0 1 0 1 1 0 fx0

10 0 1 0 0 fxt
0 0 1 0 0 o0 fx2
0o 1 1 1 0 1 fx3
1 1 0 0 0 o0 fx4
0 1 0 0 1 0 fx5

Using the profile formula to calculate the profile on the
image using centroid, the results (Fig. 7-10):

o v(1): fI(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(L,
4)+f5(1, 5)

e v(1):0+1+0+0+1+0=2

o« v(2): f1(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

o V(2): 1+0+0+1+1+1 =4

o« v(3): f1(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

e V(3): 0+0+1+1+0+0 =2

o v(4): fI(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

e v(4): 1+1+0+1+0+0 =3

o v(b): fi(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(l,
4)+f5(1, 5)

e v(5): 1+0+0+0+0+1 =2

o« v(6): fL(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

e v(6): 0+0+0+1+0+0 =1

Centroid calculation:

(2+4+2+3+2+1)*6

A= S m T T - 14%6/14+6=4, 2
(2+4+2+3+2+1)+6

Image matrix with Secret message “Kamu”

fx0 fx1 fx2 fx3 fx4 f1x5
1 0 0 0 0 0 fx0

o 0 1 0 0 1 ™
0o 1 0 0 0 1 fx2
1 0 1 1 0 1 fx3
1 0 0 0 0 1 fx4
0 1 1 0 0 0 fx5

Using the profile formula to calculate the profile on the
image using centroid, the results is :

o V(1) 11, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

e v(1): 1+0+0+1+1+0 =3

o« v(2): f1(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

 Vv(2): 0+0+1+0+0+1 =2

o v(3): fi(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(l,
4)+f5(1, 5)

e Vv(3):0+1+0+1+0+1 =3

o v(4): f1(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(d,
4)+f5(1, 5)

e v(4): 0+0+0+1+0+0 =1

o v(b): fi(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(d,
4)+f5(1, 5)

e v(5): 0+0+0+0+0+0 =0

e« v(6): fL(1, 0)+f2(1, 1)+f2(1, 2)+f3(1, 3)+f4(1,
4)+f5(1, 5)

e v(6): 0+1+1+1+1+0=4

Centroid calculation:

(4+0+1+3+2+3)*6

————————— = 19*6/19+6 = 4,56
(4+0+1+3+2+3) +6
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CONCLUSION

From the experiments that have been done in this

paper can be concluded, the number of characters that can
be inserted in the word-shift technique is directly
proportional to the number of lines in a text document, the
capacity of messages that can be inserted messages
are also more. The centroid extraction method can be
used to extract secret messages in a word-shift technique.
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