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Hiding Text in AVI Video File by Method of Least Significant Bit
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Abstract: This research aims to accomplish the process of hiding text file within the video file extension (AVT).
In this research, a new steganography technique was proposed. First stage is dividing the film video into series
frames (still images file extension BMP) and then determiming who will be the hiden in the film the video and
thus will be the site of hiding 1s not at all the film clips but in sections that represent different scenes in the film
that have been drawn from a series of successive sections in the film. As for the text file we want to hide shall
be transferred to ASCII text and then stored at the sites that have been identified to hide and sites which
represent the framework of scenes in the film by using the method of Least Sigmficant Bit (LSB). The algorithm
was tested several times and the results achieved demonstrate this approach is promising and 1s able to Iud text

in AVT video file accurately a variety of loads.
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INTRODUCTION

The world lives a revolution of science and
technology and becomes easy to provide information
required to search for methods of a good face many
dangers and challenges on the security level of increased
demand for security of information and protection with a
shortage of the number of institutions and increase the
amount of mformation m all branches of knowledge 1s
different as well as the need to take advantage of
technical developments in the field of information
security, there are a number of intruders (hackers) for
mformation trying to get to everything we must protect
the information even for those of being able to accessible.
Steganography deals with data to be sent (messages may
be texts or images) within the data sent (preferably
Ppictures to be of type bmp or audio or video files, so as to
contain the amount of sufficient data which enables the
programmer hide data within). Steganography differs from
cryptography m that cryptography works on hiding the
message content while steganography works on hiding
the existence of ancther file in the message (Karasik and
Smilansky, 2011). As for how this technology is to take
advantage of the bits not important or those that are
difficult to be discovered m the case was altered,
contained within the image file or audio or video and used
to hide the embedded message. What distinguishes this
type of lidden messages 1s that they reach their
destination completely confidential, unlike encrypted
messages which although can never be deciphered
without a key encryption, they can be identified as a
message encrypted (Piccoli ef al., 2015). Steganography

techmque aimns to hide evidence m other data in a manner
that does not lead to affect the latter, so that does not
raise any suspicion or doubt that leads to uncovering the
truth and purpose of the hiding that this 18 likely the
attacker does not know of the existence of thuis data and
thus are protected from reading or modification or
destruction by the attacker (Gallagher, 2012). This means
that steganography 1s not part of the encryption and there
15 a large difference between the two, for example,
cryptography leaves a clear effect in the parameters of
messages sent and does not require compromise and
secondly to hide the data, It could be argued that the
encryption 18 defined the face change the sender of the
text in one of the many encryption algorithms. To make 1t
difficult to wnderstand after encrypted depends only on
the sender and the reciever while science requires
steganography the second compromise 13 hidden within
the data does not require changing the parameters of
data sent (Rousopoulos et al., 2011). Also, makes this
technique different from the encryption in the encryption
knows the attacker the existence of these data, may be
able to access them but they cannot be read until after the
break the code but able to remove them if in doubt. Does
not harm the integration of flags together m the same
work and certainly will add strength and durability will
apply a encryption algorithms on the data to be sent first,
then apply one of the algorithms steganography in my
data will be sent far from first discovered and are difficult
to decrypt that was detected Its existence. And this
means that the data to be sent, called the coded data
(Encoded) in case the application of the art encryption,
while 1t 1s called data (ludden) in the case of application of
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Fig. 1: Classification techniques of steganography

the steganography (Makridis and Papamarkos, 2010). As
shown in Fig. 1 there are several methods used for the
classification of systems of steganography of the
mismatch depends on the type of cover used in secret
communications and other support to make hanges
(amendments) in the cap of steganography used m the
process (Katzenbeisser and Petitcolas, 2000). The current
paper amms to hide specific text within the video which
included the proposed system implementation methods to
hide different parts and each method has its own set of
conditions that depend on them. The use of encryption
with some ways to add another layer of protection to
the hidden text (Richter ef af., 2011) and we used the way
the algorithm to decide at least the importance of hiding
one method of concealment. Some processors has been
made on the image containing hidden text, hidden text
retrieval inside (Oxholm and Nishino, 2013; Shin et al.,
2012; Stanco et al., 2011).

MATERIALS AND METHODS

Proposed system: In order to solve the stated problem,
certam suitable model was proposed and bwlt. The
proposed system was implemented in many steps. Tt also,
made use of all the available, modified and suggested
tools and techniques. Figure 2a, b show the proposed
system steps (Haralick et al, 1973). The proposed
technique takes eight bits of secret data at a time and
conceal them in L.SB of RGB (Red, Green and Blue) pixel
value of the carrier frames m 3, 3, 2 order, respectively.
Such that out of 08 bits of message (06) bits are inserted
m R and G pixel and remaimng (02) bits are mserted in B
pixel. The detailed technique has been depicted in Fig. 3.
This distribution pattern 1s taken because the chromatic
mfluence of blue to the human eye 15 more that red and
green pixel. Thus, the quality of the video is not sacrificed
but we could increase the payload (Makridis and Daras,
2012, Nados et al., 2014). Also, this small variation in
colures mn the video image would be very difficult for the

)
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Fig. 2: Block diagram of LSB video steganography
technique: a) Encodin and b) Decoding

human eye to detect. The bits are distributed randomly
during fabrication which increases the robustness of the
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technicue compared to other I.SB based technicues. After
concealing data in multiple key frames of the carrier video,
key frames are then grouped together to form a stego
video which is now an embedded video to be used as a
normal sequence of streaming. The intended user follows
the reverse steps to decode the secret data. During
decoding the setgo video 1s again broken into frames after
reading the header. Information the extracted stream of the
secret information is used to authenticate the video.

Algorithm 1; Algorithm of encoding:

Step 1: Inputing cover video file or stream

Step 2: Reading required information of the cover video

Step 3: Breaking the video into frames

Step 4: Extracting key frames (new scene) from sequence frames

Step 5: Selecting the (key frame +1) to hide text inside these frame

Step 6: Finding 4 T.8B bits of each RGB pixels of the cover frame

Step 7: Obtaining the position for embedding the secret data

Step 8: Embedding the eight bits of the secret data into 4 bits of TSB aof
RGB pixels of the cover frame in the order of 3, 3 and 2 respectively
using the position obtained from step 6

Step 9: Repeating step 5-8 for all key frames

Step 10: Constructing the video from all encoded fiames

RGB pixel of cover frame

4 bits of LSB

Green

4 bits of LSB
3 bit&

Fig. 3: Proposed LSB embedding techmque, shows
secret data embedded m 4 bits of LSB mm 3, 3, 2
order in corresponding RGB pixels of the carrier
frame

Blue

4 bits of LSB

2 bits
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Fig. 4 User interface of hiding system

Algorithm 2; Algorithm of decoding:

Step 1: Inputing stego video file or stream

Step 2: Reading required information from the stego video

Step 3: Breaking the video into frames

Step 4: Finding 4 1.SB bits of each RGB pixels of the stego fiame

Step 5: Obtaining the position of embedded bits of the secret data

Step 6: Retrieving the bits using these positions in the order of 3, 3 and 2
respectively

Step 7: Reconstructing the secret information

Step 8: Regenerating video frames

RESULTS AND DISCUSSION

Experimental setup: This study includes the main steps
of system running and the conclusion for our process.
Therefore, the main components of the system are.

Main window of system: The main window contains the
main component of hiding system. Also include some
buttons for easy access to the system’s function, so,
Fig. 4 this process.

Main steps of running in the system

Step1: Clicking load movie button screen browser will be
open. Then select the video and cutting the video mto
frames, the results as shown in Fig. 5a, b.

Step 2: Separate frames into scenes. The following Fig. 6
this process.

Step 3: Storage frames resulting from cutting the video
after the presentation of the three main colors RGB, Fig. 7
the process.

Step 4: Storage scenes before and after the hiding. The
following Fig. 8 this process.

Frames
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aﬂar Hide Hidetext before Hide — after Hide
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B Hiding Text in Video ]
_ - Frames Feame |2 )
Frames | store  Insert text then ro Restore  Viewvideo  View video
Hige 'Midetext before Hide  atter Hide

store  before convert 1o ASCI

l.d
iide |

Fig. 6: Separate frames mto scenes
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Fig. 7: Storage frames result
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Fig. 8: Storage scenes before and after the hiding

Step 5: Hiding process applied to several texts in
English (both large and small formulas) or Arabic
or any other symbol. Where text is entered manually
and calculates the number of characters entered and took
each character ASCTI. The following figure shows the
form that contains the texts of English and Arabic were
randomized to hide inside a video file. Figure 9 thus
process.

Also, a person cannot distinguish the existence of
the text within the image (Frame) video and the following
forms (1 and 2) show 53 Still Image Frame 1s made of the

video file (which represents the movement of the child)
are arranged horizontally according to the sequence
displayed before the process of liding after nding. As
shown in Fig. 10.

Two previous figures showed that there was no
apparent difference with the naked eve by a process of
hiding and after the process hiding. It 13 no secret that the
movement of the video file will be the biggest obstacle to
distinguish any difference, although, not his appearance
which gives greater security for the transfer of hidden
data (Fig. 11-13).
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Fig. 9: A form of English and Arabic texts (letters and symbols) was hidden in a video file
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Fig. 10: Scenes of video file before the process of hiding: a) Into frame 11; b) Into frame 19; ¢) Into frame 33; d) Into frame
47 and e) Into frame 53
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Fig. 11: Scenes of video file after the process of hiding: a) Into frame 11; b) Into frame 19; ¢) Into frame 33; d) Into frame
47 and e) Into frame 53
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Fig. 12: Recovering the hidden text
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Fig. 13: Display the video before and after the hide text

Step 6: In this step, we are recovering the hidden text as
shown in Fig. 12.

Step 7: In this step, we display the video before and after
the hide text, after we take scenes that we have worked on
to hide the text and restored to the video. Figure 13 this
process.

CONCLUSION

This
steganography was

research presents a mnew path 1n

used file video as a vector
text series. Through the design and implementation of
the proposed system and discussing its results, we
concluded the use of colors that make up the three
main colors of the image in the process of concealment
provided storage space is greater than the use of a
gradient only one. Also, we can take advantage of the
large storage space provided by the video file to hide
the data with a larger size. The movement show video
file will be the biggest obstacle to distinguish any
difference which gives greater security for the transfer of

hidden data.
RECOMMENDATIONS

In hiding stage 1t 1s applicable to use any
type of transformations such as Wavelet, DCT and
s0 on, also, we can use other types of video. Finally, we
can use of special methods to encrypt data before
concealed.
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