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Abstract: As technology and information develop, we need to increase the attention to the system’s security

of the technology we use in our daily lives. For example, insertion of data and information we get from sharing

media. Therefore, we can use steganography. Steganography is a technique of hiding data and information into
a digital media such as text, images, video and sound. This study also discusses the method that will be used
for the application of steganography with Portable Network Graphics (PNG) format. The method s Least
Sigmficant Bit (LSB). Ths study also discusses graphic image quality analysis using Peak Signal to Noise Ratio

(PSNR) and Mean Square Error (MSE) method.
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INTRODUCTION

In the era that has been using the mtermnet, there are
many ways to secure a secret message for communication
such as watermarking, cryptography and steganography.
Delivery of data or messages through the public such as
the intemet can be stolen or manipulated. Therefore, this
knowledge must be developed in view of the many
fatal internet crimes (Sari et al, 2017). One of them is
steganography. Steganography 1s detected, if the secret
mformation 18 knowr, the secret key 1s shared between
sender and receiver. Steganography 1s an art or science
used to lude secret messages, so that, the existence of
messages can’'t be detected by the human senses.
Broadly speaking stegenography method consists of 2
main parts (Akhtar et al., 2017), namely the process of
data hiding (hidden message) and the process of
returning the data to the original form (reveal message).
Both processes are done by using a secret key that will be
used in the process to improve data security.

In general, digital images are stored as arrays in
computer systems consisting of a limited number of
elements. Each element has a specific location and value,
known as pixels. In the case of 24-bit color images, each
pixel includes three color components: red, green and
blue. So, three bytes (24 bit) look at each pixel to show the
mntensity of this color. Media with or without information
is called stego-media or media cover (Lee and Tsai, 2010).

different from the
media-media used to carry confidential information. The
most 1mage
steganography are Graphics Interchange Format (GIF),
Toint Photographic Experts Group (JTPEG) and Portable
Network Graphics (PNG) (Rohayah, 2015). So, the function
of steganography 1s as techmques hide messages using
other media, so that, confidential information can’t be
seen clearly. Steganography can also be done in domain
space (Patel and Meena, 2016).

Lots of studies that
steganography by using various methods contained in
steganography. The media to be used 1s the picture. The

The media used is generally

COIILIN O media formats used m

discuss how to use

method to be used in this research 1s by using Least
Sigmficant Bit (LSB) method. Based on the background of
this problem, steganography with L.5SB method is needed
because the existence of a secret message is known only
to the sender and recipient of the message (Singh and
Sharma, 2016). So, the mamn purpose of this research 1s to
know the comparison of images before and after inserted
a secret message and evaluate a picture quality before and
after message mserted by using the method of Peak Signal
to Noise Ratio (PSNR) and Mean Square Error (MSE).

MATERIALS AND METHODS

Steganography: Steganography comes from Greek which
consists of the steganos word which means is hidden and
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graphien which mean is writing (Rohayah et al., 2015). So,
it can be interpreted to be a hidden text. So, it can be
concluded that steganography 1s a science that studies
the technique of developing secret messages in other
messages, so that, others will not know that there is a
secret message in the message they read (Zhou et al.,
2016).

The process concealment of data on the method of
steganography 1s one part that plays an inportant role in
the overall process where mn this study, data hiding which
is the core of the steganography method is done. In the
process of concealment of this data is required accuracy
in the calculation of coler bits and bits of data because if
there is little error on the calculation it will result in
damage data sent, so that, data will not be restored into
the original form. Tn addition, the measure of success in
the steganography method 13 also mfluenced by the
process of data hiding where the results of the process of
hiding the data in the form of stego-image must resemble
the original image (cover image), so that, no suspicion
In addition, the data
efficiency factor also needs to be considered in the
concealment of data in relation to the comparison of
the amount of data that is hidden with the quality of the
resulting stego-image (the larger the data is hidden the
lower the resulting stego-image quality). The amount of
data that can be generated by the steganography
method generally, reaches about 5-10% of the digital
image file size (Juarez-Sandoval ef al., 2017).

from others who see it

Least Significant Bit (LSB): This method is very popular
and the simplest of other methods to image. This method
also has the lowest difficulty level and requires high
capacity (Akhtar et al, 2017). LSB does not affect the
human senses though because the comparison of images
that have not been inserted with the already inserted
almost invisible (Arora et al., 2016). Although, the
1.SB method is considered very good, the hidden data
capacity is still low because of only one bit per pixel only.
The LSB method is not difficult because of the ease
of retrieving secret messages because the data 1s
always hidden from any stego-image (Joshi et al
2016).

L3B can be implemented more easily but it has a very
serious security problem because there 1s a statistical
difference between the modified part and the unmodified
part of the stego-image (Zhang et al., 2006). Sahu and
Swain (2016) proposed that LLSB technique can give
higher embedding capacity when extended up to 4 LSB
planes. Therefore, this method very high
transparency (Juarez-Sandoval et al., 2017). How to use
this method we can use a four-pixel image as an example:

allows

123=01111011
107=01101011
111=01101111

97 =101100001

If the number 8 as the word you want inserted then
the number can be changed into 4 bits into 1000. Then,
the bits are mserted into the last bit that 1s already
available as an example:

01111011
01101010
01101110
01100000

So, 1t can be seen binary difference before inserted words
with already mserted.

Portable Network Graphics (PNG): PNG is one image
storage. This format was introduced as a replacement for
other image formats that 15 GIF. The PNG format uses a
lossless compression method to display 24-bit images or
solid colors on online media. This format supports
transparency inside the alpha channel. The PNG format 1s
very well used in online documents and has better color
support when printed than GTF format. However, the PNG
color will be placed in the in design document as a RGB
bitmap image, so, it can only be printed as a composite
image rather than a separation image (Lee and Tsai, 2010).
The PNG format has several advantages:

»  Image transparency
s Setting the light or darkness of an image
»  Progressively displays the unage

In addition, the PNG format has a better compression
factor than the GIF format (Wang et al., 2016). Broadly
speaking, the PNG format has the following features:

»  Instead of GIF and TIFF formats

»  Open format, efficient, free and lossless type
compression

¢ Three color modes, namely: palette (8 bits), grayscale
(16 bits), Truecolor (48 bits)

»  Support for profile color, gamma and metadata

¢  Has a transparency feature and full support for alpha
channel

»  Extensive support for software mamipulating graphics
and web browsers

For the purposes of image processing, although, the
PNG format can be an alternative during 1mage processing
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because this format in addition does not remove part of
the image being processed (so, repeated storage of
mmages will not degrade image quality) but JPEG
format 1s still a better choice. Netscape 4.04 and
MSIE 4.0 adds support for PNG browser files on web
pages instead of replacing TPG but to replace GIF for
graphics. For non-web and non-graphics use, PNG will
compete with TIF. Most PNG image program support, so,
the basic compatibility is not a problem. You may like
PNG.

Peak Signal to Noise Ratio (PSNR) dan Mean Square
Error (MSE): Peak Signal to Noise Ratio (PSNR) and
Mean Square Error (MSE) are the most commonly used
parameters to measure the quality of two unages in
steganography. PSNR can be said to be the similarity
between the two images and the MSE is the reciprocal
(Joshi et al., 2016). Tn each PSNR calculation, it is usually
measured m decibels. To determine PSNR, MSE (Mean
Square Error) must be determined first. MSE 1s the mean
squared error value between the original image and the
manipulation image. Tn the case of steganography, the
MSE i1s the mean squared error value between the original
image (cover-image) and the image of the insertion
(stego-image). PSNR can be defined by formula:

12
PSNR —1010gm[m} (1)
Where:
MSE = Mean Square Error value obtained
T = The maximum value of the image pixels used

Before searching for PSNR value, then searched for
the value of MSE. MSE can be defined by formula:

1 N M :
MSE:W21:121:1(Xij'Yij) 2

Where:

M = The No. of lines on the cover image

N = The No. of columns on the cover image
X, = The mtensity of the cover image

Y, = The mtensity of the stego-image

RESULTS AND DISCUSSION

LSB methods: In this chapter, discuss the results of
experiments with the 1.SB method is to take the example
using PNG image format with the size of 3x3 pixels.
By taking the example mmage 1s a picture of
watermelon.

In Fig. 1, it describes that in this study the research
is using a watermelon image with different dimension.

Fig. 1. Experiment with watermelon unage

Once it is converted first into a 3%3 pixel form. Then see
the RGB value inthe image that has been converted into
3x3 pixels. Then after getting its RGB value, the next step
to change the value of RGB is still in the form of decimal
into the binary. So, we can get the value from this

example:

Red value before being converted into binary:

254 158 197
249 92 114
255 230 209
Red value after being converted into binary:
11111110 10011110 11000101
11111001 01011100 01110010
11111111 11100110 11010001

Green value before being converted into binary:

255 195 193
113 72 95
70 47 177
Green value after being converted mto bmary:
11111111 11000011 11000001
01110001 01001000 01100000
01000110 00010111 10110001
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Blue value before being converted into binary:

251 156 166
192 0 48
153 90 192

Blue value after being converted into binary:

11111011 10011100 10100110
11000000 00000000 00110000
10011001 01011010 11000000

After all values are obtamed and converted mto
binary, then the next step is to calculate how many letters
can be inserted into the 3x3 pixel image. By the way the
result of 3x3 15 9 then multiplied 3. Why multiply 3
because the number of RGB colors 15 3 then the result 1s
27 bits. After that, divided by 8 because the binary
amounted to 8. The results obtained amounted to 3.37. So,
the letters that can be inserted into the 3x3 pixel image are
approximately 3 letters. The next step 1s to select the 3
letters “DAN”. Subsequently the letters are converted
into American Standard Code for Information Interchange
(ASCII) values in binary form:

D = 68 converted into binary: 01000100
A = 65 converted into binary: 01000001
N =78 converted into binary: 01001110

After obtained, next step 1s entering all the binaries of
the letter mto the RGB value that has been converted into
binary. The rules in entering the binary is to start from the
left and then go to the right and so on. By entering the
last digit of the bit in the RGB value:

Red binary value after inserted:

Green binary value after inserted:

11111111 11000010 11000000
01110000 01001000 01100000
01000110 00010111 10110001
Green decimal value after inserted:
255 194 192
112 T2 9%
70 A7 177
Blue binary value after inserted:
11111010 10011101 10100110
11000000 00000000 00110001
10011001 01011010 11000000
Blue decimal value after inserted:
250 157 166
192 0 49
153 90 192

Then get the value on the experiment above. So, the
remaining 2 values are not filled with the value of the letter
“DAN”.

PSNR and MSE methods: Tn this experiment, watermelon
images of 3x3 pixels are used. To calculate with the
formula PSNR and MSE, the first step that must be
done is to compare the cover image with stego-image
as below:

Red value before in steganography:

11111110 10011110 11000100 243 128 155
11111001 01011100 01110011 211 110 58
11111110 11100111 11010001 109 193 185

Red decimal value after inserted: Red value after in steganography:
254 158 196 242 128 154
249 92 115 211 110 59
254 231 209 198 193 185
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Green value before in steganography:

255 195 193
113 72 96
70 47 177
Green value after in steganography:
255 194 192
112 72 96
70 47 177
Blue value before in steganography
255 101 122
95 4 5
58 4 158
Blue value after steganography:
254 101 122
94 4 5
59 40 158

The next step 1s to use the MSE formula by reducing
one by one the value of the cover image (X;) with the
stego-image value (Y;). Having obtained the difference in
the value of the cover image with stego-image and then
lifted 2. After that summed the results of previous
operations. Then divided by the mumber of rows and
columns of the image 1s 3%3 and the following results are
obtained:

1

MSE=W(243-Z42)2+(128-128)2+
(155-154)"+(211-211)" +(110-110)" +
(58-59) +(199 -198) +(193-193) +
(185-185)" +(255-255)" +(195-194)" +
(193-192) +(113-112)" +(72-72)" +
(96-96) +(70-70)" +(47-47)" +
(177 -177)" +(255 - 254)" +{101-101)" +
(122-122) +(122-122)" +{95-94) +
(4-4) +(5-5) +(58-59)" +

(41-40) +(158-158)"

» 40 O Grayscale

ﬂ_.é 304 ORGB 30

g

£ 2 18

s 9 H 9

. 10

S 3 3 6

R Y . T 2l O . [ .
3x3 55 7x7 9x9

Image dimension (pixels)

Fig. 2. No. of characters can be inserted in RGB and
grayscale 1mage

MSE = 0.135

Having obtamed the results of its MSE, then enter
the value of MSE into the PSNR formula and obtained the
following results:

255
PSNR =10log,, |~ —
g‘”{o.mJ

PSNR = 56.827

After input formula, the results obtained from PSNR
and MSE. The value of PSNR = 56.827 and the value of
MSE = 0.135.

Analysis: In this study will discuss the analysis and
discussion of the experiments and discussions that have
been tried. Gained graphs from the experimental results.
Here are the graphic results obtained:

In Fig. 2, 1t describes the number of characters that
can be inserted into an RGB and grayscale image. the
graph mncreases because if the size of the image dimension
increases, then the number of characters that can also be
wnserted mn the RGB and grayscale image. In Fig. 3, it
describes how much of the maximum text size can be
inserted in RGB mmagery. Each image size increases, the
maximum text size increases as well. In Fig. 4, it explains
the comparison between the original RGB image and the
RGB image after the steganography. On the graph does
not change in image size. At Fig. 5, it explains how much
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of the maximum text size can be inserted in grayscale
umagery. Can be seen that the graph increases because if
the image size increases, then the maximum text size also
mcreases. In Fig. 6, it describes the comparison between
real image and stego-image in grayscale. can be seen no
change in image size.

Overall experiment result data: In Table 1, it describes
the overall data comparison obtained from the experiment.
From the data that the size of the original image with the
size of the image already in Steganography not change at
all. In Table 2, 1t describes the overall data of PSNR
is increased and MSE is stable. In Table 2 and Fig. 7,

35
30.375
30 u
L
G 25 +
5 20 4 18375
g
£ 2 9.375
%
S 10 A :
=
5 4 3.375
0 I—I T T T 1
15.213 15.266 15.34 15.444
Image size (byte)
Fig. 3: Maximum text size on RGB mmage
15.1 7 0 Real image 15
15.0 4 © Stego image 15
14.9 .
. 14.9 14.9 14.914.9
= 148
S 14.714.7
~ 147
14.6
14.5 + T T T 1
3%3 5%5 77 9x9

Image dimension (pixels)

Fig. 4 Comparison between real image and stego-image
in RGB

Table 1: Overall data of the experiment

it describes the overall data of PSNR and MSE obtained
from several dimensions of the image dimension. From the
picture, it can be concluded that if the pixels are bigger,

"
% 10 10.125
£ 6.125
=
£ 3 3.125 H
5 1.125
= 0 | I:I
15.857 16 16 16.926

Image size (bytes)

Fig. 5: Maximum text size on grayscale image

15.95 = O Real image 15.926
O Stego image 15.897 15.926
15.90 15.897 15.8957
g 7 [15.857 15.876
= 15.857
~ 1585 H
15.80 T
3x3 5%5 7x7 9%9
Image dimension (pixels)
Fig. 6. The comparison between real unage and
stego-image in grayscale
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o
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Fig. 7 : Dimension image and value of PSNR

Images size (pixels) Types of image No. of character

Maximum character size (bytes)

Cover image size (bytes) Stego-image size (bytes)

3x3 RGB 3 3.3750 15.213 15213

5x5 RGB 9 9.3750 15.266 15.266

=7 RGB 18 18.3750 15.340 15.340

9x9 RGB 30 30.3750 15.444 15444

3x3 Grayscale 1 1.1250 15.857 15.857

5x5 Grayscale 3 3.1250 15.876 15.876

7x7 Grayscale 6 6.1250 15.897 15.897

9x9 Grayscale 10 10.1250 15.926 15.926

Table 2: Overall data of PSNR and MSE

Dimension image Rize of cover image Size of stego-image Rize of character MSE PSNR
3x3 15.213 15.213 3 0.1480 0.829
5x5 15.266 15.266 3 0.0192 1.717
7x7 15.340 15.340 3 0.0110 1.811
9x9 15444 15.444 3 0.0134 2,011
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then the bigger the value of PSNR. And if the MSE value
is getting smaller, the greater value of PSNR. MSE values
close to zero have a high degree of similarity.

CONCLUSION

Based on the experimental results using the L.SB
method that has been obtained, it can be concluded that:
the larger the dimensions of RGB and grayscale images,
the more characters that can be mnserted into the image.
The meaximum text size will also increase if the image size
also mcreases. The image size changed from RGB image
into grayscale image is bigger than before. Data integrity
on RGB image and grayscale image that has been mserted
has not changed at all. Tf the letter bit is inserted into the
RGB or grayscale image bits, then the value of the image
bit does not change significantly. So that, the shape of
the 1mage does not look any color change at all. The
capacity of digital images to accommodate files by 30%
and more colors in digital images can accommaodate more
files. So, for more optimal testing you should use digital
image with more variety of colors. If the dimensions of the
umage dimension increase, then also, the result of PSNR
and MSE in the image.
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