Tournal of Engineering and Applied Sciences 14 (13): 4611-4616, 2019

ISSN: 1816-949%
© Medwell Journals, 2019

Steganography Analysis on PNG Image RGB Using Spread Spectrum Method

Bogy Oktavianto, Tito Waluyo Purboyo and Randy Erfa Saputra
Department of Computer Engineering, Faculty of Electrical Engineering, Telkom University,
Bandung, Indonesia

Abstract: In this study, focusing on the security level in the delivery of confidential information on a media.
One technique that can be used 1s steganography which explains a way to lude the confidential mformation on
a media. As a result, only senders and recipients who are able to know the mformation without arousing
suspicions against others. In this study, we examine the steganography design manually on colour image media
which 1s RGB with PNG format using spread spectrum method and analyse image quality by calculating PSNR

value.
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INTRODUCTION

Steganography is a technique of inserting a message
into a medium in which the secret message to be
transmitted is not changed in shape but rather inserted on
a cover-object used in life daily (Chandramouli and
Subbalakshmi, 2003). New media that has been mserted a
secret message (stego-object) and then sent to the
recipient without raising the suspicion of the outsider,
because the difference from the media (cover-object)
with media that has been inserted a secret message
(stego-object) can not be realized directly by humans.
Steganography at present 1s done on digital media in the
form of mmage, audio and video. Message saving process
requires input media insertion, messages to be inserted
and keys (Kumar, 2013). The output of this insertion
process is the media that already contains the message.
Extraction process messages require media input that
contains messages. The output of the message extraction
process 1s a message that has been inserted. This
technique makes others unaware that there is important
information that we send hidden in other media such as
images, audio and video (Satish et al, 2014). If the
information has been hidden on a media was stolen, the
thief 13 not necessarily able to know the information
contained n 1it, because there 1s a password (key) to be
able to open the information contained in the media
information (Rojali et al., 2012). The password is known
only to the sender and recipient. One method of
steganography 1s spread spectrum.

MATERIALS AND METHODS

Steganography is a technique for hiding personal
information with something that results will look like

any other normal information. This techmque makes
others unaware that there 18 important mformation
that, we send hidden in other media such as images,
audio and video. Should the information that has been
hidden on a media was stolen, the person who is the
thief 13 not necessarily able to know the information
contained in it because there 1s a password (key) to be
able to open the information contained m the media
information (Chandramouli and Subbalakshmi, 2003). The
password is known only to the sender and recipient.
Figure 1 it is clear that the picture before and after the
inserted message with stegnography have no significant
difference. This can reduce the suspicion of others to the
lumage.

Spread spectrum is a communication method where all
communication signals are distributed across the available
frequency spectrum. Tt was originally developed for
military and intelligence purposes. The basic idea is to
spread information signals over a wider bandwidth to
prevent interception of information and other
disturbances (Gkizeli et al., 2004, 2007). The first
developed spectrum spread is known as frequency
hopping or frequency jump (Ruanaidh and Pun, 1998).
The latest version 15 the direct squence spread spectrum.
Both of these techniques are used in various wireless
network products. In addition to other applications such
as cordless telephone. A spread-spectrum system must
meet the following criteria. On the sender occurs
spreading process that spreads the mformation signal
with the help of code signals that are mdependent of
information. At the receiver there i3 a despreading
process involving the correlation between the received
signal and the replica signal code generated by a local
generator.
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Fig. 1. Image steganography
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Portable network graphics: Tnitially PNG was developed
as an alternative to the GIF format. PNG 1s best suited for
mternet graphics because PNG supports transparency
and has a beautiful uniqueness that does not exist in
other formats such as JPG and GIF. PNG also supports
images with color gradients. It can be said that PNG 1s a
combination of JPG and GIF formats. PNG mcludes 24 bt
class format and the transparency is not cracked. Because
of that PNG is perfect for making screenshoot. PNG is also
able to reproduce detailed desktop mmages from pixels to
pixels. In additton PNG 1s able to compress umages from
the photography process without significantly reducing
image quality (Cox et al., 1996, 1997).

However, PNG also has a weakness that 1s a large
enough size compared to the format JPG and GIF. Also
not all browsers support PNG format. Only the latest
browsers can accommodate this format, while older
browsers mostly do not support PNG. PNG format 1s
suitable for images that have many colors and also if the
image sutau will be re-edited without degrading the image

quality.

MSE and PSNR: Are used to compare image processing
results with preliminary images that have similarities
between the two images (Joshi et al., 2016). The equation
used to calculate these parameters is:

L Sy xyy 2
MSE T El;(xu Y, 2
Where:
M = PDFHB pixel image of rows
N = Pixel image of coloums
X, = The intensity of picture before inserted message
Y, = The intensity of picture after inserted message

MSE is the sigma of the number of errors between
the results of image processing with the original image.

From the above equation has the following information:

L)} 3)

PSNR =10lo
Euo {(MSE

The value of PSNR is mversely proportional to
the MSE value. Good PSNR value s above 30 dB
(decibels).

RESULTS AND DISCUSSION

The result of spread spectrum method: Tn this analysis
will be used images with 3x3 pixel size with RGB color
image in PNG format using spread spectrum method on
steganography. Figure 2 1s a piano image looking for 3x3.
Next system will read RGB mmages with PNG format. Then
the system will do the RGB value in decimal form and
conwvert it into binary form as shown.

Red value in decimals:

242 127 154
210 111 59
200 194 184

Green value in decimals:

196 255 194
114 73 97
71 48 178

Blue value in decimals:

100 255 123
94 5 6
59 42 159

The RGB value in decimal form will be converted
into binary form. Once changed, then the picture can be
inserted message.

Red value in binary:
11110010 01111111 10011010
11010010 01101111 00111011
11001000 11000010 10111010
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Green value in binary:
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11000100 11111111 0111011

01110010 01001001 01100001

00111011 00101010 10011111
Blue value in binary:

01100100 11111111 01111011

01011111 00000101 00000110

00111011 00101010 10011111

Next is the generation of random numbers using the
LCG (Eq. 1). With the value a = 2, ¢ = 7, m =9, then
K1 = (2x227+7ymod 9 = 5. Then, the LCG result will be
converted to binary form to 00000101, Then 00000101 will
be done XOR process with message like.

Message segment: 01001110 01000001 01000100
Pseudonoise signal: 00000101

Red value after insertuion:
XOP result: 01001011 01000001 01000100

Next, modulation process will be done that 1s insertion
of message in bits of image:

Red value after insertuion:

Fig. 2: A piano

First, the system will determine how manycharacters
of messages can be mnserted m the image n the followmng
way.

3x3x3x/8 = 3.375

From the validation result, the number of 3x3 pixels
can be inserted with 3 characters message count.
Examples of messages to be inserted “NAD”. Spread
spectrum using keywords. The sample keyword used 1s
“g”. After that the “NAD” message in ASCTI is converted
to decimal form then converted to binary form. The result
of the message “NAD” = 01001110 01000001 01000100,
Then the message will be spread by multiplying 1 on each
bit and the result is 01001110 01000001 01000100, After
that change the keyword “s” to binary form and the
resulting converst 13 01110011, After that the result of
keyword converst 13 done XOR process, then get the
value in the form of decimal is 227 (Oktavianto et al.,
2017).

11110910 01111111 10011010

11010010 01101111 00111010

11001001 11000011 10111019
Green value after insertuion:

11000101 11111119 0111101

01110019 01001000, 01100000,

00111011 00101910 10011111
Blue value after insertuion:

01100104 11111110 01111010

01011111 01001000 00000110

00111011 00101010 10011111

When the message has been mserted in the image.
After that done the extraction process with demodulation
or encoding process. The encoding process must use the
same keyword to enter the message.

Filter results: 010010110 1000001 01000100
Pseudonoise signal: 00000101

Demodulation result: 0100110 01000001 01000100

Then we will do the de-spread process on the image,

which 1s filtering the final bits of the image to restore or
find the hidden message.

01001110 01000001 01000100
From the demodulation and de-spreading
results, the message will be read. The message 1s

“NAD”. This message is the same as the message
inserted, then the process is successful.
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The result of MSE and PSNR: Tn this study will be
discussed experiments from MSE and PSNR. Please note,
before calculating PSNR then must calculate the value of
MSE furst. This experiment uses a 3x3 pixel sample. Here,
the first step is to compare the binary value of RGB digital
image before and after the inserted message.

Red value before insertation:

242 127 154
210 111 59
200 194 186

Green value before insertation:

196 255 194
114 73 97
71 48 178

Blue value before insertation:

100 255 123
94 5 6
59 42 159

The above value 1s the decimal value of RGB digital
image before the message 1s inserted. After that it is
compared with the decimal value of RGB image that has
been inserted message. Here’s, the decimal value after the
message has been inserted:

Green value after insertion:

242 127 154

Green value after insertion:

197 254 122
114 72 96
59 42 159

Blue value after insertion:

100 254 122
95 4 6
58 41 158

The next step is to find the MSE value using the MSE
(Eq. 2) by reducing one by one the value of picture before
inserted message (X)) with picture after mserted message
value (Y,). Having obtained the difference in value before
and after the message inserted then the value is raised 2
kan. After that summed the results of previous operations.
Then divided by the number of rows and columns of the
image 1s 3%3 and the following results are obtamed:

1
(3x3)°
(211-211)* +(110-110)* +(58-59)7 +(199-198)* +
(193-193)" +(185-185)7+(255-255) +(195-194)* +
(193-192) +(113-112)* +(72-72)* +(96-96)* +
(70-70V H47-46Y H 177-177)" +(255-254)" +
(101-101)* +(122-122)* +(122-122)* +(95-94)* +
(4-47 +{5-5) H58-59)2 +(41-40) +(158-158)°

MSE =

(243-242)* +(128-128)" +(155-154)" +

1
(3x3)°
(1) H0) HOY +OY +(1Y +(1) +{1) +{0) +(0)*+
(0)*H(1) HOY +(1Y +(0Y +(0)* +{O) +{1)* +(0)*+
(0)' +H-1) +(1)*+(0)’

MSE =

(L +0Y +(1) +HO) +{0) +(-1)"+

12
(3:3y

MSE = 0.135

After obtaining the MSE results, then calculate the
value of PSNR (3) in the following way:

2557
PSNR = 10lo i
21 {0.135)}

PSNR = 56.827

Therefore, after the calculation results obtamed value
of MSE = (.135 and PSNR = 56.827 dB. Since, the MSE
value 18 close to zero, both mmages have similarities and
the PSNR value is above 30 dB, the similarity level can be
said to be high.

Analysis steganography: Figure 3 capacity of messages
on different images. Figure 3 explains that the larger the
pixel size m the image, the greater the capacity of the
message characters in the image. Figure 4 can be seen the
size of the image m bytes and the number of messages
that can be inserted.
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Table 1: Data on overall PSNR and MSE experimental results

Dimension image Rize of image Size of image steganography Rize of character MSE (1/(nm)’ PSNR (log 10 1/MSR)
(pixelxpixel) cover (byte) (byte) (alphabet) T EvH (dB)
3x3 15.213 15.213 3 0.1480 0.8293
5%5 15.266 15.266 3 0.0192 1.7170
Tx7 15.340 15.340 3 0.0110 1.8110
9x9 15.444 15.444 3 0.0134 2.0110
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Fig. 5: Dimension image and value of PSNR

Figure 5 describes the image size in bytes when
before and after a message has been inserted. The
comparison of the size obtamed did not change
significantly. So, with this can reduce the suspicion of
others to the image. The larger the image pixel size, the
more number of characters can be inserted.

In Table 1 and Fig. 6, describes the overall data of
PSNR and MSE obtained from several dimensions of
the image dimension. From the picture it can be
concluded that if the pixel of the picture is bigger,

Dimension image (pixelxpixel)

Fig. 6: Dimension image and value of PSNR

then the bigger the value of PSNR. And if the MSE
value is getting smaller, the greater the value of PSNR.
MSE wvalues close to zero have a high degree of
similarity.

CONCLUSION

We can get some conclusions as follows. The
larger the image pixel size, the more number of characters
the message can insert. Comparison of image size in bytes
after and after inserted message does not experience
big difference. The unage quality after and before the
inserted message has not changed significantly. So, do
not arouse suspicion of others to the picture. A good
PSNR score is above 30 dB to get a very high level of
image resemblance spread spectrum methods on
steganography have a good level of security with the
results of the analysis.
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