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Abstract: In this study we used standard groups and Hosoya polynomial to implement Diffie-Hellman method
to generate matrix key cryptosystem instead of the number wlich is generate as a key in this method. Also, we
using Dihedral group with Hosoya polynomial for group graph to encrypt plain text and to decrypt cipher text
and we produce the statistical table for the ratio to any letter in plain text and every letter in cipher text.
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INTRODUCTION

Many encryption methods require a key to
encryption and decryption the texts, thus key can be a
number, a matrix or an symbol, one of the most important
ways you need a key 1s the Hill cipher method. Many
cryptologists have developed certain methods and
algorithms to generate numbers or matrices that are
considered keys to a process, Blom (1983) presented a
study on how to create a cryptographic key using
matrices and Rock (2005) presented a detailed study on
how to generate random numbers used for the encryption
process while Stinson (1995) presented a study on
how to generate a number by two people based on the
choice of positive random numbers by each person and
using these numbers in certain equations with the mod
function.

In this study, we will present a study to
umnplement the Diffe-Hellman method to generate a matrix
as a cryptographic key rather than a number by using
Hosoya polynomial For standard groups graphs and
matrices such that their elements are selected from
standard groups and these polynomials and matrices are
introduced into certain equations with the use of the mod
function and we will present a study to use Hosoya
polynomial and dihedral group with immersion property to
encryption the texts. This study consists of four
paragraphs. The first paragraph contains some basic
concepts.

The second paragraph contamns explains the
Diffe-Hellman method with its own work steps and
example. The third paragraph contains how to implement
the Diffe-Hellmn method with improved work steps and

example. The fourth paragraph contain the method of
encryption by using Hosoya polynomial and dihedral
group to encryption the texts.

Basic concepts In this paragraph, we introduce basic
concepts that relate with these mothods.

Definition: The group of integer numbers with standard
n writtn as:

Z, ={[0L 1. [2]. ..., [n-1]}, [n] =0
Such that:

[a] ={xe Z/x =a(mod n)} ={xe Z/x=atkn, ke Z}

The operation (+,) which defined on 7, as:

[a]+, [b]=[a+b], forall [a], [b]€ Z

Then, (Z,, +,) is abelin and cyclic groups and its
called standard groups Burton (1967). ie., if we
taken=6,then7,,= {0, 1,2,.., 14} and (7., +,) is abelian
and cyclic group.

Definition: Let, (7.+,) be agroup, n =1, 2, ..., then, the
simple graph of 7, consist of the elements of 7, as
avertices while the edges for any tow distinict vertices a,
b be adjcent if at,b = e. Where e is the identity
element of the groups 7, (Kandasamy and Smarandache,
2009), i.e., if we take the group (Z,,,+,) then the simple
graph of this group is (Fig. 1).

Definition: “Let, G be a graph, then the Hosoya
polynomial of G is:
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Fig. 1: The group (Z,,, +,)
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Fig. 2: The group (Z5, +5)
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where, d(G, k) is the number of vertices pairs at distance
k and k>0 (Al 2005).

Example: If we take the group (Z,;,+;) then, the simple
graph of this group is and the Hosovya polynomial of this
graph is (15+21X+84X% (Fig. 2).
Definition: The set has the form “Dn=*“{a’, a, &, ..., a"",
b,ba, ba’, ..., ba"' } is called the dihedral group with order
2n (Edwin, 2001).
Definition: Be avector, then the adverse of V 1s let:
V=[kl, k2, ... kn-1 kn]
Cherney et al. (2016):
VR = [kn kn-1,.., k2 k1]

Definition: Be a vector and let v, be an element in V Let:

Y =[vOvl,.. ., vn-1]

then the adverse of “v, is” v,* =
2016).

Vo “(Cherney et al.,

MATERIALS AND METHODS

Diffie-Hellman method: Tn this paragraph, we will study
the Diffe-Hellman method of generating numbers which
are considered as a cryptographic key and which depend
on two users (Stinson, 1995) as shown in the work
steps.

Work steps for Diffe-Hellman method: Work steps can
be divided into four parts:

Part 1; Information for users A and B:

s Select positive integer qeZ"

*  Determine the number p that will be used for the mod
function

Part 2; For users A:

»  Select a random number mcZ*

¢ Find the number a, by using the following ecuation:
a,=qmodp

+  Send the number au to user B

Part 3; For users B:

s Select a random number neZ”

¢ Find the number b, by using the following ecuation:
b,=q'mod p

s Send the number b, to user B

Part 4; For users A and B:

¢+  TUser A generates the K, key using the following
equation: K, = (b,-q*) mod p

¢+ User B generates the K; key wing the following
equation: K; = (a,q") mod p

Where 1s the: same number 1s generated by user A.
Example; Users A and B: Let, p=45be q=3.
User A:

*  Choose a positive number m =10
+  Find the number au using the following equation:

a, =q"modp
a, = 3"mod45 = 59049med45=9, This number is sent
to user B
User B:

»  Choose a positive number n =7
»  Find the number bu using the following equation:
b, = q"mod p b, = 3'modd5 = 2187mod45 = 27

Users A and B: User A generates the K, key using the
following equation:
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K,=0b,-¢")modp
= (27-59049)mod45
= (1594323)mod45 =18

User B generates the K key using the following equation:

K, =(a,-q")ymodp
= (9-2187) mod 45
=19683 mod 45 = 18

And it is the same number generated by the user A that
can be used as a key for encryption.

Implement the Diffie-Hellman method using standard
groups and Hosoya polynomials to generate a matrix as
a cryptographic key: Now, in this paragraph we will apply
the Diffie-Hellman method by using Hosoya polynomial
and standard groups to generate a matrix that is
considered as a cryptographic key rather than a number
which also depends on two users and according to the
work steps.

Work steps (modified): Worlk steps can be divided into
four parts.

Part 1: Information for users A and B:

*  Choose positive integers numbers m, nez’

¢ Choose the two matrixes a, beM_, (Z.)

*  Choose the number N to use the mod function on this
number

Part 2: For users A:

¢ Choose Hosoya polynomial f(x) randomly for one of
the standard groups graphs such that satisfy (f(a))
mod N#0

+ If (f(a)) mod N#0 then, f{a) 1s considered a secret key

* Find the public key X, according to the followmng
equation:

X, ~ [(fta))” - b-(fa))" | modN
¢ Send the key 3, touser B
Part 3: For users B:
*  Choose Hosoya polynomial h(x) randomly for one of

the standard groups graphs such that satisfy (h (a))
mod N#0

¢ TIf(h(a)) modN#0then h(a) is considered a secret key
» Find the public key X; according to the following
equatiomn:
X, =[(h(a)™ b.(h{a))" modN
»  Send the key X touser A

Part 4: For users A and B:

¢+ User A generates the matrix key K, by using the
following equation:

K, =[(fla)™ - X, - (f{a))" ] modN

» User B generates the matrix key K; by using the
following equation:

K; = [(hia)™ - X, - hia))" ] modN
Which is the same as the matrix generated by User A.

Example: Users A and B:

1 2 5 B
a= b=
Lo
a, beM,,, (Z,,) such that
» LetN=33

o Let2 3cZ'
e Let

User A: Choose Hosoya polynomial of the group
graph 7., which 1s:

f(x)=4x2+6x+5

Find (fla))modN and check that (f(a)) mod N=0 as:

1 2 1 2
flay=| 4 +6 + 51 |mod33=
3 7 3 7
28 31 6 12 50 6 10
+ + mod 33 =
30 22 18 9 0 5 15 3

~(fa)) mod N#0. Find the key X, according to the
following equation:

X, = [(f@)™ -b- (fa)n] mod N =
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[{6 10}2 {5 8} {6 10}}
. . mod 33 =
15 3 9 41|15 3
21 241 |5 B 24 18 15 3
. - mod 33=
[{3 27} {9 4} {27 12D {21 24}
Send the key X, to user B.

User B: Choose Hosoya polynomial of the group graph
Z,, which is: hix) = 32x*+13x+10. Find (h(a))mod N
and check that (h(a)) mod N=z0 as:

1 2T 1 2
h(a)=| 32 +13 +101 |mod33 =
3 7 3 7
26 17 13 26 10 0
+ + mod 33 =
[{9 11} {6 25} {0 10}}
16 10
15 13

~(h(a)imodN=0. Find the key X; according to the
following equation:

X, =[(ha))" -b] mod N {h{a})N
Send the key X to user A.

Users A and B: User A generates the matrix key K, by
using the following equation:

K, =[(f@))" -X, - (fa))" ] modN=
6 101 [20 2276
HlS 3]{21 4“15
21 247[20 227 [24
[L 27Hm 4]{27
18 30

Lz 9}

User B generates the matrix key K, by using the
following equation:

K, =[(h(a)y™ - X, -(h(a))"] modN =
Hlé 10}2 {15 3} {16 10N
. - mod 33 =
15 13| |21 24|[15 13
Hlo 26} {15 3} {22 9D
. - mod 33 =
6 22|21 24||30 16
18 30
12 9

Which is the same as the matrix generated by user A.
Now, we have a key matrix that can be used to encrypt
HILL or other methods.

Using Hosoya polynomial fpr standard groups graphs and
dihedral group to encryption the texts and decryption the
cipher texts: In this paragraph we will discuss how to use
Hosoya polynomial of the standard groups graphs and
the dihedral group to encrypt texts and decrypt cipher
text, in the first example we will encrypted a word and In
the second example we will encrypted a statement with a
table of ratio of letters in plan text and cipher text with
statistical schemas.

The suggested algorithm: We will mtroduce two
algorithms, the first one is algorithm of encryption
process and the second 15 algorithm of decryption
process.

Note: We consider the blank 1s character, that 1s
the alphabet is 27 L. and we used the function
(mod 28).

Algorithm of encryption process:

o Converts each letter with corresponding standard
groups 2,y Zs, ..y Lis.

»  Representing each standard groups 7, Z,, ..., Z;; as a
graph

»  Extraction Hosoya polynomial for all standard group
graph

»  Take positive mteger number n

¢ Divide the text with length 2n by using dihedral

group as:
W1 W1
W2 W2
. U
W= = { } Where U =
. Vv
| Win | | Wn |
Wn+1
V=
W2n

apply the dihedral operations (x, y):
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k=0,1...n-1Dw

_ | (x" u,,,) mod28
7(yxk V) mod28

D,w

w Hosoya polynomial
+
.0 |of Z, vectors

a

u

Cg> @ D D>
—_ =
— =

11 1§
= R
é 01 lu
é a
é 11 1@
e . .U éHosoya polynomial ()
é +é
e . .q &f Z; vectors
é a
é a
én-l1 1 1§

To improve this method we must encryption the first
letter because the first letter by using tlus method
stay the same letter always then, we encryption the
first letter by this equation:

¢, = w,H2*n) mod 28

Algorithm of decryption process: First decryption the
first letter by the equation:

w,=¢,-(2*n) mod 28
For other letter using;:

k=0,1.,0-1

D.C = (x* u,,, ) mod 28
: (yx* v,,,) mod28

Note: If the number O appears, then it always takes the
code #.

Note: After the decryption, we always take the first letter
and ther, we cancel two letters after 1t and take the fourth
letter and cancel two letters after it and so on because the
clear text is immersed in another text.

RESULTS AND DISCUSSION
Example: Take the plam text (college).

Encryption: We Converts each letter with corresponding

standard groups Z, Z, .., Z,, and representing thus

Fig. 3: The Hosoya polynomail

8 0 1

Fig. 4: Graph is (15+18X+84%%)

groups as graphs and extract Hosoya polynomaial for
all this graphs -C-7; and the graph of this group
is and the hosoya polynomail of this graph is
(3H3XH0X"0-Z,; and the graph of this group is
and the hosoya polynomail of tluis graph s
(I5H1&HE4XY) and  for all letters we will get
(Fig. 3 and 4):

¢ — (3+33+0%%)

0 — (15+18X+84%H)
1 — (12+16X+50%7)
e — (5HEX+HIX)

g — (7HOX+12X%)

Now, letn=2,D,, =D, ={r, 1,5, 1s}. Then, {college!~
{coll} + {ege }. Where:

3

feoll} - w, = b —{U}
12 v
12

3810



J. Eng. Applied Sci., 14 (11): 3806-3812, 2019

011 . 3 30
1 11 15 18 84
D,w, (mod 28) = =
&0 1 1u a2 16 5000
3 4 1
16 19 1

@ 1 198 16 5ol
304 1
16 19 1
12 17 23] 16 11 5
13 17 23 15 11 5
CDAPSAPKEOKE: The first letter C-3-3+4 = 7-G

C, > "GDAPSAPKEOKE"

Where:
5 5
J=|"|andK=
2l
5
7017
fege 1 > W2 = LJ D,w, (mod 28) =
27

5 7 5TV 23 21 23
011 0 27 27

EGEGIMWUW# _ The first letter E-5-5+4 = 9-1 C;-
“IGEHIMWUW# 7 Then, the cipher text is: C-
“GDAPSAPKEOKEIGEHIMWUW# 7

Decryption: Notice that C,~ “GDAPSAPKEOKE” The
first letter G-7-7-4 = 3-C.

D,.C, =D, (mod 28) =
3 04 110 11 3 3 0
16 19 1{|1 11 15 18 0
16115R011{121622}
15 11 5 1 11 12 16 22

0.20
0.15

010 8

|‘| ﬂl | >
1 Il lll 000

B DFHJLNPRTVXZ
Variables

o
&

Fig. 5: Statistical scheme 1

0.14
~ 012
0.10
—0.08

Values

0.06
0.04

il il 2

HJLNPRTVXZH#
Variables

Fig. 6: Statistical scheme 2

CCHORH#LPVL; PV: C,~
letter I-9-9-4 = 5-FE

“TGEHIMWUW# __” The first

(mod 28) D,C, =D, =

5 7 5 011 5 6 4
& 10 131 11 7 9 12

23 21 23]V o 117 [[5 6 4
o 27 27 1 11 27 0 0
EFDGILEFD_## Then, the plain text is (college).

Example: If we encryption the text (college of computer
science and mathematics)by the same technique with
choose n = 3 then, we will get P~ “College of Computer
Science and Mathematics”
C-“ITDAPVAMQWPKEVUWTROKGEPVA
GHIYX LGENIMKGEPVAGHIYX LGENIM
IDAIMYFGENHKXX VUWGAAOTQEECOIWZ
G ENKSFGENSE G EROC CDATHEH#AAA #
# "

Now, we find a table of ratios of letters and a
statistical scheme of plain text and cipher text and try to
compare these two texts (Table 1 and 2; Fig. 5 and 6).

For plain text: And the statistical scheme; for cipher text
and the statistical scheme 2. Now, to compare these
percentages we give some observations.
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Table 1: Ratios of letters of plain text

A B C D E F G
0.07894737 0 0.13157895 0.02631579 0.15789474 0.02631579 0.02631579
H 1 J K L M N
0.02631579 0.05263158 0 0 0.05263158 0.07894737 0.05263158
0 P Q R ) T u
0.07894737 0.02631579 0 0.02631579 0.05263158 0.07894737 0.02631579
v W X Y Z
0 0 0 0 0
Table 2: Raios of letters of cipher text
A B C D E F G
0.08730159 0 0.02380952 0.02380952 0.1031746 0.01587302 0.08730159
H 1 J K L M N
0.02380952 0.03968254 0.02380952 0.03968254 0.01587302 0.03174603 0.03968254
8] P Q R s T u
0.03174603 0.03174603 0.01587302 0.01587302 0.01587302 0.02380952 0.01587302
v w X Y z B #
0.03968254 0.03174603 0.03174603 0.02380952 0.00793651 0.12698413 0.03174603
Notice that the plain text consists of 38 characters REFERENCES

while the cipher text consists of 126 characters This
means that each letter of plain text corresponds to three
letters of the cipher text and this 1s the inmersion property
we mentioned.

Notice in the statistical scheme of the cipher
text that almost all alphabets were used as well
as the symbols added to the alphabet whereas in
the plain text there are nine  non-existent
characters.

Notice that the highest ratio of letters or symbols in
the cipher text is the ratio of the symbol which has been
added to the alphabet which does not represent any letter
of the plain text and this indicates that this code added to
the alphabet has increased the strength of encryption

significantly.
CONCLUSION

This study has implemented the Diffie-Helleman to
generate the key generator in cryptosystem and we
applied immersion property to immerse the real cipher text
i other cipher text to increase the complexity for the
systerm.
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