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Abstract: The credibility of an electronic voting process depends on several factors such as authentication
mechanism, correctness measure and security of votes. Authentication phase is so important because it 1s
usually the first step to mitiate a voting process. The nability of the system to correctly 1dentify voters and
authorize their votes can result in the same irregularities that are common to the non-electronic approach. This
study presents an electronic voting system that makes use of multifactor authentication to verify voters before
voting. The authentication mechamsm relies on user’s ability to remember passwords and umque images
chosen at registration. System testing was carried out 30 days after user’s registration. The system was
evaluated by 50 user’s and it was found that the process is feasible, going by the fact that all 50 voters were
able to vote successfully. However, the ratio of users who remember images on the first attempt to those unable

to remember on the first attempt 1s 1:2.
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INTRODUCTION

Security 1s an essential factor n modem computerized
systems used in banking, health, schools and so on. Tt
only authenticated and
mdividuals can use a system and term generally,

ensures  that authorized
encompasses authentication, confidentiality and integrity
(Omotosho and Emuoyibofarhe, 2014; Omotosho et al.,
2017). Human errors and manipulations, multiple voting,
long time needed to count the vote, huge cost of election
process and security are some of the irregularities that
have characterized and flawed traditional voting systems.
Electronic voting aptly called e-Voting leverages on the
advent of Information and Commumication Technology
(ICT) to provide an electronic platform for eligible voters
to cast, protect and count their votes. The beauty of
e-Voting is seen in the fact that it can be modelled to meet
the specific peculiarity and need of respective countries.
These specific needs are categorized into three by
AboSamra et al. (2017), they are system, scheme and
voter requirements. System-related requirements specify
factors that must be put mte consideration when
developmg the e-Voting system. These mclude
auditability, cost-effectiveness, correctness, efficiency,
flexibility,  integrity, receipt-freeness,  reliability,
robustness, scalability, verifiability, voter mobility among
others. Scheme related requirements postulate features
that must guarantee the viability of the e-Voting process,
this could be measured using metrics like practicality,

justice and fairness, equity, clarity of rules, security, etc.
Voter related requirements identify the voters as the most
important component of any electoral process and
dictates factors that must be put in place to ensure that
only eligible voters cast their votes. These factors include
authentication, eligibility,
orientatiorn, registration, transparency, non-reusability or
duplicability of the vote cast, privacy, scheme simplicity
among others. Every e-Voting system is modelled to put
these requirements into consideration.

e-Voting could be achieved using several ICT tools
such as the mtemet (as in remote mternet voting, kiosk
internet voting, polling place internet voting and precinct
internet voting), web, Short Messaging Service (SMS),
smart cards, etc. Regardless of the ICT tools deployed,
election commissions in developed countries who have
adopted e-Voting have testified that it is less expensive
when compared to the traditional voting systems makes
the voting process easier and flexible thereby leading to
large voter’s turmnout, reduces time used and errors
encountered when counting votes, guarantees a wide
coverage area, yvields an accurate and faster election result
release (Mursi et al., 2015, Hapsara ef al., 2017).

As a condition of voting, all eligible voters are
expected to meet certain predefined requirements before
the actual voting exercise takes place. In Nigeria, voters
are expected to be above 17 years of age. However,
measures must be put in place to guarantee and ensure
that only eligible and registered voters cast their votes

awareness, convenience,
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once. The process of achieving this is termed voters
authentication. Putting an effective authentication
technique in place will guarantee the credibility of the
election process and i turn, save cost that may be
accrued if the election process were to be canceled. There
15 a need to ensure that only eligible voters can vote and
that the system is fool-proof in defending accidental and
mtentional misuse, all of which 13 captured in the
authentication process a huge sum of $500 was reported
to have been wasted when Kenya’s 2017 election was
cancelled by her supreme cowt due to irregularities and
illegalities (Nyabola, 2017). A little fraction of this cost
would have been successfully mvested in an alternative
e-Voting system.

Some literature on e-Voting authentication techniques:
Although, diverse electronic voting systems that use a
variety of authentication methods have been proposed
and developed, there still exists security problems
related to the authentication phase in e-Voting. The
various authentication methods used in e-Voting include
knowledge-based methods, token-based methods,
biometric-based  methods amongst others. The
biometric-based authentication 1s regarded to have the
highest security level, since, it has security traits that
cannot be altered or stolen (Abu-Shanab et al., 2013).
However, this authentication technique has several
drawbacks as a single biometric measure 1s always subject
to security breaches if not properly administered. A few
of the works on authentication and authorization are
discussed briefly as follows.

Motivated by the impracticability and somewhat
cumbersome process involved in existing authentication
protocol for e-Voting (Falkner ez al., 2014) proposed an
authentication method enhanced with a QR code and
visual cryptography. Their method was meant to simplify
the voting process for persons who have limited technical
abilities whule still retaiming the security of the voting
process. The system generates a secure randomized
password for voters and then encodes them as QR-codes.
The QR-code is encrypted using the visual secret sharing
scheme which splits the image mto sub-pixel called shares
and decrypted when they are stacked using OR-operation.
During voting, the QR code 1s generated to the user if
She/He can provide the public key K1 and share S1 that
matches the corresponding share 32 in the database, thus,
stacking the shares to decrypt the QR code. The user
scans the QR-code to reveal the secure password
that gives him/her access to voting. Nwangwu (2015),
mvestigates the role of the biometric smart card reader in
improving the credibility of the Nigerian 2015 general
elections. The use of card reader designed to read
biometric information and authenticate the fingerprints of

voters is seen to have greatly reduced the electoral
violence and caused a significant drop in the number of
election petitions by aggrieved electoral candidates.
Results of this election also show that the use of the
e-Voting system builds the confidence of Nigerian voters
as there was an overall mcrease m voter’s turnout in
comparison  with  previous election processes.
Deshpande et al. (2015) proffered a solution to the
inconvenience and discomfort of the traditional voting
system by proposing an e-Voting system that uses an
android application. The proposed system allows voters
to vote from any remote location from any device that
supports the Android OS. The system makes use of a
two-factor authentication method which includes Face
recognition and the generation and verification of a
One Time Password (OTP). The voter 1s 1dentified via the
facial recognition, then the OTP is generated and sent as
SMS before verification takes place then the voter can
cast his or her vote.

Rana et al (2015) also discussed the necessary
constraints for a secure e-Voting system and propose a
framework consisting of two modules. One of which 1s the
voter identification and authentication system where a
16-digit key 18 generated with a hash algorithm and sent
to the user. The second module takes care of the
anonymity of users. This 13 a novel approach intended to
increase the efficiency and feasibility of the electoral
system. Olanmiyi ef al (2016) developed an e-Voting
system that adopts two-levels of security. The voters are
first authenticated using the radio frequency identification
technique and the wvotes cast are protected using
enhanced least significant-bit audio stenography method.
They provide counter-measures for authentication,
confidentiality and wverifiability measures through their
proposed system. Each voter is given an RFID tag which
15 authenticated with the RFID reader. The developed
system is found to be effective and efficient after
evaluations against set security standards were made.
Olaniyi et al. (2016) developed a secure e-Voting system
which uses fmgerprint biometrics and the AES
wavelet-based crypto-watermarking approach. The AES
cryptographic system preserves the assertion of data
integrity, i.e., the use of a private key and the
watermarking technique allows the vote to be kept
confidential. The proposed system was tested, proven to
be secure and superior to other voting methods 1n its dual
layer of security. However, a multiplatform authentication
parameter to enable mtegration with other electronic
devices is suggested. Oke et al (2017) addressed the
security vulnerabilities i the current Nigerian e-Voting
system, i.e., the use of smart card readers as well as a
device to accredit the Permanent Voter’s Card (PVC). The
previous voting techniques make use of a single
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authentication system leading to impersonation during
the voting process. This study, therefore, proposes a
technicue which involves multifactor authentication using
biometric fingerprint and a cryptographically secure smart
card. The multifactor technique is recognized as one of
the most secure methods for authentication. A novel
approach using both finger print and smartcards with an
enhanced Feistel block cipher 13 developed to take care of
the shortcomings of the previous e-Voting system.

The Electromc Voting Machines (EVM’s) commonly
used for elections 1 India was discussed by Titus ef al.
(2018). It was found that these EVM’s have limitations
whereby fake votes are cast and one person casts multiple
votes or votes are cast for a candidate whether an
mdividual cast a vote or not. The study proposes a
multiple bedded verification method whereby a voter is
authenticated via. a fingerprint recognition system as well
as a stenography techmque which captures the entire
voting process, secures the image and makes it available
for verification when recounting if necessary. This is done
to eliminate discrepancies in the number of votes cast and
the number of votes counted. Their results show that the
proposed method effectively increases the security and
overcomes the drawbacks of their current electronic
voting method. The multifactor authentication scheme
adopted in this research is discussed i the next research.

MATERIALS AND METHODS

The following scientific approaches were used to
achieve the central idea of this research. They are
requirement definition and infrastructural model.

Requirement definition of the proposed service
infrastructure

Image and password multifactor authentication scheme
for e-Voting requirements: This requirement follows from
the assumption that to automate a voting authentication

system, the system should provide:

Eligibility: the system should be designed in a way
that only allows only citizens above the age of 17
years

Uniqueness: a user can vote once

Accuracy: electoral system should be able to count
votes with lesser errors and inconsistencies

Integrity: voting cammot be delegated and votes can
only be cast by the registered user by himself or
herself alone

Reliability: the system should work robustly without
any loss of voter’s data due to a good and reliable
database

Flexibility: more modules of voting operations can be
integrated into the system to increase functionality
Convenience: users should be able to recollect
images and passwords with mimimal effort

Service provision requirement: The mfrastructure should
allow the electoral body to monitor: the registration of
voters, number of verified and unverified registration,
statistics of the number of people that actually voted, the
number of mvalid votes, the number of trial attempts for
voters who forget their chose image, etc.

Infrastructural model and architect

Overall system architecture: The hardware phase
integrated into the proposed multifactor authentication
system consists of tablets, phones and computer system
(for voter’s registration and verification). The software
phase 1s divided into two sub-phases front end
(application interfaces the users would interact with) back
end (database where voter’s information is stored). In
designing the front end and back end of the system, some
development tools required are PHP, JavaScript and CSS
for buildng the graphical wuser interface and
functionalities of the system WAMP server for hosting
MySQL database which is fast, robust and easy to use.
Components of the proposed system architecture in
Fig. 1.

Devices: User devices for registration in the prototyped
system are mobile phones and laptops.

Exchange server: The registration process captures
voter’s personal information and this data is stored in this
server once a user has been verified. In order to complete
user’s authentication verification, a temporary short code
is generated by this service.

Telecommunication network provider: The network
provider is responsible for sending the code generated as
a one-time pin to the user’s mobile phone number.

Image file server: This 1s the repository for the image
users will have to choose and remember for authentication
during the election in order to be authorized to cast his or
her vote successfully. Most of the images are common
items that can easily be identified and they are
downloaded freely from Google umages. In addition to
using a username and pin for authentication users
selected images will form a part of the multifactor
authentication.

Operational phases

Registration phase: The system 15 designed to
authenticate only voters that are eligible to vote the voter
would first be required to input his or her personal
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Fig. 2: Flowchart of the registration phase

information during this phase. Once this step is completed
successfully, the system automatically generates a unique
one-time pin which would be sent to the phone of the
registered voter as short message service. The one-time
pin together with the mobile phone number is used to
access an image grid from which the future voter would be
mandated to pick an image he or she would have to
remember during the election phase. The system flow
chart of this phase is shown in Fig. 2.

Election phase: The election phase 1s the voting phase
and 1s depicted in Fig. 3. Voting process starts with the
voter’s login password and then ends with choosing the

Input personal
ot |
Is personal

information
orrect ?

Cast vote

v

Display image

Select image

Fig. 3: Flowchart of election phase
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New user
Provide
% . 1
personal
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Select image

Fig. 4: Use case diagram of the system

unique image selected during registration, if this is
successful, the vote is cast. Use case model of the
proposed system 1s shown in Fig. 4.
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Fig. 5: Registration interface
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Fig. 6: One-time pin sent interface
RESULTS AND DISCUSSION

The registration interface of the system prototype 1s
shown in Fig. 5 this is where an eligible voter can register
into the system. The system is designed to accept some
mandatory inputs from the user such as user’s email, the
user’s password user name and the user’s phone number.
In Fig. 6, a one-time pin is sent to the user’s phone
number for validation and when they click on the ok
button, it takes them to the screen where they would be
required to input this one-time pin. A phone interface
recelving one-time pin 1s shown in Fig. 7, the user would
be requested to input this one time pin and the phone
number he or she used for registration into Fig. 8 in order
to gain access to the image grid where he or she would
be required to select animage. Figure 9 and 10 show the
randomized grid of umages the registering user would have
to choose an image he or she will be able to remember
during voting. The image grid contains siumple inages and
the prospective voter can only choose one out of all these
images to proceed. Once the user registered an image, the
registration process ends and he or she i1s now granted

¥ Hadewawle1980@gmail.com

“1 000000

& Awanye David

. 08051867636

Sex @ Male O Female

..... MTN - NG 3G & 07:12 @ 56% I+
AwanyeDavi

Text Message
Friday 13:41

awanye david your otp number
is 36809 BUKS

m @ @ ( Text Message °>

Fig. 7: Phone interface

approved to vote during the election. During the election,
eligible voters can log-in into the e-Voting system by
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Fig. 9: Image grid interface

Don't Have

Fig. 10: Voters login interface

supplying email and password that was used to register name of the party and the name of the candidate. Tmage
into Fig. 10. The voting page in Fig. 11 provides voters grid in Fig. 12 pops up immediately after the voter has
with the option of selecting just a candidate to be voted  selected a candidate that he or she would like to vote.
for. In this prototype, it consists of the party logo, the  Next, the voter would be mandated to select the same

3737



J. Eng. Applied Sci., 14 (11): 3732-3740, 2019

e e

Hadewawle1980@gmail com

#

1

2

3

Candidates Name

MR JOHN ADEWOLE

DR Abraham Ayodeji

Dr Awanye David

Dr Nanle Paul

UPD. Or Nanle Paul

=VAEDEE:
3

ANPP Mr Chijoke Zuri

cpc Mr Ochigbo Simon

- 9 71| [Q seorn o =

@ locathost/david/ableshp

O O O Ol O O O|s

Fig. 11: Voting interface

0 Untted Document

(c)>ce

= O )| Q search no =

Fig. 12: Image grid mterface

image that was chosen during the registration phase
before his or her vote can be submitted. This helps to
ensure that the vote is cast by the right person. The voter
only has three trials and if the voter 13 unable to remember
the image he or she chose during the election the vote will
be void. Figure 12 loads another random set of images per
voter from an image database. The randomized grid
ensured that users do not have the same 1mage grid at all
times Fig. 13. The selected unmage at registration 1s always
among the displayed images. If the correct image is
selected, the vote is cast successfully.

Since, the multifactor authentication proposed in this
research relies on user’s memorability of selected images,
system performance evaluation carried out captures each
voter’s number of attempts at selecting the right image
before completing a vote. This test was carried out 30
days after user’s first registration. From the analysis on

m]l =2 =3

Fig. 13: Distribution of the number of attempts of image
re-1dentification
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Fig. 14: Number of attempts per vote

image re-identification in Fig. 13, out of the 50 registered

users 30% of the users were able to vote with just one
attempt, 4% of the users voted with two attempts and 66%
were able to vote successfully after with attempts.
Figure 14 shows the number of attempts for each
successful vote.

CONCLUSION

This research designed and implemented a system
prototype for a multifactor authentication electronic
voting that relies on two inputs known to the voters a
password and an image. Voters have to choose an image
from a grid which they must remember together with
login password before they can vote successfully.
The system was evaluated to test memorability and
feasibility. After giving voters a total of three tmals to
remember their selected mmages, it was found out that the
ability of users to remember their image on the first
attempt and not to remember their chosen image on the
first attempt is in the ratio 1:2. However, all the fifty
register voters were able to vote successfully and this
shows the proposed approach 1s feasible and can be
mnproved. Future research will be conducted to
understand voters preferred types of images and
evaluation will include older audiences.
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