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Abstract: Cloud data outsourcing is all about services over the internet when we access the services, security
is a major concern. The main aspect in the use of any cloud services is data security, confidentiality and
mtegrity. Cloud computing provides a virtual environment to the user to access computing power or resources
(e.g., Storage, application, server, services and network) that exceed what we have within our physical world.
Once the user uses the virtual cloud environment after that cloud user must transfer any data through the cloud.
As far as security is a concern, data encryption is one way to protect owr data before outsourcing. With the
combination of a convenient asymmetric and symmetric encryption scheme, strategy is developed. Using
hybrid key generation scheme data transfer can be done and secure encryption is achieved. For the decryption
algorithm the user’s public key 1s required and applied in digital signature algorithm. As soon as recovery of
symmetric key is complete, it is ready to use for decrypting the message. Various benefits can be provided by
using combination of encryption methods. Connection can be establish between among two users with the
umnproved encryption techmque and that will be more secured. Communication can be done between users with
this hybrid key Algorithm. The encryption process can be slow down using symmetric encryption but
simultaneously using asymmetric encryption, both forms of encryption can be enhanced. Thus in the data
encryption or decryption, key management is also the challenging issue.
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INTRODUCTION

Cloud computing (Nagamalli et al, 2014,
Blundo et al., 2009, Thiyagarajan and Ganesan, 2015;
Chehal and Singh, 2012; Kalpana and Singaraju, 2012)
always has the challenge of security as security 1s difficult
to implement in the cloud. This study 1s all about security
challenges which are faced when the storage is done in
the cloud. Basically, the vendors provide cloud storage to
its customers without following any security methods.
Data safety 1s not that much ensures by any cloud
provider and the integrity of data is not sure. In this, a
hybrid encryption technique is used for the data security.
A type of encryption (Zhou ef al., 2011, Grace and
Sumalatha, 2014; Wang et af., 2010) that merges two or
more form of encryption is known as hybrid encryption.
This hybrid encryption will have advantages from both
asymmetric as well as symmetric encryption (Zhou ef al.,
2011; Grace and Sumalatha, 2014; Wang et al., 2010).
Through this technique we can increase the strength of
encryption algorithm and also decryption algorithm. The

two characteristics which act as major strengths are speed
and security. The hybrid encryption i1s strongly secure
encryption as it has major security features, 1e.,
combination of public and private keys. With the
combination of a convenient asymmetric encryption
scheme 1s developed. Using various umque keys data
transfer can be done and hybmd encryption
(Hatzopoulos et al., 2013; Hu et al., 2011; Takouna et al.,
2014; Zhou et al., 2011; Yu et al., 2010} is achieved. Also
for random symmetric key encryption (Saim and Sharma,
2014; Moorthy and Sivasubramamam, 2012; Kaur and

Kaur, 2015, Prasad et al, 2011; Liuerqal,h 2012
Shah et al., 2015; Sharma and Banga, 2013) public key
encryption can be used. If decryption of symmetric key
has to be done then the recipient can use the public key
encryption technique. The message encryption done by
applying the recovery of the symmetric key.

The combimng and mixing of various encryption
techniques has its own benefits and advantages. One
basic benefit of combination is there can be connection
between two or more users and the equipment. With the
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Fig. 1: Integration of data security
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help of this hybrid encryption method communication or
link can be made between the users. If we use asymmetric
encryption technique the encryption process can be slow
down but on the other hand if we use symmetric
encryption then encryption of both forms can be
enhanced  simultaneously. The  owverall system
performance can be improved with the result of added
security i the transmittal process. The hybrid
cryptosystem (Hatzopoulos et al., 2013; Hu et al., 2011,
Takouna et al., 2014; Zhou et al., 2011; Yuet al., 2010) is
a public key system whereas same as the key encryption
scheme its public as well as private keys, 1.e., both keys
are the same. A digital signature can also be used as
function with message digesting features having a
symmetric key system in place of a key system which uses
a public key in the making of a hybnd cryptographic
system. The message can be long or short like if our
message is very long then we require some more efficient
symmetric key for the encryption as well as decryption
whereas if our message is short then the use of some type
of public key can be used. For example, for encrypting any
message that is addressed to some user-1 in some hybrid
method user-2 can have the following (Ezzarii et al., 2015)

(Fig. 1).

Literature review: Various encryption algorithms hide a
sequence of bits into random number generator function
from other plain text message. Tt is an encryption
algorithm which can be used for secure data over
communication. As the name suggests its basic functions,
which meclude insertion and lnding of plam text and the
term hybrid is used as it has features of data hiding
techniques. Ramaraj et «l proposed a encryption
technique using hybrid method for security of online
transaction. The combination of symmetric as well as
asymmetric cryptographic methods 15 known as the
hybrid encryption techmique. This hybnd method
provides all the main three cryptographic security

properties these are, integrity, confidentiality and
authentication. With the combination of symmetric cipher
and public key which is RSA with some hash function a
new design protocol 1s proposed. Encryption can be
converted i some form that will make it difficult to read
and make it more secure. In this method some substitution
is done with each letter of plaintext replaced by fixed
count of alphabets. As Julius Caesar used this method for
communication with his generals, so, it was named after
him. The final result can be a data which now decrypted
again from its encryption form. So, we can say that Caesar
cipher algorithm can be used to secure data using hybrid
encryption techniques. Kuppuswamy and Chandrasekar’s
describes one new algorithm which deals with linear block
cipher. This concept is completely based on modular
37 which means alphabets and munerals both can be
used. Whereas previous algorithms based on only
modular 26 (only alphabets).

Kuppuswamy and Al-Khalidi proposed that
providing security in the network with the help of better
encryption techniques by implementing them in simple
and powerful method should be the research main goal.
This study proposed a technique using modular 37 which
selects any number randomly and after that its inverse 1s
calculated by using some modular 37 technique and we
should done that distribution of the symmetric key in a
very secured way. We have to also calculate the
effectiveness of the new algorithm by comparing it with
other symmetric algorithm which already exists.

Sood (2012) proposed that in information technology
which has some major features like performance,
accessibility, low cost etc used in cloud. Using this
method we can increase the new capabilites by not
investing much in stuffs like infrastructure, having new
personnel and buying or licensing some new software
from the market. This helps in providing huge amount of
data storage and fast processing for its customers over
the network. As 1t can send large data or database and its
applications to the centers known as cloud. Large
companies want to deploy cloud in their business as it
provides huge variety of luxuries. Security of data can be
the major challenge mn the area of cloud that works as a
challenge while implementing cloud. In this study we have
proposed a frame work which comprises of different
technmiques with different methods or procedures and all
these help in securing our database at all the stages,
starting from 1ts master to cloud’s end user.

MATERIALS AND METHODS

Proposed system: Algorithm of hybrid key generation
process at sender side.

Phase 1; Private key (k1) generation RSA:
Step 1: select two prime number a, b
Step 2: calculate x =a*b
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Assume key size to 256 bit,
assume into N = 0, Arr[256]

1 N++
<

Convert 256 bit key
into 32 bit of 8 block as
ko, k1,k2, ..., k31

[ Calculate x = A*B J
v

Calcuate

() = {A-13*(B-1)

Now convert each four block into one word as k0, k1, k2,
k3 = w0| k4, k5, k6, k7 = w1 ||..., || k28, k29, k30, k31 = w7

v

Using primitive root
calculate (e) as public key

| Now

w14 = w15 repeat this step until we get w112-w119

WIS gdW0 = w8 || WIBW8 =wI |, ..., || W7®

v

Using GCD function and
(e) calculate (d) as private

key

v

After all these aperation we get 256
bit key after one round store 256 bit
key in Arr

Y

True

isN<=33

False

Finally we have 1024 bit as

Seder's private key

combination of all 256 bit of
L four rounds

[Message (M)]—V[Hash function]—b[ (H) ]—b[Encryption (E)]—b[Signature (S)]

Fig. 2: Sender side encryption algorithm using hybrid key

Step 3: Calculate o () = (a-1)*(b-1)

Step 4: select public key e: ged (e, & (x)) = 1 Step 5: determine 1024 bits
private key ¥: ye = 1 (mod o(x)) where y<a(x)

Step 6: Select randorn 256 bits key k1

Step 7: calculate KeyExpansion() Function

Step 8: repeat step 6 with keys k2, k3, k4

Step 9: determine 1024 bits z : k1+k2+k3+k4

Step 10: calculate final 1024 bits key k: yxz

Step 1: apply final key k as private key in digital signature algorithm for
encryption

Phase 2; Private key (K2) generation using Modified
AES (MAES) algorithm:

Code of Keyexpansion finction
KeyExpansion(byte key (Xiao and Xiao, 2013), word)
{
word x;
for (a=0; a<8; at++)
{
wla] (key[8%a], key[8%a+1], key[8%a+2], key[8*at+3], key[8%at+d],
key[8*at5], key[8*at6], key[8*at7])
for (a=8; a<112; at++)
{
x =wla-1]
iftA mod 8=0)
x = JubWord (RW (x)¥Rcon[a/8]
wla] =wl[a-8)/x

}

g function process

generation

Step 1.RW performs one-byte circular left shifts on a word .ex input word
[AO, Al, A2, A3, A4, A5, A6, A7] is transformed into [Al, A2, A3, A4,
AS, A6, AT, AO].

Step 2. Using S-box, Sub Word byte substitution on each byte of its input
word is performed.

Step 3. After that step 1 and step 2 results is XORed with a round constant,
Reon [j]

Phase 3; Digital signature algo using HKG (hybrid key
generation) as H, (K1, k2):
Step 1. E(PRyppa, HV))_ 8
Where H(M) is Hash function of Message

K1 is Private Key Generation using RS A

K2 is Private Key Generation using MAES

S is digital Signature
H; (K1, K2) is Hybrid Key Generation
Algorithm of hybrid key generation process at receiver side.
Step 1. D(PU,, 8) _HL.(M)

Where S is digital Signature

Step 2. Determine H(M) by applying Hash Function on message

Step 3. Compare H,(M) and H(M) (Fig. 2)

CONCLUSION
This study propose a better data security scheme
with the help of a hybrid encryption algorithm with the
combination of using RSA and AES algorithms in the
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cloud. The main and foremost advantage of this algorithm
is that it provides key generation on the basis of time of
system so making it more secure as no intruder can guess.
User only knows the private and secret key, so, security
increased itself with convenience and even cloud
administrator cannot access. The reason behind using the
combination of both the RSA and AES encryption that it
1s providing us some encryption with public key and then
decryption by using private and secret key. The data then
uploaded on cloud wsing encryption and then can be
decrypted with the help of a private key and the secret
key of the user.
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