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Abstract: This study presents a new method of encrypting color digital images using magic square. The

proposed method generates an encryption key by using magic square and encrypts unages using the generated
key. The encryption method changes the RGB (Red, Green and Blue) values of each pixel of the plain-text image
using the generated key. The process starts by splitting the plain-text image mto three arrays that hold RGB
values. After encrypting each segment of 256 pixels of the RGB arrays, the encrypting key 1s permmuted by using
magic square. At the end, the encrypted image 1s generated by merging all three encrypted RGB arrays together.
For the decryption of the cipher-image, the same process of encryption used but with the encrypted images as

the input.
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INTRODUCTION

The digital umages represent a popular type of
multimedia and have been widely used m different areas.
With the huge number of unages that are transferring
publicly in deferent sectors such as military, medical and
political, there are always needs for effective methods to
secure the data that images hold (Sowmiya et al., 2017).
Since, digital images sizes are normally very large it 1s
mefficient and expensive to encrypt them using traditional
ciphers such as Data Encryption Standard (DES),
Advanced Encryption Standard (AES) and the algorithm
developed by Rivest, Shamir and Adleman (RSA), that are
usually used for text encryption (Ye and Zhao, 2012).
Image encryption can be mainly divided to two main ways
which are image encryption by randomizing the pixel
position and image encryption by changing the pixels
values (Gupta et al., 2014). The proposed encryption
algorithm changes the value of RGB values in each pixel
of the image to generate the cipher-text image.

Magic square: Magic square 1s an array of two-dimension
that can be given as nxn. The magic square has properties
that make it interesting to study and use. For any given
nxn magic squares, the summation of a row, columns or
diagonal gives the same result which is called magic sum
(Beck and Robins, 2015). The process of generating a
magic square 18 quite sensitive where swapping the
values between two cells will affects and change the
configuration of others cells in the square (Pickover,
2002). Thus, using large deamination of magic squares in
encryption will increase the complexity of the possibilities.

Literature review: In recent years, researchers started
exploring using magic square in encryption for the
properties that magic squares have. Sowmiya and his
colleagues (Sowmiya et al., 2017) used magic squares to
encrypt images by permuting the RGB values. Morover,
Zhong et al. (2016) tried in their research to enhance the
effect of encrypting images by pixel position permutating
using magic squares. Our proposed method uses magic to
encrypt images by changing the RGB values of each pixel.

MATERIALS AND METHODS

The main challenge of the research is to overcome the
weak encryption key problem. The proposed method
generates an encryption key by using the magic square.
Then, encrypt each pixel by changing the RGB values by
XOR operation between the generated key and the RGB
values of each pixel. The proposed encryption method
uses the same generated key for the encryption and
decryption process.

Generating the key: In the encryption phase, generating
the key starts with generating a magic square after
determining three variables which are the size of magic
square, start and difference. The size of the magic squares
represents the dimensions of the square while the start
variable represents the first value will be placed in the
magic square where adding to it the third variable the
difference value will generate the second value will be
placed in the magic square. There are three type of magic
square that can be generated differently from each
other.
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Odd order magic square: Where the order n is of the form
2m+1 where m can be any positive integer. The example of
this type includes the De la Loubere’s method. The magic
square dimensions will be 3x3, 5%5 and 7x7 and seo on
Rahma et al. (2016). The odd order magic square 1s
constructed when 1t 1s needed m the proposed encryption
algorithm to generate the encryption key using Siamese
method which is also called de la Louberes
(Prasartkaew and Choomchuay, 2012).

Doubly even order magic square: Where the order n 1s of
the form 4 m where m can be any positive mteger. The
example of this type includes the Albrecht Durer’s
method. The magic squares dimensions will be 4x4, 8x8
and 12x12 and so on (Rahma et al., 2016). Agrippa:
diagonal method (Prasartkaew and Choomchuay, 2012)
was used to build the doubly even order magic square.

Singly even order magic square: Where the order n is of
the form 2 (2m+1) were m scan be any positive integer.
The example of this type includes the Philippe de la Hire’s
method. The magic squares dimensions will be 6x6, 10<10
and 14x14 and so on Rahma et al. (2016). Strachney
method (Duan ef al., 2015) was used to build singly even
order magic square to generate the encryption key to be
used in the proposed encryption method. After
generating the mage square, a key K of length 256 digit
15 created with sequential values from 0-255 the
default key before permutation.

0 1 2 3 253 [ 254 | 255

The next step is to use the generated magic square to
permutate the key K. The generated magic square
15 converted mto one-dimension array called the

Magic square

permutation array p-array. The process of permutation the
key is completed by looping on p-array and permutation
the key K as stated in the function shown in Algorithm 1:

Algorithm 1; The permutation function:
public int[] create-permutation-array (int[] s, double[] p-array)

inti=1,j=1
for (int x = 0; x < 256; x++)
{

for (int £ = ¢, f<p-array Length; f++)

i = (@int)(i + p-array [f]) % 256)
j = (int){(s[f %6 256]+p-array [i % p-array.Length]) % 256)
int temp = K[i]
K[i] =K[j]
K[j] =temp
}o)

retum K

}

Encryption method: The first step to encrypta color image
in the proposed encryption method is splitting the RGB
values into three individual two-dimension arrays. The
dimensions of each of the RGB arrays are as same as the
plain-text image dimensions. The encryption key K is used
to encrypt a segment of the image (256 pixels) by
implementing XOR operation between the RGB arrays and
the key K. After encrypting every segment of the image,
the key K 13 permuted using the generated permutation
array p-array to increase randomization.

The encryption process that is shown in Fig. 1 is
applied on the three RGB arrays that hold the plain-tex
image data. At the end of encrypting all the three RGB
arrays, the results are merged together to form the
cipher-text image. The decryption process to retrieve the
onginal image 1s applied in the same way of encryption by
using the same encryption key with XOR operation on the
cipher-text image.
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Fig. 1: Encryption process
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Fig. 2: The plan-text image and the histogram of RGB components
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Fig. 4: The image retrieved by decryption
RESULTS AND DISCUSSION

Experiment analysis: Several digital color images were
encrypted and decrypted using the proposed encryption
method. One of the used color image is Lena image of size
512%512 which is shown in Fig. 2 with the histogram of
RGB components. The cipher-text image after applying the
proposed encryption method with the listogram of RGB
1s show in Fig. 3.

It 1s clear from the luistogram of RGB component in
Fig. 2 and 3 how the pixels values have been changed and
distributed on a wide range of the image. Tt is also
observed the that the color distribution mn the original
image 1s significantly different from the distribution of the
final encrypted image. The decryption has been
implemented on the encrypted image in Fig. 4 with the
same generated series of keys K and the result of the
retrieved mmage can be shown in Fig. 4.

The strength of the proposed method lies in
generating of ciphering key which keep secret and
mfluenced by avalanche effect factor where changing one
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Fig. 3: The cipher-text image and the histogram of RGB components
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element i the key generating process can affect
significantly on the final result of encryption and
decryption process.

CONCLUSION

Many algorithms for encrypting images have been
used for decades and researchers have started in recent
years exploring methods to use magic squares 1n image
encryption. The aim of thus study is generate a strong
encryption key and use it to encrypt digital color images
using a proposed symmetric cipher.

The results of encrypting and decrypting images
using the proposed encrypting method shows that
cipher-text image has significant distribution of RGB
components compared with the plain-text umage
regardless the encrypting process when the size of
plain-text is very large.
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