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Abstract: In information and telecommurucation technology has mnfiltrated deep into the human lives and 1s
mfluencing human lifestyle in diverse aspects. The fast growth in information and telecommunication
technology has embarked progress in computing devices and computing techniques. At present cloud
computing 1s one of the most hyped improvements. It has several constructive unpacts like reduced cost,
augmented throughput, ease of use but 1t also had certain security problems that must be dealt with cautiously.
There are several techniques that can be used to overcome this major setback. Cloud computing is offering a
platform for sharing resources, services and information between the people and organizations across the world.
The current developments i cloud computing technology illustrate an increase in security, privacy and trust
related 1ssues m many ways which haven’t been visage by the ones who have been desigming cloud
environments. Still, most of the organizations are not moving to cloud computing due to lack of trust in the
cloud environment. To overcome such issues authentication and data protection have to be enhanced. In this
study novel, iris based authentication has been combined to cryptography for reduction of above-said 1ssues.
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INTRODUCTION

The notion of cloud computing took recognition in
1990°s though its concepts last back to 1960°s. Cloud
computing refers to the provision of scalable and IT
related services to the users through internet. Tris based
authentication is a technique of computing in which
vigorously scalable and IT related resources are supplied
as a service through internet. This model allows general,
supportive and easy to use the system. The resources in
cloud computing are rapidly allocated and are released
with a minor organization’s effort. Resources may
include software, storage, systems, servers, platform and
infrastructure. Cloud computing provides three different
kinds of service models (Hogan et al., 2011).

Software as a Service (SaaS): SaaS has the capacity to
provide user any software running on a c¢loud
substructure. The software is deployed over the internet.
In these type customers licenses, the applications and the
cloud service providers offer the required facility to the
end users when they need. Examples may include web
browsers and Google docs.

Platform as a Service (PaaS): Platform can also be
provided as a service. In this, any kind of platform

(i.e., tools, library, services) is provided as a service of
which user has no control but they can use it. The user
can simply generate applications by using PaaS offered
by CSP. Commonly virtual machines are used in this case.
Most preferably diverse types of tools and applications
are deployed to facilitate the users.

Infrastructure as a Service (IaaS): Infrastructure assists
the user by providing computing resources where the
user can run the software without having control on
underlying infrastructure but has control over the
operating system being used. TaaS may comprise IT
resources such as servers, networking, and storage. Users
get admission to the infrastructure with the help of virtual
machines. Tt provides a flexible architecture which offers
the high rate of availability. Four deployment models are
used in cloud computing.

Public cloud: Tt facilitates general public and is owned by
a specific organization.

Community cloud: Number of private organizations with
similar need constructs and maintains community cloud.

Private cloud: Tt facilitates a private organization. They
can be secured privately.
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Hybrid cloud: This structure consists of two or more than

two cloud models. Cloud computing services are being
provided by different organizations known as Cloud
Service Providers (CSPs) (Krutz and Vines, 2010). CSPs
offer the services to users on pay only for use approach.
Cloud computing deal with various types of security
concerns that include virtualization technology security,
vast distributed processing technology, availability,
massive traffic, application security, access control and
authentication. Cloud computing platform has not
provided swutable physical protection procedures and all
protecion mechanisms depend extremely on the
mechanism of authenticating the user. User authentication
calls for a particularly assured security (Sudhan and
Kumar, 2014, 2015).

Security issues are solved in cloud computing by
different techmques. One of the most accepted
authentication mechanism 1s password authentication.
Most clients pick something easy to memorize for
example, phone numbers and names as their passwords.
These passwords are very easy to remember but
vulnerable. Thus, the adversary can easily accumulate a
chart of sigmficant names or numbers to mtervene the
security. This procedure 1s known as the dictionary attack
(Sudhan and Kumar, 2016; Vielhauer, 2005; Zissis and
Lekkas, 2012).

“Biometrics” 1s a Greek word, “Bio” means life
and “metric” means to measure. Biometric authentication
states the evidence of the identity of humans by their
characteristics or traits. Biometric traits are unammously
unique. Biometric frameworks permit identifiable proof of
people taking into account behavioral or physiological
attributes. To achieve more dependable confirmation or TD
we have to utilize something that truly describes the
mdividual (Jain et al., 2006).

Biometrics is largely centered on the face,
fingerprint and iris verification and identification systems.
In detection procedure, the system checks whether face,
iris, fingerprint be present for reading procedure and do
not match with the existing data. After enrollment when
the user needs to use the service of cloud, detection 1s
pursued by the verification process. During this process
data detected by the system is matched with the
previously existing data. If any match occurs then the
user is authorized to use the service otherwise not.
Biometrics deal with character checking or distinguishing
proof on the standard of quantifiable physiological or
behavioral qualities. A biometric system consists of four
levels including sensor level, feature extraction, matching
module and the decision module (Raghava, 2011)

(Fig. 1).

Existing work: Ir1s 15 a round part surrounding the pupil
within the human eye. Tt consists of diverse complex
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Fig. 1: Biometric authentication processes

recognition 1s a method used to appreciate individuals
based on unique preparations in iris. Patterns present in
iris are identifiable and are distinctive to every human. Tt
is used as an important and highly reliable biometric
recognition technique (Bowyer et al., 2008).

In this method identification and verification
processes are carried out. In identification procedure
image of the eye 1s taken by means of a digital camera of
high resolution. The image can be treated by using
infrared or visible waves. It is stored in the database of
the CSP. In verification procedure, the computer checks
whether the image was taken match with the already
stored image of the iis or not. The computer program
used for the matching function is called a matching
engine. The correctness of iris recognition is more as
compared to finger print recognition. Twins also have
different iris structures. This practice provides a
secondary verification (Chong et al., 2006, Ratha et al.,
2001). In this verification, the iris 1s subjected to light as
reactions of the iris changes i light and these responses
are also different. The iris should not be far than a few
meters from the camera and it must be ensured that the iris
must be motionless for getting the precise results.
Different measures are used to ensure that the image 1s
real mnstead of a photograph. The image can be vague if
the contact lens is being used. Make sure that reflections
should not be formed by the light source. If it occurs
image can be unclear. Particular sorts of contact lenses
can darken the iris design (Daugman, 2004; He et al.,
2009).

MATERIALS AND METHODS

Tris biometrics and cryptography has been combined
in a novel way to provide proper authentication and the
data protection will be released only when the encrypted
biometric authentication 18 successfully completed.
During enrollment user’s iris image has been scanned and
it has been converted into digital template format using
x and y coordinate values and some special features.

2019



J. Eng. Applied Sci., 13 (8): 2018-2022, 2018

Requesting for public key%

3‘4— Providing public key ————————————

Cloud consumer

\ Public key encrypted iris template

Fig. 2: Enrollment

Requesting for public key —ﬁ

34— Providing public key ————————

Cloud consumer

\ Public key encrypted iris template

Fig. 3: Authentication

Then the iris digital template 1s encrypted using
ElGamal public key cryptosystem using the key fetched
from the cloud provider. The encrypted template is
forwarded to the provider where digital template is
decrypted and once again encrypted by Blowfish
encryption algorithm and stored in the cloud provider’s
database (Fig. 2).

During authentication, the same set of work has been
carried out up to the digital s template conversion,

Decrypt iris
template

Encrypt with,
Blowfish

Store in
database

Decrypt iris
template
v 1
N Yes/No
I Database |

Elgamal encryption and forwarding the encrypted
template to cloud provider end. In cloud provider end the
iris template is decrypted and customers enrollment iris
template has been fetched from the database and
decrypted by using blowfish algorithm and matching will
be done with the plain iris templates. The comparison is
with plain templates reduces the dilemma between
security and privacy and security of stored template
(Fig. 3).
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Algorithms used; Elgamal public key crypto system:
ElGamal encryption works with Diffie-Hellman key exchange (8 chnorr and
Jakobsson, 2000), Alice and Bob have a (publicly known) prime number p
and a generator g:

. Alice selects a random number a and computes A = g°

. Bob selects a random number b and generates B=g"

. Alice’s public key is A and private key is a. 8imilarly, Bob’s public
key is B and private key is b

. If Bob needs to send a message m to Alice, then he picks a number

k which is smaller than p. then computes:

c;=g'mod p

c; = AMmmeod p

And sends ¢; and c; to Alice

Alice can use this to recreate the message m by computing

c* oy mod p=m

Because

cl-a*c2 mod p

=(gk)-a*Ak*m

= g-a*k*Ak*m

(ga)-k*Ak*m

A-k * Ak*m

=1*m=m

Blowfish algorithm: Blowfish algorithm follows, Feistel
network, iterating an encryption function 16 times. The
block size is 64 bits and the key can be any length up to
448 bits. Each round consists of a key dependent
permutation and a key and data dependent substitution.
All operations are XORs and additions on 32 bit words.
The only additional processes are four indexed array data
lookups per round (Schneier, 1994).

Sub keys: Blowfish employs a huge number of subleys.
These keys must be preprocessed before any data
encryption or decryption. The P-array consists of 18,
32 bit subkeys calledas P1, P2, ..., P18. There are also four
32 bit S-boxes with 256 entries each: 31,0, 81, 1, ..., S1,
255,82,0, 82,1, .., 82,255, 83,0, 83,1, .., 53,255, 84, 0,
34,1, ..., 54, 255,

Encryption and decryption: Blowfish has 16 rounds. The
mput 18 a 64 bit data element, x. Divide x into two 32 bit
halves: xL, xR. Then fori1=1-16: X1=xL XOR PixR = F(xL)
XOR xR And Swap xL and xR After the sixteenth round,
swap xI. and xR again to undo the last swap. Then,
xR =xRXORPI17 andx[. =xI. XOR P18. Finally, recombine
xL. and xR to get the cipher text. Function F looks
like this: divide xL mto four eight-bit quarters: a-d.
Then, F(xL) = ((S1, a+52, b mod 232) XOR 53, ¢34, d
mod 232, Decryption 1s precisely the same as
encryption, except that P1, P2, ..., P18 are used in the
reverse order.

Sub key generation; Blowfish algorithm:

The sub keys are estimated using the Blowfish algorithm:

1: TInitialize the P-array and then the four S-boxes, in order with a fixed
string, This string consists of the hexadecimal digits of pi (less the
initial 3): P1 = 0x243f6a88, P2 = 0x85a308d3, P3 = 0x13198a2e,
P4=0x03707344, etc

2: XOR Pl with the first 32 bits of the key, XOR P2 with the second
32 bits of the key and so on for all bits of the key (possibly up to P14)

Repeatedly cycle through the key bits until the entire P-array has been
KORed with key bits (For every short key, there is at least one
equivalent longer key for exarmple it A is a 64-bit key, then AA, AAA,
etc. are equivalent keys)

3: Encrypt the all-zero string with the Blowfish algorithm using the
subkeys described in steps 1 and 2

4: Replace P1 and P2 with the output of step 3

5 Encrypt the output of step 3 using the Blowfish algorithm with the
customized sub keys

6:  Replace P3 and P4 with the output of step 5

7. Continue the process, replacing all entries of the P array and then all
four 8-boxes in order with the output of the continuousty changing
Blowfish algorithm

In total, 521 iterations are required to generate all
required sub keys. Applications can supply the sub keys
rather than execute this derivation process multiple
times.

RESULTS AND DISCUSSION

The above-said implementation has been tested
against many types of attacks and it has been tested for
two different metrics such as FAR (False Acceptance
Rate) and FRR (False Rejection Rate) of 75 different user’s
Tris patterns. And the results are tremendous with
approximately zero false acceptance rate. Some higher
level of false rejection rate, since, T used 85% threshold
value. If the threshold is reduced then FRR can be
reduced but FAR can be increased We are in the need of
higher security FAR should be reduced at most.
Threshold and FRR are directly proportional, threshold
and FAR are inversely proportional to each other
(Table 1) (Fig. 4).

Table 1: FPR and FAR metrics

Tterations Users FAR FRR
1 25 0 2
2 35 0 2
3 50 1 3
4 65 1 4
3 5 1 6
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Fig. 4: Bar representation of various metrics
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CONCLUSION

Cloud-based biometric authentication services have
a massive potential market value and mvite research and
development. In this study, some directions on how to
move existing biometric technology to a cloud platform
were presented and issues that need to be considered
when desigmng cloud-based biometric services have
been discussed. An inclusive system for web applications
and data management over the cloud, powered by strong
ris-based biometric authentication is presented. The
system guarantees the identity of the users and makes
easy and secure the access to data and services by
providing strong authentication. Moreover, the adoption
of biometrics with cryptography which ensures template
protection 1s proposed.
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