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Abstract: Tn this study, we employ the Ring Oscillator (RO) based security for the smart grid. Smart grid is the
mtegration of advanced computing and communication technology with the existing power systems. Smart grid
can transfer nformation and data m a bidirectional way. The mformation exchange provides better management.
As the smart grid is much dependent on network it became vulnerable to potential threats. Advanced Metering
Infrastructure (AMI) 1s the part of the smart grid that establishes connections either way. In the present
technologies of smart grid, the AMI authentication 1s done by using the non-volatile memory to store the
security keys and using a digital signature or encryption schemes. These methods are costly in terms of area
and consume more power. Moreover, memory based authentications are vulnerable to spoofing attacks. Tn this
research, a secure technique independent of non-volatile memory is proposed. This research uses Ring
Oscillator Physically Unclonable Functions (ROPUF) on Field Programmable Gate Arrays (FPGA). Instead of
storing keys; the circwit derives keys using physical characteristics of FPGA or IC. In this study different levels
of security is implemented using ROPUF on FPGA. The keys are modelled from minor feature differences that
are occurred at the manufacturing time. So, these keys cannot be modelled, since, irregularities occurred during
fabrication process are highly random. In current research, authentication key of programmable sizes is
umnplemented.
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INTRODUCTION

Smart grid is the integration of advanced computing
and commumnication technology with the existing power
systems (Wang and Lu, 2013). The smart grid can
transfer information and data 1n a bidirectional way. The
advantage of the smart grid 1s improved demand response
feature. The main objective of the smart grid 1s better
utilization of available resources. Smart grid integrates the
generation, transmission and distribution networks of the
electrical grid with communication network. Using the
communication network, the operations performed can be
controlled. Smart grid has the demand response feature
(NTST, 2010) that is enabling active participation of
consumer for improved utilization of resources. Real-time
mformation exchange with the consumers 1s the key for
the demand response feature management system.
Seamless, secured communication needs to be provided
between service provider (utility company) and the
consummer. The pricing information will be available for the
consumers at the same time sensing the consumption of
consumers and measuring it is important. Smart meters are
used at the user end to measure the consumption of user.

Depending on the pricing mformation and the
consumer usage, consumer may like to take certain
actions he wuses the
commurmicate with the utility company. So, smart grid 1s
depending on the commumnication system which might
cause security issues. Security 18 a concern about
information exchange m the smart gnd. Advanced
Metering Infrastructure (AMI) (Khurana et af., 2010) 1s
the part of the smart grid which establishes a connection
between the smart meter at user side and utility company.
Security comes in place as the data available in the smart
meter should be available to the utility company. And the
data should not be modified without authorized access.
So that, secure communication is needed to prevent
unauthorized access and modification of data. The
security schemes that are using digital signature are prone
to spoofing attacks. Certain countermeasures can be used
to prevent the attacks against spoofing attacks but the
circuits used for that are costly.

So, for the security between the consumer and the
utility company a security scheme 1s propose which
uses the implementation of ROPUF on FPGA. ROPUF is
ring oscillator based PUF. PUF (Physically Unclonable

commumnication network to
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Fig. 2: Advanced metering infrastructure

Function) (Herder ef al., 2014) 1s a concept of hardware
security. In PUF the minor feature differences that are
occurred during the manufacturing time of a chip are
exploited. At the tie of manufacturing, although, the mask
and process are same there will be certain factors that are
uncontrollable leads to minor feature differences. These
random variations are unique because these are caused
by random changes occurred at the time of manufacturing,.
So, these keys generated by the ROPUF are unique form
chip to chip and modelling these codes i3 impossible
since these are caused by random changes.

The main blocks of the AMI are service provider,
data collectors and smart meter. The data collectors are
used to collect the data over smart meters and service
providers takes data from data collectors.

When a customer needs service, the service provider
performs required operations to meet the requirement of
the consumer. Figure 1 shows the smart grid m that AMI
is the network between the consumer and the service
provider/customer care. The block diagram for the AMT is
shown m Fig. 2. In literature survey, several security
schemes are proposed they can be classified into two
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types. One 1s with existing resources and the other 1s
employing hardware security. Security schemes that are
using available resources are a scheme that employs
message authentication (Suh and Devadas, 2007) where
this method causes overhead issues.

In another research a remote password scheme 1s
used is used. All the methods that are using password
scheme as well as the message authentication schemes
will depend on non-volatile memory. But non-volatile
memory can be easily attacked.

Secondly, in the scheme that using the hardware
security, schemes are used those are mainly using the
volatile keys generated by PUF. Some schemes employed
the SRAM-PUF scheme (Huth et af., 2015). In SRAM-PUF
scheme; the key will be generated by the data acquired by
the SRAM when it is turned on. In another research
authentication scheme proposed using ROPUF where
there are fixed number of levels of security. There are five
levels of security in that earlier proposed scheme. The
current work is based on hardware security concept.
Where ROPUF (Mustapa ef al., 2013) implemented on
FPGA 1s used to generate security keys. The number of
levels of security is not fixed. The proposed scheme can
be implemented on FPGA and also can be made as an IC.

MATERIALS AND METHODS

Proposed scheme: The proposed scheme deals with the
security between the smart meter and the service provider.
In the customer side, a smart meter will be there and a data
collector collects data from different smart meters and
sends ittothe service provider. The parts of the smart
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meter are it consists an ROPUF for the generation
(Mustapa and Niamat, 2014; Seferian et al., 2014) of the
ecurity keys and a CPU and a network mterface to
connect to the networl connecting all the smart meter,
data collector, service provider or utility company. The
block diagram of the smart meter is as shown in Fig. 3
show the smart meter 1s different from the normal current
reading meter on the user side is smart meter can
communicate with the service provider (ANST, 2017). And
smart meter can generate the security key using the
ROPUF. This smart meter scheme is like enhancing the
current electric grid.

The service provider connects the smart meter to the
network. At the service provider side, data storage will be
there to store the challenge response pairs of all smart
meters connected to the networle. The input to the ROPUF
is called as challenge and the output generated by ROPUF
is called as response. So, when a smart meter is getting
comnected to the network, the service provider stores all
the possible Challenge Response Pairs (CRP) of particular
ROPUF inside the smart meter.

ROPUF introduction: PUF is Physically Unclonable
Function means that it carmot be cloned or modelled. In
the case of ROPUF it is the Ring Oscillator based PUF,
ring oscillators are used to exploit the nherent physical
characteristics of the clup. ROPUF exploits the mherent
delay characteristics of integrated circuits. During the
fabrication of the mntegrated circuits, even though all the
processing steps are same there are certain factors that
will occur randomly. Because of those random changes all
chips manufactured do not have same internal delay
characteristics. But all chips meet their primary
requiremnent (Maiti et @l., 2010) that 15 all the outputs of
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Fig. 5: Ring oscillator with enable

chips of same kind will be same, although, the internal
delays have mimute differences. Here we are using ROPUF
to exploit those minute delays. So, we cannot model
the ROPUF behaviour mto ancther ROPUF, since, we
cannot create same random changes at the time of
manufacturing.

The ring oscillator is a connection of inverters such
that output of the final stage is fed back to the input. A 5
stage ring oscillator is shown in Fig. 4. Tn current research,
a block of ring oscillators are used. In this case, an enable
is needed for each ring oscillator (Yu et al., 2009) circuit in
order to control it. So, to control it a NAND gate 15 used
in front. Figure 5 shows the modified design of the ring
oscillator.

Two ROPUFs produces different responses for
same challenge, although, they are of the same kind and
implemented on same type of FPGA. So, no two ROPUFs
produce the same response for same challenge means all
responses are unigue.

ROPUF design: A programmable ring oscillator based
physically unclonable function (Mustapa et al., 2016) is
implemented. The design consists of programmable ring
oscillator block where we can program the number of
ring oscillators as per requirement. The number of ring
oscillators 13 more if the security key length is more in
terms of bits. Each bit 13 generated from the comparison of
two ring oscillator frequencies. The ring oscillators are
comected to the muxes, so that, when a challenge 1s
given, the challenge acts as a selection line to the mux and
selects a ring oscillator from all the ROs connected. All
the ring oscillators are connected to both the muxes. But
the selection line that is a challenge will be different. The
outputs of muxes are connected to the counters as shown
in Fig. 6. Effectively it is like two ROs connected to two
counters and then the two counters count the oscillating
frequencies of the ring oscillators. After the specified
amount of time, the counter values will be compared and
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depending on the comparator logic for comparison the
output will be sent. The time after which the counter
values have to be compared i1s decided by the control
circuitry.

The control circuitry used in here 1s a state machine.
The block diagram for the implemented design 1s as
shown in Fig. 7. The state machine is having an internal
counter where a value can be set in it. When the required
value of the counter inside the state machine 1s reached
then the two counter values of counters counting the Ro
oscillations will be counted.

When one comparison is over the state machine is
needed to reset all the counter values for the next
comparison. From Fig. 2 when a smart meter needs to
communicate with the UC (Utility Company/service
provider) it needs to be authenticated. Tn the process of
authentication, the UC sends a challenge to the smart
meter where the ROPUF inside smart meter has to
generate a response using that challenge and send it back
to the UC. As UC is assumed to have secured data
storage; data storage contamns the challenge response of
that particular ROPUF. On UC side the result from the
smart meter and the result stored at the time of connection
of smart meter to the network are compared. If both are
not same then the data requested by the smart meter will
not be sent.
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When the smart meter receives a challenge, the state
machine clears all the counters and decoders enables the
respective ROs and challenge 1s also selection lines to the
muxes, so, it selects the respective ROs connected from
the input. Counting 1s carried out and results compared.
When the counter value inside state machine 1s reached,
the two counter values will be compared and the result is
obtained. And state machine clears all counters.

RESULTS AND DISCUSSION

The ROPUF is designed in VHDL and implemented in
FPGA. The total design between the smart meter and the
service provider 1s implemented using PCs. That 1s a PC 1s
used as a utility company and the FPGA 13 used as a
smart meter. The inputs are given to the ROPUF and the
outputs are stored in PC to make it act as a UC. FPGA
used 13 Spartan 3E. Now different challenges are passed
from PC to FPGA and results are checked. The challenge
bits should be provided by the manufacturer. The
challenge bits decided based on the level of security
used. The level of security is a number of bits for the
secure key. In this research, a programmable ROPUF is
designed, so, any number of response bits can be taken
from ROPUF by providing the challenge bits.

But at the time of comecting the smart meter to the
network, all the challenge response pairs must be stored
in the UC. So, if the number of ring oscillators used
for the security key 13 64 and smart meter needs to
authenticate to UC in each 10 min then in a year it
needs to authenticate 52,560 times and if we consider
a 20 years span it is 1,051, 200 times. And the number of
challenge-response pairs available is 8.81e+121.The
challenge-response pairs are abundant enough. So that,
no need of using the same key twice. The security
improves as the keys are unused each time. The number
of ning oscillators increased then comparison pairs will be
more. And if the security level mcreased that 1s if the
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Table 1: Number of comparison pairs for given ring oscillators

Ring oscillators Comparison pairs CRPs (64 bit)
64 2016 8.8let+121
128 8128 1.065e+161
256 32640 8.578et246

number of response bits is increased then CRPs will also
mcrease. So, challenge-response paiwrs are abundant for
any level of security.

To increase the level of security, bits of response
should be increased for that ring oscillators need to be
mcreased. Table 1 shows the number of ring oscillators
and the comparison pairs they can generate. From each
comparison pair, a bit of response can be generated.

CONCLUSION

In this research, a novel scheme that will derive keys
for authentication is proposed. Instead of storing the
keys using non-volatile memeory, keys are derived using
ROPUF. The proposed scheme is implemented in VHDL.
This scheme provides luigh security at lower cost. It 1s a
programmable key generation, so, the level of security
can be changed. This scheme 1s using the physically
unclonable functions, so, there is no chance of spoofing,
since, no two challenges will produce the same output. It
is done on FPGA, so, re-configurable feature allows the
circuit evolvable and no need for additional circuitry.
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