




Sharing the attribute information 
User attribute information 

ID provider 

Blockchain 

Mutual authentication 
blockchain lookup (ID 
provider’s public key, 
user’s virtual ID) 

Third party 

ID provider 

Virtual ID creation 
User’s virtual ID  

ID provider 

Mutual  authentication 
Authentication request 
User’s virtual ID nonce+1 
Encrypted (ID provider 
public key) 
Authentication response 
User’s virtual ID, nonce+2 
Encrypted (user’s virtual 

User’s 

User registration 
User’s account information 

User’s registration 
User’s ID passward 

Service provider 
Third party blockchain registration 
ID provider’s public key 
User’s virtual ID 
Signature (ID provider’s public 
key, user’s virtual ID) 
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