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Abstract: Quantum Key Distribution (QKD) is a technique used to generate a secret shared key randomly
between two or more parties. Tt depends on the quantum coding in preventing eavesdroppers from acquiring

any information and due to the rapid development of internet services both free space and intemet can be
exploited as chammels to transfer the data. In this study, a secret shared key has been generated which can be

used in any other encryption and decryption method.
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INTRODUCTION

Cryptography is the technique of exchanging
confidential information secretly using physical or
mathematical mean (Shenoy-Hejamadi et af., 2017).

Furthermore, cryptography studies the methods of
sending and receiving messages secretly. The process of
transferring message into some encoded form is called
encryption. Converting plain text to cipher text requires
the use of a key known as an encryption key and the
procedure of transforming the encrypted message back
mnto the original one is called decryption. The encryption
key plays a reasonably important role mn cryptography
and depending on the type of the key used, the
cryptographic algorithms can be classified (Kute and
Desai, 2017).

In classical cryptography, two persons communicate
using either symmetric or asymmetric key cryptography.
In symmetric key cryptography, both encryption and
decryption use the same key also known as the secret key
cryptosystem while in asymmetric key cryptography also
called public key cryptography, two pairs of keys are
used. The first key 1s a private key which 1s kept secret
and a public key which 1s freely available to the public
(Al-Tuboori and Al-Mandilawi, 2013).

The secure communication link has widely been used
and becomes the most important method in owr modern
days (Sarath et al., 2012) and with the increased number
of email and mternet users, we note that they sometimes
transmit important information over the network on
which it would be easy for the hackers to eavesdrop
(Ranganathan et al, 2010). Despite encrypting this
information using classical cryptography it remains
vulnerable. Modern cryptography is influenced by both
technological progress in the power of the computer and
evolution in mathematics to quickly mverse one-way
functions for instance that of factoring large mtegers
(Zhao et al., 2008). To solve this problem and male the
transmission of information between two or more persons

more secure it 1s crucial to use quantum cryptography
which is eliminated owing to that the information photons
are destroyed during hacking. The most well-known topic
of quantum cryptography is Quantum Key Distribution
(QKD) which 1s a vital and frutful area of research for
modemn cryptography (Goldreich, 1998).

The physics of elementary particles 1s judged by laws
of quantum mechanics, discovered at the beginning of the
twentieth century by gifted physicists. Quantum
mechanics have changed the way that we see our world
in. Both position and momentum of a particle cannot be
measured accurately. The more precisely one of these
values can be known, the less precisely the other can.
This theorem is called the “uncertainty principle”
(Paterson et ad., 2004). Quantum mechanics comprise two
principles (Qaisar et al., 2016).

No cloning theorem states which means that no
one 18 able to create a copy of an wnknown state of
quantum.

The principle of photon polarisation describes how
the photons can be polarised in such a way that prevents
an eavesdropper from measuring the quantum state
(Al-Tuboori and Al-Mandilawi, 2013).

The uncertainty principle invented by Heisenberg
suggests that no one can accurately measure the position
and momentum of a particle simultaneously. When special
information is encoded into the properties of a photon,
any attempt to monitor it would change its properties and
will be detectable (Mogos and Radu, 2015).

Literature review
Previous work in quantum domain: Wiesner (1983) was
the first one who used quantum information in
cryptography (Bhatt et al., 1956) when he submitted his
paper “conjugate codmng” also called [Wie83] and
quantum coding (Shor and Preskill, 2000).

The principle of conjugate coding associates a qubit
with a photon and uses a photon polarisation. Photon
can be polarised horizontally (| ) or vertically (||}),
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diagonally to the right (|/}) or diagenally to the left (|%)).
These four bases are called (Rectilinear (R) and Diagonal
(D), respectively) where, ||} = 1), | =0}, |/
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Wiesner (1983) proposed that quantum information
could be used to originate non-forgeable banknotes.
Banknotes m Wiesner’s 1dea should consist of a
sequence of single qubits that are randomly chosen from
the above state (R, D). Therefore, genuine banknotes
could be identified, hence, preventing any possibility of
counterfeiting (Diep, 2017). The method of Wiesner can
be illustrated in Table 1 by taking a sequence of bits
(001011000) for instance.

Quantum cryptography: Quantum cryptography is the
science and art of using the quantum mechanical effect to
perform cryptographic tasks (Brassard, 2005).

It offers skalfully secure data transmission because it
depends on the laws of physics which we believe to be
true. Quantum cryptography is only used in solving key
distribution problem by transmitting photon Light through
fiber optics or free space (Kaur ef af., 2011).

Because of the two principles mentioned in section
1, quantum cryptography aims to prevent eavesdroppers
from decoding the value of key bits when they try to
measure the polarisation of a photon (Al-Juboori and
Al-Mandilawi, 2013). Even though this does not prevent
eavesdropping it will be detectable by the commumnicating
parties. Should any of the parties detected an
eavesdropper they could then neglect the current key
without losing anything noteworthy as it was randomly
generated key (Kawr et «l, 2011). Thus, the most
unportant application of quantum cryptography 1s
Quantum Key Distribution (QKD). It 1s used to produce
and distribute a key and not transmit any message data.
After the key is introduced it can be used with any

Table 1: Example of conjugate coding for sequence of bits (001011000)
Encoding bits Basis choice Quantum encoding
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chosen encryption algorithm (Pratap et al, 2016).
QKD is unconditionally secure, i.e., it is secure even
with an unlimited computational power eavesdropper
(Paterson et al., 2004). The most famous QKD protocol is
a BB&4 protocol that was proposed in 1984 (Qaisar ef al.,
2016).

MATERIALS AND METHODS

BB84 protocol: The first protocol of quantum
cryptography was proposed in 1984 by H. Bennet and
Gilles Barssard. They started from Wiesner (1983) work
“Conjugate Coding” and then developed this research to
key distribution protocol using photon’s polarisation
(Mogos and Radu, 2015). The polarisation states
represent both orthogonal bases for linear polarisation
{(+) and diagonal bases for diagonal polarisation (x). They
use the following notation in which () denotes photon
m a vertically polarised state or 0°, (|} denotes a photon in
horizontal polarised state or 90°, (/) denotes a photon
45% polarised state and (1) denotes a photon in 135°
polarised state. The O value 1s represented by 0° and 45°
and 1 value is represented by 90° and 135° (Bhatt et al.,
1956) (Fig. 1).

In this protocol, the two participants, traditionally
called Alice and Bob wish to agree on a secret key with
which no eavesdropper, traditionally called Eve can
obtain significant information (Shor and Preskill, 2000).
Alice generates a random sequence of bits and sends it
with different polarisation bases to Bob. When Bob
recelves this sequence, he would randomly choose the
state of each bit and only the bit that is similar to Alice
bases will be used as the secret key, hence, disregarding
other bits. Exchanging the sequence of bits between Alice
and Bob is done via. a quantum channel whereas
comparing the bits between them is done by public
channel (Table 2).

Public channel

100 1100 10 10

Rectilinear basis™ |~ Diagonal basis!

Alice Bob

Fig. 1: Rectilinear and diagonal bases
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Table 2: Polarisation state of quantum bits

Table 3: Polarisation state of quantum bits that we used

State Bases Values Polarisation angle

| 0 + 0 e

| 1> + 1 90°

| 04 1> x 0 45°

| 0> 1= x 1 135
RESULTS AND DISCUSSION

Moultiparty quantum key distribution: Multiparty QKD
means that Alice sends the same key to n-1 users (Diep,
2017). More than one researcher supposed that the three
parties could commumnicate with each other (Matsumoto,
2007, Gao et al., 2011; Alshowkan et al., 2013). By
Alshowkan et al. (2013) the researcher proposed three-
party, Alice and Bob want to communicate with each
other with a quantum key distribution centre and once
they agree (through a classical channel) on the bases that
are sent by QKD (through the quantum channel) to both
of Alice and Bob, the parties can form a secret key. The
process relies upon the key size and the required level of
accuracy which can determine the number of rounds
needed to obtain the required length of the key. They
supposed three probabilities as illustrated.

First, probability when both parties have the same
bases and correct value in n round. Second, probability
when they use the wrong bases but the result i1s the
correct value. Third, when both receivers get a wrong
bases and wrong value.

From these three probabilities and using the value of
accuracy 99% they calculated the number of rounds n
required as equation when the length of the key is m:

n = -1og2[1-(0.99)ﬁ]-2 (M

From Eq. 1, they could use the number of
rounds that determined the times of repetition of sending

the sequence until they get the key length they desire.

Three-party quantum key distribution protocol: Suppose
that we have three parties: centre server, Alice and Bob.
They want to communicate using quantum channel (e.g.,
free space or fiber optic) and public or classical channel
(e.g., internet). Center server will send the sequence of
bits with the sequence of its polarisation that will form the
qubit to both Alice and Bob through the quantum
channel. When Alice and Bob receive the sequence, they
will attempt to measure the qubit state by estimating the
polarisation chosen by the center server and obtain the
bits. After that, the center server will communicate with
either party through the public channel and compare the
state of polarisation that they used and the bits that they
get (Fig. 2).

The state corresponding

Polarisation to each of polarising state
State Bases  Values angle that we used
| 0= + 0 0° 0
| 1= + 1 0° 1
| 0=+ 1> X 0 45° 2
[0=-11> X 1 135° 3

Public channel

Fig. 2: Three parties communicate

The common state among these three parties will be
used as a secret shared key and the rest bits will be
neglected i order to get the required secret key with less
disregarded bits returned to the center server by both
Alice and Bob. The center server will re-polarise the bits
1n order to generate a new sequence of qubits and re-send
that new sequence to other parties you can see the way
that we used for polarisation in Table 3. In our case can
use one of these two methods:

First method: By calculating the number of rounds using
Eq. 1 by Alshowkan et al. (2013). And to do this, we need
to divide this equation by two to reduce the number of
disregarded bats.

Second method: In another way, the center server can
choose randomly many numbers of lengths and calculate
the average in order to determine an appropriate sequence
length with less number of lost qubits using in BEq. 2:

vk 2
6= 21 i 2
Where:
n = The vector of the 1 element and each represents
length that chooses randomly
6 = The mean get it

Center server will choose in random the vector n by
determine the begimning and ending of this vector with
the two simple equation as:
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1=2r (3)
n = 8%/2+2r 4

Algorithm 1; Multi-party QKI):
Input: a sequence of the qubit
Output: a secret shared key
Step 1: Centre server will choose a random number of sequence bits length
tn
6 ; ;
Step 2: Centre server chooses at random both bits and the bases of each
photon and sends the photon to other parties, namely Alice and Bob by a
quantum chammel. The polarisation of the photon is either rectilinear
horizontal (__) or vertical () or diagonal (/ or %). Centre server polarisation
will be represented in 4 directions (0 = 0,90=1,45=2,135=3),
respectively
Step 3: Alice receives the sequence of photons and determines the
polarisation of each photon randomly and then determines her basis
depending on her polarisation
a- if polaris_Alice equals zero or 2 then basis_Alice -0
b- else if polarise_Alice equals 1 or 3 then basis_Alice -1
Step 4: Bob doing the same in step 3
a - if polaris Bob equals zero or 2 then bases Bob -0
b - else it polarise Bob equals 1 or 3 then bases Bob ~1
Step 5: The center server will be connected with two other parties (Alice and
Bob) by the public channel to check the polarisation of the photon and the
bases that they determine
Step 6: Tf the qubits are equal in all three parties
a secret shared key - centre server-basis
Shard key bit Shard key bit +1
Step 7: Discard all the qubits that are not equal in all three parties
Discard-sequence-bit = centre server-basis
Step 8: Ifnot get the required key, return the disregarded-sequence-bit to the
centre server then, Go to step 2

CONCLUSION

A protocol multi-party quantum key distribution is a
method that is used to generate a key. By increasing QKD
algorithm steps through return the sending, the length of
the shared key will increase. Accordingly, this protocol
can provide the ability of authentication and transfer data
more securely.
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