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Abstract: It 15 no lidden to everyone that the rapid scientific development which mcluded the field of
nformation security has led to the transformation of countries inte electronic govermments continuing to
contact the latest scientific developments because if they did not do so or lag behind the scientific
development, lost its immunity as a state of immmumty and privacy because it simply became a state ruled by
others. The most sensitive scientific bfield in this field 13 information security. In order for the departments and
institutions that represent the state entity to maintain the confidentiality of their information, they must resort
to the use of information encryption technology. Information encryption is a very large field and has evolved
dramatically until encryption methods have become multi-methods after they have passed by many years, the
most important and the most rapid and developed of them were m the last 10 years. In a previous study, the
analysis technique GSVD was used in the image encryption and in more than one style. In this study, we will
encrypt the image using analysis of GSVD with the technique of modular together in the image encryption to
mcrease the complexity of the previous method to protect it from hackers. The research will be done
through two step encryption. The first phase 15 the encryption using moedular technique and the second stage
is the encryption of the image encrypted in the first phase and that’s by using GSVD technology what makes
the method powerful and disobedient to the intruders and we will see the steps of encryption in both stages

clearly and in detail later.
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INTRODUCTION

The assessment of nations and countries mn this age
which 1s subject to a huge scientific explosion 1s by the
degree of their specificity (Wu and Rul’kov, 1993). There
15 no country with legal wvalue without privacy
(Sathushkumar ef af., 2011). This privacy 1s at the forefront
of the security issue of information including the image,
texts and so on (Parker and Chua, 1987). The only means
to be used to preserve this privacy 1s the process of
encryption of the digital information which 1s one of the
pillars of the strong state and this encryption process
should not stop at the limit it must be adopted by a
scientific team who always tries to develop it to prevent
the intrusion of hackers taking mto account the
calculations of the time of encryption and decryption in
line with the great development in this area, especially as
we deal with a large amount of information and data
(Macq and Quisquater, 2005; Y1 et af., 2001; Yang et al.,
2004).

The digital information that we need to be hidden and
not to be acquainted but by the authorized, need to be
undergone into a complex mathematical process and a
certain key for the purpose of encryption and preventing
non-authorized persons to know it and this process
(encryption) 1s the best method used by humans
to protect the digital information whether being
maps messages, images, films or audio recordings
(Al-Kufi et al., 2017, Wei et al, 2016). By this, the
non-authorized won'’t be able to know them as being they
who know the encryption algorithm and encryption key
(Shah and Saxena, 2011). So, encryption can be defined as
the process of hiding the digital info. in a reversible
mathematical way (Hansen, 1989; Divya et al., 2012).

Also, encryption can be defined as being coding the
data and transfer it into other numbers different than it
used to be, so, it cannot be decrypted but by the
authorized and these coded numbers are considered the
result of the mathematical process conducted on the data.
And the process of reversing the mathematical process
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to restart the original date is called decryption and
that which can include some errors (Hansen, 1989
Divyaetal., 2012).

Tt’s not hidden to specialists that this field of info.
security has passed by many accelerated developing
phases as many techniques have arisen related to
encryption of texts, maps, images and the digital process
of 1mages and other within this field. This development
has been concerned with important factors such as
accuracy, error and time of encryption and decryption
(Hansen, 1989; Divya et al., 2012).

In recent times, matrix analyses have been used (in all
its types) such as SVD and GSVD, alone or with other
algebraic techniques such as modular or by using the two
analyses together by promising researchers as
Al-Kufi et al. (2017), Abdul-Hameed and Al-Kufi (2014)
and Al-Rammahi and Al-Kufi (2016). These matrix
analyses are flexible enough to be a successful factor in
conducting processing, pressure or encryption (Hanser,
1989).

Science has accelerated rapidly so inventions have
been developing day after day such as the mobile phone,
the PDA and many other functions had innovated for
digital
interchange of info. increased through multi-media
systems (Sathishkumar et al., 2011).

The distribution of multi-media systems service

these mventions and the activity of the

obliged us to adopt new techniques and methods to
protect the digital info. and that’s for the privacy of users
through insuring and hiding them from hackers (Hansen,
1989; AL-Rammahi and Al-Kufi, 2016, Wu and Rul’kov,
1993).

For this purpose, we and after using the analysis
method of SVD with modular (AL-Rammati and Al-Kufi,
2016) will use the analysis of GSVD and modular with a
development to the method which represents a compound
encryption of an image as it’ll be explained later. And
we’ve called the encrypted images as Mk-carpet 9 and 10,
respectively.

MATERIALS AND METHODS

GSVD and modular: These two subjects are from the
algebraic subjects in mathematics and they’ve a high
capacity of flexibility in processing numbers through their
features and criteria and they’re used m image field a lot
such as image processing, encryption, pressure in
addition to their use with texts and maps. And there’re a
lot of them in the resources of mathematics and algebraic
references in all its types. For curtailment and to add a

privacy on our paper’s subject and to take care of the
research ideas, we’ll just refer to what is related to our
study only.

If you need more details about these two subjects,
you can have a look at the references available m this
studies conclusion which is rich in information and
detailed explanation.

GSVID: Algebra matrices have evolved steadily in all
especially, matrix analysis. Among these
analyzes is the analysis of GSVD which includes several

aspects,

types and considered the main element n many
applications i the arithmetic of matrices in particular and
the general applied matrices in general and in this study
we show below a useful summary of this analysis within
limits of the research need, so that, the details of the
algorithm and the role of tlhis analysis be clear
(Al-Kufi et al, 2017, Wei et al, 2016, Hansen, 1989,
Wu and Rul’kov, 1993; Kolman, 1984).

GSVD generalized singular value decomposition: Let A
and B are tow matrix [U, V, X, C, S]=GSVD (A, B) returns
unitary matrices U and V, a (usually) square matrix X and
non negative diagonal matrices C and S, so that:

A=U*C*y"
B=v*s*X'
CHC+S*8 =1

A and B must have the same number of columns but
may have different numbers of rows. If A is m-by-p and
B 18 n-by-p, then U 1s m-by-m, V 1s n-by-n and X 18 p-by-q
where, q = min (m+n, p).

For more information, you can go back to the source
which contains other details that cannot be explained here
1n this manuscript which we want them to be concise and
focused.

Modular: (MOD) Modulus after Division (Al-Rammahi
and Al-Kufl, 2016; Hameed and Al-Kufi, 2018), mod(x, y)
is x-n.*y where n = floor (x./) if y~ = 0. Ify is not
an integer and the quotient x./y is within roundoff error of
an integer, then n 1s that integer. The mputs x and y must
be real arrays of the same size or real scalars. The
statement “x and y are congruent mod m” means
mod(x, m) = mod(y, m). By convention:

mod(x, 0)is x

mod(x, x}is 0
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mod(x, y) for x~ =y and y~ = 0 has the same sign as y.
Note: REM (x, y) for x~ =y and y~ = 0 has the same sign
as x. mod(x, y) and REM(x, y) are equal if x and y have the
same sign but differ by y if x and vy have different
signs.

Methodology of proposed algorithm of encryption and
decryption

Encryption: On the assumption that A is an image matrix:
first, we define another image and malke it a key to
encryption and let B and another real number ¢. Encode
the imtial encoding in the modular way by which we
generate two new arrays from the original
matrix A:

mage

Al=(A+B) mod(256)
A2 = (A+5*B) mod(256)

s

Tt represents the image encoded by modular and is a
white image:
Al=-10*c*Al
AZ = -c*A2

We use the second B key mn the GSVD account for
both Al and A2 as it comes:

[ul, v1, x1, cl, sl]=gsvd(Al B)
[uz, vZ, x2, 2, s2] = gsvd(AZ, B)

We recalculate the code matrices as follows:

AAl =ul*c2*x17
AAZ =u2*c1*x27

We then build the encrypted image matrix as

[

follows:

It 15 a black image.

Decryption: We have the image encoded F and the
encryption key mmage B. We divide the matrix F mto two
halves:

)
F=
AA2
[uul, vvl, xx1, cel, ssl] =gsvd(AALB)
[uu2, Vw2, xx2, cc2, 552] = gsvd{ AA2,B)
Al = uul*ce2*xx1’
A2 =uu2*ccl*xx2"
— AlﬂEW
0%
Al =(Al_,

neEw

-BJmod{256)

The last matrix Al represents the image matrx after
decoding.

Clarification example: We have implemented the steps of
this algorithm on an illustrative example using MATLAB
(Knuth, 1997). Let:

[199 245 92
200 134 89

{222 111 59

and ¢ =109
231 108 2

Encryption:

a, = (a+b)mod(256)

6199 245 92}{222 111 59D
200 134 89] [231 108 2 )
421 356 151

(431 242 91Dmdw

165 100 151]
{175 242 91|

a+5*b)mod(256)
99 245 92] 222 111 59
+5%
ﬂ 134 89 {231 108 2D
- mod(256)
[{1309 800 387D
1355 674 99 |, .
29 32 131
175 162 99

| = -l0*c*a, = -10*109’{

165 100 151}

175 242 91
| -179850  -109000 -164590
C-190750 -263780 99190
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" L 22 32
a,, = -c*a, = -109 75 162
_|-3161  -3488  -14279
~|-8175 -17658 -10791

131
99

[,.v. %, ¢.8] = gsvd(a, ., b)

[09996 0.0267
b {-0.0267 0.9996}

05690 0.8224
1_[-0.8224 0.5690}

-0.0032
X, = (1.0e+5)*| 0.0015
-0.0004

0 0 1.0000

-1.7470
-1.0193
-1.6189

{0 1.0000 0 }
01:

{1.0000 0 0}
51:

0 0.0003 O

-1.9548
-2.6659
-1.0354

[u2: Vi Xz Cos Sz] =gsvd(ay, b)

_ H Meor T
dd, = U,7C, "X,

-0.016%9 0.9999

-0.0320
*| (1.0e+4)% -0.0155
-0.0041

-0.3161

= (1.0e + 4)*
-0.8175

~ {0.9999 0.0169}{

0 0
-0.3023
-0.3190
-1.4095

-0.3488
-1.7658

0 1.0000 0 }

1.0000
-0.8227
-1.7714
-1.1030

-1.4279
-1.0791

-1.7958

-1.0900

-1.6459

(1.0e+5)’{

{aal}
f= -
aaz

Decryption:
(1 .0e+5)*{

(1.0&4)*{

-1.7958
-1.9075
-0.3161
-0.8175

f=
(1.0e+4)*{

aa, = (1 .0e+5)*{

-1.9075

-0.3161
-0.8175

-1.7958
-1.9075

-1.0900
-2.6378
-0.3488
-1.7658
-1.0900
-2.6378

-2.6378

-0.3488
-1.7658

-0.9919

-1.4279
-1.0791

-1.6459
-0.9919}
-1.4279

-1.0791}
-1.6459
-0.9919}

aa, = (1.0e+4)’{

-0.8175

-0.3161 -0.3488

-1.4279
-1.7658

-1.0791

[uul, VV,, XX, CC,, ssl] =gsvd(aa,, b)

uu, =

-0.0267

-0.5690
-0.8224

{ 0.9996

vV,

xx, = (1.0e+5)*

0 1.0000 0
cC, =
0 0
1.0000 0
88, =
0 0.0003

0.9996
-0.8224
0.5690 }
-0.0032
0.0015
-0.0004

0.0267}

1.0000}

)

-1.7470
-1.0193
-1.6189

-1.9548
-2.6659
-1.0354

09999  0.0169
uz_[-om@ 0.9999}
06722 -0.7404
VZ{@.MM 0.6722}
-0.0320 -0.3023 -0.8227
X, = (1.0e+4)% -0.0155 03190 -1.7714
0.0041 -1.4095 -1.1030
0 10000 0
02{0 0 1.0000}
[roo00 0 0
32{ 0 0.0030 0}
aa, = u *c,*x;
_{0.9996 0.0267}{0 1.0000  © }
0.0267 09996] [0 0  1.0000
20,0032 -1.7470 -1.95487Y'
* (1.0e+5)% -0.0015 -1.0193 -2.6659
-0.0004 -1.6189 -1.0354
_(1_0e+5){-1.7958 -1.0900 -1.6459}
-1.9075 -2.6378 -0.9919

[uuz, Vv, XX,, CC,, ssz] = gsvd(aa,, b)

0.9999 0.0169

uu, =
: {-0.0169 0.9999}
0.6722

-0.7404}

vy, =
-0.7404  0.6722

9197

|
|



J. Eng. Applied Sci., 13 (21): 9194-9203, 2018

-0.0320 -0.3023 -0.8227
xx, = (1.0e+4)*| -0.0155 -0.3190 -1.7714
-0.0041 -1.4095 -1.1030

{0 1.0000 0 }

cc, =

0 0 1.0000

10000 O 0
S8, =
: 0 0.0030 0

alnew = uul*CCZ*XX;r
{0.9996 0.0267}{0 1.0000 0 }

-0.0267 09996 |0 0 1.0000

T

-0.0032 -1.7470 -1.9548
* (1.0e+5)* -0.0015 -1.0193 -2.6659
-0.0004 -1.6189 -1.0354

-1.7985 -1.0900 -1.6459
— (1.06+5)*

-1.9075 -2.6378 -09919
a,,.., = uu,*cc *xx,

-0.0169 09999 | |0 0 1.0000

T

-0.0320 -0.3023 -0.8227
* (1.0et+4)*| -0.0155 -0.3190 -1.7714
-0.0041 -1.4095 -1.1030

-0.3161 -03488 -1.4279
-0.8175 -1.7658 -1.0791

{0.9999 0.0169}{0 1.0000 0 }

= (1.0e+4)’{

a

—_ Inew

A onew —

-10%c

-1.7985 -1.0900 -1.6459
(1.0e+5)*

-1.9075 -2.6378 -0.9919

-10%¥109

_ 61649986 99.9992  150.9987U
€175.000 242.0000 91.0000 Y

ey = (a12ne/v 'b) mOd(256)
a8164.9986 99.9992 150.998706
_&8175000 242.0000 91.0000

¢ @22 111 599
§ &31 108 28

Enod(ZSG)
198.9986 » 199 2449992 » 245 91.9987 » 92
200.0000% 200 134.0000» 134 89.0000 = 89

199 245 92}

200 134 89

!
|

Application for the proposed algorithm: Ouralgorithm is
generally applicable to all kinds of color, gray, military,
medical and so on. And more than that can be developed
to apply to the coding of texts in any language and it’s
the feature for all the researches we have written
previously.

Below are the results, we have obtained and we will
only have two mmages, Lena and Baboon Where the
results were obtained using MATLAB (Knuth, 1997). Tt’s
noticed from the above results that this algorithm does
not lose any data. This 18 illustrated by the match of the
onginal images with the image after decoding. In addition,
encryption and decryption time is in line with modern
business in the field of encryption and information
security. The strength of the algorithm m the time required
to decode the code 1s a time that can never be estimated
because it is too large not least than the estimated time in
our previous search. That it can be said that the algorithm
1s very powerful and immune against hackers.

RESULTS AND DISCUSSION

Figure 1 and 2 show the exact match between the
original mmage and the image after decoding. This 1s very
clear that the graph equation (Gonzalez and Woeds,
2008; Jain, 1989) matches both images. This assures the
quality

Image name [J

The orignal
image

Encryption
key

Cipher-image by
modular (whiteimage)

Cipher-image by
GSVD and modular

Image after
decoding

Fig. 1: Sample data base for four images, keys,
cipher-images and mmages after decoding
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The orignal
image

Red

2500 |

) 2000
Histogram before encryption 1500 |
1000 |
500 |
0 0

0 i
0 100 200 0 100 200 ( 100 200

The image after decryption

Red Green Blue

2500 | 2500
/2000
11500
/1000

1 500

0 0 | 0
0100 200 0 100 200 O 100 200

2500

2000
Histogram after encryption 1500 |
1000

500

0 0
0100 200 0 100 200 O 100 200

2500
12000
11500
11000
500

0
0 100 200 0 100 200 O 100 200

Fig. 2: Tmages of both Lena and Baboon with histograms of each other before encoding and after decoding

Table 1: Encryption and decryption time, Mean Error, (MSE)* for (Baboon,
and Tena) images

Table 2: Readings for the global standards accuracy before encryption and
after decryption for (Baboon and Lena) images

Name of image Baboon Lena Name of image Baboon Lena
Encryption (time/sec) 3.46 3.35 EBE 7.7624 7.7275
Decryption (time/sec) 3.43 3.57 EAD 7.7632 7.7275
Mean error 0.0013 8.1298e-004 EEI 0 0
MSE 3.8846e-006 1.9491 e-006 SDBE 0.2204 0.2503
PSNR 27.1084 28.5598 SDAD 0.2204 0.2503
SDEL 468.5578 4362442
of the algorithm and its advantage over a lot of algorithms CCOAD 1 1
CCOE -0.9851 -0.9884
To identify these statistical concepts can be back to NPCR 100% 100%
search (Kolman, 1984). UACI 489.8741 4504327

Table 1 shows that, the readings of the coding,
decoding time and other accuracy criteria fall within the
accepted field m the similar algorithms. Although, it 1s not
ideal, we accept it if we take mto account the accuracy
and complexity of the algorithm which exceeds all
perceptions.

Which assures that this algorithm 15 very acceptable.
We have taken into consideration readings of other
universal standards of accuracy used by us in previous
algorithms (Tain, 1 989; Chaudhari, 2010) we will summarize
them in Table 2.

1[EBE]: Entropy Before Encryption; 2[EAD]: Entropy After Decryption;
3[EEI]: Entropy for Encryption Tmage; 4[SDRE]: Standard Deviation Before
Encryption; S[SDAD]: Standard Deviation After Decryption; 6[SDEI]:
Standard Deviation for Encryption TImage; 7[CCOAD]: Correlation
Coefficient between Original image and image After Decryption; S{CCOE]:
Correlation Coefficient between Original image and Encrypted image

The entropy of the image, the standard deviation for
a separate divider (the probable density function), the
correlation coefficient, the tone of the change of the pixel
rate and the WSI 15 the average of variable mntensity.
Table 2 shows the comparison between the readings
of statistical standards before encryption and after
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Encryption (time/sec) (image)

Decryption (time/sec) (image)

Algorithm Lena Baboon Lena Baboon
MIE 5.000 9.230 5.16 9.23
vC 4.560 8.350 sl e
Mk-1 2.224 2.287 311 3.166
Mk-2 5.368 5.508 6.013 6.104
Mk-3 1.456 1.459 2.138 2.159
Mk~ 5.540 5.567 6.265 6.382
Mk-5 2.522 2.338 2,924 3.104
Mk A-6 7.950 8.240 2.13 2.07
MKHAH-7 3.530 3.450 3.57 33
Mk-8 1.799 1.898 0.73 0.74
Our algorithm 3.350 3.460 3.57 3.43
Mk-9
(***)means that the address is not calculated
Table 4: Comparing the results of the global standards of accuracy (MSE) and (PSNR) with other works of image processing in general

MSE (image) PSNR (image)
Algorithm Lena Baboon Lena Baboon
SKM (Abdulla, 2010) JPEG ek ok 21.2 ok
SKM (Abdulla, 2010) BPP R sl 22.7 e
NKP (El-said et af., 2010) ek ok 8.67 9.076
DSA (Pareek et al., 2006)] 3.81e-6 sl 54.18 e
TTS (Aggarwal et al., 2010) 0.078 ok 29.6041 ok
AZA (Trinadh and Narayana, 2012) et 0.132977 et 56.893054
NDD (Nori et al., 2010) 0.0012 ok 77.4586 ok
Mk-1 (Abdul-Hameed and Al-Kufi, 2014) 9.9137e-26 7.9003e-26 125.0188 125.5118
Mk-2 (Abdul-Hameed and Al-Kufi, 2014) 9.9137e-26 7.9003e-26 125.0188 125.5118
Mk-3 (Abdul-Hameed and Al-Kufi, 2014) 7.3078e-27 8.9787e-27 130.6811 130.2339
Mk-4 (Abdul-Hameed and Al-Kufi, 2014) 9.9137e-26 7.9003e-26 125.0188 125.5118
Mk-5 (Abdul-Hameed and Al-Kufi, 2014) R sl 140.4432 143.2098
MkA-6 (AL-Rammahi and Al-Kufi, 2016) 0 0 Inf Inf
MKHAH-7 (Al-Kufi et &., 2017) 7.8839¢-30 sl 145.5163 e
Mk-8 (Al-Kufi et ai., 2017) 5.0193e-20 4.4692e-21 144.6276 149.8797
Our algorithim
Mk-9 1.9491e-006 3.8846e-006 28.5598 27.1084

decryption it indicates that there is no loss of information
by virtue of equal readings before and after decryption.
As shown in Table 2 readings of other statistical
standards.

Furthermore, Table 3 shows a comparison between
the readings of encryption and decryption time of our
proposed algorithm with other algorithms such as MIE
(Mirror-like Image Encryption) (Leung et al., 2001), VC
(Visual Cryptography) (Yen and Guo, 2000), Mk 1-4
(Al-Kufi et al., 2017 level 1-4) (Abdul-Hameed and
Al-Kufi, 2014); Mk 5 (Abbadi et af., 2014), MkA 6
(AL-Rammahi and Al-Kufi, 2016y, MkKHAH 7
(Al-Kufi et al., 2017), Mk 8 (Kolman, 1984). To compare
the readings of the international accuracy standards of
our algorithm and some other algorithms (Table 4).

This algorithm 15 the development of a previous
algorithm, we have completed and published with the title
(image cryptography via. SVD modular numbers). Where
we used 1n the first algorithm SVD decomposition but in
this algorithm (image encryption and decription via.
(gsvd-modular numbers), we used gsvd decomposition.

we can combined between The first algorithm (Image
cryptography via. SVD modular numbers) and this
algorithm (image encryption and decription via.
(GSVD-modular numbers)) to produce a more complex
algorithm combining the decompositions SVD, GSVD and
modular mumbers.

The encryption and decryption time has been
determined based on the MATLAB Version used and the
speed of the user’s computer. These are scalable readings
if a newer MATLAR Version and a faster computer are
used.

As we have done in our previous researches which
adopted a generation or a new approach to encryption
where the text or image is converted into a digital matrix
that 1s difficult to recover except from the authoritative,
not as n the old style encryption which ensures that the
encryption image is rubbish image. Our algorithm was
within the same approach where the color values of the
onginal image have been dispersed to a digital matrix, the
intruders can not find any commection between them and
the original.
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We are adding another mathematical tool on these
Algebraic tools (SVD, GSVD, modular numbers). Tt is a
logistic function. Another complication will be added to
the algorithm because of the property of this function.

We have made use of multiple statistical standards to
check the quality of the algorithm for the purpose of
allowing researchers to compare with the results of this
algorithm later.

The computer program has been tested for this
algorithm by MATLAB for many images and of all
kinds (colored, gray, military and medical). The result
was excellent, allowing the possibility of use of
the beneficiaries immediately after the agreement
with us.

The algorithm in MATLAB program: For the purpose of
demonstrating the rigor of our work and our algorithm,
below is a program for the algorithm by MATLAB in two
parts (encryption and decryption) which can be converted
by specialists to an operational program that it can be
used to apply this algorithm on the ground and in the field
of practical application.

Algorithm 1; MATLAB program:

cle
clear all
keyc = input(keyc=)
a = imread('C:\Users‘baqir\Desktop\5555.png"
[tt1, 112 tt3] = size(a)
if tt1=tt2
tttl = [tt1 600]
a = imresize(a, [min(ttt1) (t2*minttt1))/tt1])
else

tt2 = [tt2 600]

a=imresize(a [(tt] *min(tt2))/tt2 min(ttt2)])
end
subplot(l, 1, 1); imshow(a); title (the origin image")
flag = input(*flag="
al23i=a
subplot(2, 2, 1); imshow(a); title (origin image"
subplot(2, 2, 2); imhist(a(:,;, 1)) title ('red’)
subplot(2, 2, 3); imhist(ad:,:,2)); title (green’)
subplot(2, 2, 4); imhist(a(:,:,3)); title (blue"
20%0%0%0%0%0%0%0% 0% 0% %% 0% %
flag = input(*flag="
key = imread("C:\Users\baqir\Desktop'3.jpg"
subplot(l, 1, 1); imshow(key); title ('the key image”)
[ttl, 2, tt3] = size(a)
keyl = imresize(key[tt]l t2])
flag = input('flag=")
al =im2double(a)
aaaaa—al
keyy = im2double(key 1)
al =al+1; keyl =floorkeyy+1)
20%0%0%0%0%6%0%0% % 0% 0% 6% 0% %02 0%0%0%0%0% %% %%
timel = clock
aml = al+keyl
am?2 = al+5*keyl
amodull = mod{am1, 256)
amodul2 = modam?2, 256)
amodul = [amodull; amodul 2]
aaal = amodull

aaa2 = amodul2
aaal = -10*keyc*aaal
aaa2 = -keyc*aaa2
forp=1:t3
kkeyl =key1(:,:,p)
aaall = aaal(:,:,p);aaa2l = aaa2(:,;,p)

[ul, v1, x1, cl, s1] = gsvd(aaall, kkey1)
[u2, v2, %2, c2, s2] = gsvd(aaa2l, kkey 1)
aal =ul*c2*x1"; aa2 = u2¥cl*x2'
f(:,:,p) =[aal; aa2]
end
time2 = clock
subplot(l, 1, 1); imshow(amodul); title ("encryption image by modul’)
flag = input{*flag="
subplot(l, 1, 1); imshow(d); title Cencryption image by modul and gsvd”
flag = input(*flag ="
subplot(2, 2, 1); imshow(®); title (Encrypted image by modul and gsvd")
subplot(2, 2, 2); imhist(f:,:,1)); title ('red’
subplot(2, 2, 3); imhist(f:,:,2)); title (green”)
subplot(2, 2, 4); imhist(f(:,:,3)); title ('blue
%0%0%0%0%0%0%0% 0% 0%0% 0% 0% %% 0% 0% 0% %% % %%
imwrite(f, 'C:\UserstbagirDesktopigsvd and modul incimage.jpg’)
flag = input(‘flag="
00%46%0%0%0%0%0%0%0%0%6%0%0%0% 0% 0% 0% %
time3 = clock
[t1, t2, t3] = size(f)
key2 =keyl
[sz1, 522, 5z3] = size(key2)
fork=1:3
aal =f{[1:end/2],.k)
aa2 = f([end/2+1 :end),: k)
kev3 =key2(;, k)
[ul, v1,x1, 1, s1] = gsvd(aal key3)
[u2, v2, x2, c2, 2] = gsvd(aa2, key3)
alll =ul*e2*x1’
aaaa(:,; k) =alll
end
aaaa = aaaa/(-10%keyc)
am?2 = aaaa-key1
a2 =mod(am2, 256)
a2 = a2-1
subplot(1, 1, 1); imshow(a2); title ('image after decryption’)
%0%0%0%0%0%0%0%0%0%0% 0% 0% 0% 0% 0% 0% 0% 0%0% 0% 0% 0%6% 0% 0% 0% 0% %% 0% 0% %% 0%
%%6%0%
time4 = clock
flag = input{*flag="
subplot(2, 2, 1); imshow(a2); title ('image after decryption")
subplot(2, 2, 2%, imhist(a2(:,:,1)); title ('red"
subplot(2, 2, 3); imhist(a2(:,:,2)); title ('green’)
subplot(2, 2 4%, imhist(a2(:,:,3)); title (blue)
flag = input(‘flag="
incriptiontime = time2-timel
decryptiontime = time4-time3
aaaa = a2
error = abs(aaaa-aaaaa)
meaneror = mean{error(:))
[t1, t2, t3] = size(aaaa)
sumo =0
fori=1:t3
summii) = 0
forj=1:t1
forp=1:2
surnm(i) = summ(i)+(aaaa(j, p, [)-aaaaa(j, p, 1)Y*2
end
end
avs(i) = summfi)/(t1*12)
sumo = sumotavs(i)
end
mse = sumo/t3
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psnrl = 10*1ogl O(max(aaaa(:))"2/sqrt{mse))

msel = (aaaa-aaaaa).”2

mse2 = sumimse 1(:))/(t] #2%3)

psnr2 = 10¥logl O(max (aaaal:))y"2/sqrt(mse2))

entropy_before = entropy(aaaaa)

entropy_after = entropy(aaaa)

entropy _encryption_image = entropy(f)

[t1, 2, t3] = size(aaaa)

aal23 = (aaaa-mean{aaaa(:)))."2

standarddeviation_before = sqrt{(1/((t1 *t2#t3)-1))*sum(aal 23(:)))
aal234 = (aaaaa-mean(aaaaal:))).”2

standarddeviation_after = sqrt((1/((t1*t2*t3)-1))*sum(aal 234(:)))
[te1, tt2, tt3] = size(f)

aal2345 = (f-mean(f(:)))."2

standarddeviation encryption image =
1)) *sum(aal 2345(:)))

nnn = t1*%2%3

rl = aaaaa. “aaaa

r2 = aaaaa.™2

r3 = aaaa."2

r = (nnn*sumirl(:))-sumiaaaaal:))*sumiaaaal)))/(sqrtmnn*sumir2(:))-
(sum(aaaaa(:)))*2)*sqri¢rmn*sum(r3(:))-(sum(aaaal:)))"2))
Correlation_coefficient =r

nnl =f([1:end/2],:,})

nn2 =f{Jend/2+1:end],:,:)

rl 1 = aaaaa. *nnl

]2 = aaaaa. *nn2

2 = aaaaa.”2

3l =nnl."2

m32=nn2."2

rirl = (nnn*sumirrl 10))-sumdaaaaad:)) *suminnl () (sqriirmn® sumirr2(:))-
(sum(aaaaa(:)))*2)*sqrt{nmm *sum(rr31(:))-(sum(nnl (:))Y"2))

12 = (nnn*sumirr] 20))-sumiaaaaad;)) *sum{nn2 () (sqriirmn® sumirr2(:))-
(sum(aaaaa(:)))*2)*sqrt{nmm *sum(rr32(:))-(sum(nn2(:))Y"2))

Correlation coefficient_origon encryptionl = rrl
Correlation_coefficient_origon_encryption2 = 12

nnl =f{[1:end/2],.,)

nn2 =f(Jend/2+1:end],:,:

d1 = aaaaa~=nnl

d2 = aaaaa~=nn2

d1 =double(dl)

d2 = double(d2)

NPCRI1 = (sum(d1(:))/(t1 “t2*t3))* 100

NPCR2 = (sum(d2(:))/(t1 #t2*t3))* 100

ddl = abs(aaaaa-nnl)./(t1#t2*t3+255)

dd2 = abs(aaaaa-nn2)./(t]1 “t2*t3*255)

TACTI = sum(dd1(:))*100

UACI2 = sum(dd2(:))*100

Dimension_image=size(aaaa)

SQUE((L/((tt] #tt2tt3)-

CONCLUSION

In this algorithm (image encryption and description
via. GSVD modular mumbers), we have focused on the
complexity of dispersing the chromatic values of the
image and passing through the two encoding stages as it
is clear, making the possibility of breaking the code
umpossible and never considered. Therefore, our algorithm
has become a qualitative leap in the world of mformation
security and is ready for entry into the application as well
as it can be added simple touches and develop it to be
ready for use in text encryption. The properties of this
algorithm can be summarized in the following points: the
algorithm is a complex coding process where the second
process encrypts the encrypted image and increases the

complexity. Adopt an image as a cryptographic key in the
first and second stage of encryption and this makes it
very difficult to break the code.

We can use this algorithm to encrypt any type of
colored images and gray/military, medical and other. The
possibility of developing this algorithm to apply to text
encryption and in any language. The encoding tune and
the decoding time are within the acceptable rate which 1s
in line with similar algorithms which is clear from Table 1.
The relationship between the original image and the
decoded mmage 13 equal to 1 and 1t’s the highest possible
value mdicating the strength of the algorithm.
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