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Abstract: This research shows the revolution in technology and technological inventions. Tt focuses on
innovations such as the internet of things and how it can be integrated in e-Commerce to improve business
operations. The explored aspects are the different types of e-Commerce businesses and how they have changed
over time. The study also identifies the various security technicques in e-Commerce based on internet of things
that can be used to improve the industry. The scope of this study 1s confined security model for e-Commerce

based on internet of things.
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INTRODUCTION

The arrival of the Internet of Things (IoT) in the mid
90°s did not only result into extensive and innovative
research but also the upcoming of mnovative ideas aimed
at solving problems practically within the busmness
context through the use of existing technology (Maney,
2015).

The mnternet of things gained popularity 1 2010 and
has recently attracted the attention of most scholars
and business decision makers. The IoT 15 a linking
factor for various elements such as buildings, cars,
different equipment and people. The ToT also works on
linking oftline objects to the e-Commerce business
models. A centralized IoT platform hosted by the
firm’s e-Commerce will be responsible for mining data into
valuable information to be used for making decisions in
the e-Commerce business. The e-Commerce system is
integrated with the ToT technology in three different
aspects such as; inventory, logistics and payment
systems (Muhonen, 2015).

Security is one of the key issues affecting the ToT
technology. The techmique has mmplemented wvarious
mechamsms to ensure that all data and transactions done
over the internet are secure from vulnerability. An
unsecured IoT system can be vulnerable to potential
cyber-attacks and data intrusion. It 1s important to keep
security in mind while outlining the design considerations
for an IoT system.

Individual privacy of users 1s an essential factor to
consider. Therefore, strategies and mechanisms need to
be mmplemented to enforce privacy of data and nformation
for the user’s operation over the [oT services (Lee and
Tee, 2015).

The research offers an improved design system to be
used m the e-Commerce based on internet of things.
The new e-Commerce based on the loT system will
encompass the following elements: overview of the
e-Commerce security and the different specific security
1ssues 1n e-Commerce business. The security issue in
e-Commerce lies in the e-Commerce asset protection
which does not permit anything within the site to be
altered or destroyed. However, the system does not
guarantee the safety of the swvivors within. Such
security 1ssues include; spamming, surfing, distributed
demial of service attack, viruses, worms, trojan horses,
illegal access, masquerading or spoofing, sniffers,
operating system loopholes and theft of data
(Laudon et al., 2007).

Literature review: The internet was first developed in
1960 from the US military network (ARPANET). It was
created to link computers around the world with the
anticipation that the mterconnection would allow
sharmg and quick access of data and mformation
around the world. The World Wide Web was also
developed to create a more user friendly mterface for
the mternet. It was invented by a British scientist,
Tim-Berners Lee at the Huropean Physics Laboratory
(CERN). During this period, the internet used a GUIL
with web browsers like Netscape and Intermnet Explorer.
Web browsers became available and free of charge in
1993 and 1t was called Mosaic which was the
precursor of Netscape. The web allows connection of
different web pages through the use of a hyperlink which
creates lmk to other pages on the same website or
different websites from a different computer (Lee and Lin,
2003).
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The revolution of the internet technology has
brought in improvements in the business industry. Tt has
made applications to be easily accessible and available.
Hence, the use of e-Commerce has become more
predominant in the virtual community (Zhang and Xu,
2011).

e-Commerce: e-Commerce describes all the transactions
that are done over the internet with the help of digital
technology. Mostly, there is an exchange of money for
goods or services across boundaries of the orgamzation.
A commercial exchange or trade only occurs if there 1s a
value exchanged with a product or service (Han and L4,
2012; Terpstra et al., 2012; Presser et al., 2011).

There has been a debate on the limits of e-Commerce
and e-Business and the difference between the two. Whle
some argue that e-Commerce is a worldwide electronic
based organization supporting activities in a firm market
exchange nfrastructure meluding the information system,
others claim that e-Busmess covered both the mternal
and external electronic based activities inclusive of
e-Commerce.

e-Commerce comprises of seven umque features as
mentioned by Laudon ef al. (2007); Ubiquity, global reach,
universal standards richness, interactivity, information
density and personalization/customization (Laudon et al.,
2007; Lee and Lin, 2005; Zhang and Xu, 2011; Han and L.,
2012; Terpstra et al., 2012; Presser et al., 2011; Palfrey and
Gasser, 2008; Dinev et al, 2015, Zmud et al., 2016,
Shapiro and Varian, 1998; Goodman, 2015; Gubbia et al.,
2013; Kingston, 2001; Najafi, 2014; Rayport and Jaworski,
2002; Kalakota and Robinson, 2003).

MATERIALS AND METHODS

Internet of things communication models

Device to device communications: The network devices in
this set up rely on certain protocols for communication
and exchange of messages across the platform. The model
15 mostly used m applications that use small data packets
of information for communications such as home
automation systems. The devices usually have a direct
link with trust and security mechanisms (Fig. 1).

Light bulb < Wireless network >

Bluetooth, Z-wave, ZigBee

Fig. 1. Device to device communications

(Tschofenig et al., 2015)

Device-cloud communications: The setup uses existing
communication mechamsms like Ethernet and Wi-Fi
connections to create links between devices and the TP
network and finally comnect to the cloud. The model 1s
widely used in consumer devices such as thermostat
nests and Samsung smart TV. The connection allows
users to get remote access to the thermostat devices via
their cell phones. The technology gives users the ability
to expand the original features in the tool. The platform
allows for the integration of devices connected hence
guaranteeing security (Fig. 2).

Device to gateway model: The devices use a model of
device application layer gateway (ALG). The devices
access the cloud services through the ALG system with
the use of an mtermediate software system between the
devices and the cloud service which provide security and
data protocol translation services. The local gateway
device is usually a mobile phone through which the
application runs and communicates with devices and ease
data delivery to cloud services (Fig. 3).

Back-end data sharing model: Tt allows users to export
and analyze object data from smart cloud services and
combine them with data from other sources. Tt provides
access to sensor data uploaded to a third party. The
effective architecture enables a company the access to the
data generated from the spectrum of devices and also
allows the analysis of this data by the company. Tt also
facilitates the need and the use of mobile data and it
allows users to effectively migrate their information when
switching to the ToT. Tt helps in achieving the
interoperability between backend systems (Fig. 4).

Application service
/ provider \
Device with Device with

temperature carbon monoxide
sensor sensor

Fig. 2: Device-cloud communications (Tschofenig et al.,

2015)
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Fig. 3: Device to gateway model (Tschofenig et al., 2015)
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Fig. 4: Back-end data sharing model (Tschofenig et al.,
2015)

RESULTS AND DISCUSSION

Framework for e-Commerce based on IoT: The
architecture allows users to make use of the network
resources in a cost effective format that replaces the
traditional architectural model. Figure 5 describes an
e-Commerce model based on the IoT framework.

The base layer links the system to other service
providers. The ToT enables access to data through the
means of secure and flexible hardware resources. The
platform layer handles mass storage, parallel computing
and data mining while the application layer handle
commercial software wed in the e-Commerce business
(Palfrey and Gasser, 2008; Dinev et al., 2015, Zmud et al.,
2016; Shapiro and Varian, 1999; Goodman, 201 5).

Service provider: The service provider can either issue
pure ICT services or be a supply chain partner that
provides busmess services (B2B e-Commerce). Both
service types of service providers have to be mtegrated
on in-formation system level for seamless process
execution. This study would like to demonstrate how all
those services can support business layer of online
retailer.

Figure 6 shows an application interface is specified
as a point of access which is assigned to an application
service to expose the service to its enviromment which
could be a user or another application component. An
application function describes the internal behavior of an
application component. If this behavior is exposed
externally, this 13 done through one or more services. An
application function abstracts from the way it 1s
implemented sonly the necessary behavior is specified
(Dinev et al., 2015).

Platform provider: The pluggable service platform acts as
an intermediary between the retailer and the service
provider. The goal of the platform is twofold: it should
allow retailers to source ICT services from tlurd party
providers mstead of having all the needed functionalities
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served as native capabilities in web-shop and the platform
should enable retailer to collaborate with supply chain
partners.

Typically, this layer consists of middleware node
representing a hub and spoke solution to allow
communication between all other infrastructure nodes.
The enterprise service bus 1s an example of such a middle
ware implementation. This enables communication
between applications without requiring from each of these
applications to know the communication details of peer
applications which m the end avoiding point-to-point
system topology.

Figure 7 shows two key components in this layer are
the collaborative service and process framework and
collaborative data management. Derived from the findings
in the collaborative service and pro-cess framework
component encompasses:

A service framework which borrows its functionality
from SOA govemance and APl management,
providing the meta-services to maintain services
throughout their lifecycle

A process framework to develop, execute, analyse
and momnitor service-based process flows

The collaborative data management component as
the name suggest, provides a central repository of both
master and transaction data which can be accessed by the
E-tailer, its business partners and service providers to be
used in distributed service-based business processes.
This component exposes its functionalities as the master/
transaction data service. Master data can be viewed as
nouns (business objects) while transaction data as verbs
(action performed to the business objects).transaction
data are often categorized into financial (involves orders,
invoices, payments), work (plans and work records) and
logistic data (deliveries, travel records, etc). Master/
transaction data service ensure consistent, unified view
of data across all partners (Shapiro and Varian, 1999,
Moodie et af., 2006; Evans and Wurster, 1997, Bakos,
1997, Kambil, 1997, Shim et al., 2013).

Figure 7 shows the collaborative data management
component 1s realized by cloud-based database services,
which are commonly referred to as Database-as-a-Service
(Dbaas). One of the main benefits of cloud platforms lies
in the centralized storage of resources. Having files or
media content stored in a shared repository 1s beneficial
for reuse throughout systems and collaboration among
different par-ties. While the present cloud integration
platforms shift existing integration middleware features to
the cloud, they do not embrace this key benefit of having
shared resources among systems and collaboration
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Fig. 7: Proposed architecture for platform provider

partners. The reason for this shortcoming lies mn their
generic nature and the platforms which fail to identify the
resources. The domain specific platform architecture will
therefore define the resources that are crucial throughout
all transactions in a retailing process. Besides, DBaaS3
mherits pretty much the same benefits of outsourcing IT
infrastructure to the cloud such as flexibility, scalability
and lower investments (Sinha, 2000; Agag, 2016, Daniel,
2003; Resnick et al., 2006; Austin, 2009, Heinze, 2016,
Costa, 2016).
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Nevertheless, cloud database is perceived to be
having security issues such as lack of privacy
which can reduce trust of users. Data security in the cloud
could be preserved by meeting security requirements
such as data confidentiality, integrity and availability.
Data confidentiality means that the data in the cloud can’t
be accessed by unauthorized party. One way to achieve
this is to implement proper encryption mechanism. Data
integrity means that the stored data 1s accurate and
consistent throughout its lifecycle. Last, data availability
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Fig. 8: 10T e-Commerce secure payment mode

ensures the stored data is available when requested by
authorized users (Yang and Miao, 2005; Levina and Ross,
2003; Porter, 1985, Wortmann and Fluchter, 2015,
Carvalho and Souza, 2015; Rose ef ai., 201 5; Mulani and
Pingle, 2016; Endo et al., 2012, Tschofenig et al., 2015,
Shelkikar and Wagh, 2016).

Current problem: The common online electronic payment
systems include the internet bank card payment system
which enables users to pay for services online by using
credit card payment systems. The system operates on
four basic models namely, no security model, third party
brokers paid model simple encrypted payment model and
security electronic transaction model such as SET. This
study will address specific problem on the use of debit
and credit card online. Once a credit card has been used
in an online transaction, it becomes vulnerable to be used
or abused for another transaction due to anonymity issue.
Another electronic payment system 15 the e-Cash mternet
payment system which is more efficient as it provides
anonymity, saves on transaction and transmission
costs and enhances flexibility. Other methods including
the e-Purse and e-Check mternet payment systems are
also vulnerably subjected to the above problem.
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Proposed model: The e-Commerce system consideration
can be viewed in three different dimensions. The dynamic
control used for system upgrade, the real time detection,
response and recovery and security coordination between
similar components (Lee and TLee, 2015). Figure 8
llustrates the working of an IoT e-Commerce secure
payment mode. This new model will pay special attention
to the new card number. This IoT card number will be
dynamically changed and updated to the new number.
Therefore, it will be a unique number per transaction
which 1s recognized by the IoT service providers since it
1s digitally signed by the financial provider.

The proposed model is based
perceive (PC) is a personal mobile intelligent terminal of
the e-Commerce businesses. Lightweight Tablet PC 1s
used as a carrier with an embedded RFID reader payment
module, smart card payment is perfect integration with

on Pocket

online sales, it realizes a simple and secure payment
application mode. IoT PDAs payment resolved program
15 that RFID reader module 1s combined with tablet PCs for
the first time, the user does not need to pay by
cumbersome online banking, there is just a portable
handheld computers, the entire process 1s completely
contactless (Fedyshin, 2016).
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The ToT smart card payment is different payment with
other online payment tool such as Alipay, Tenpay and
this payment 1s the irmovation applications of the latest
IoT RFID contactless technology. Intermnet shopping 1s
combined together with ToT payment, lightweight Tablet
PC is used as a carrier, payment module is embedded in
the RFID reader, sunple and secure smart card payment
application mode 1s achieved by technical means. In IoT
handheld payment, all funds were allocated through a
bank dedicated channel to avoid security risks through
open Intemnet. By using the AES algorithm, all the data are
encrypted for users on the card and on data transmission
from mobile devices to clearing center, these ensure
maximum safety of funds.

CONCLUSION

In this study, the development trend of ToT
applications has been analyzed in e-Commerce, the
problems are described i traditional e-Commerce. In the
ToT technology application, there are three important
aspects such as e-Commerce inventory, logistics and
payment. This research studied the key technical issues
of e-Commerce security measures.

The ToT technology applications are very broad
in e-Commerce, its application methods and types are
varied. IoT technology can be used in various aspects of
e-Commerce, it has brought not only a new economic
growth point in e-Commerce and a series of problems can
be solved and the core competitiveness is enhanced
significantly for e-Commerce. But it must be clearly
recognized that the application of IoT technology 1s still
at a relatively and early stage, the relevant technology is
not mature. This requires current research focus on the
long term, IoT technology and standards also are
umproved and elated. Only in this way, can make good use
of this new ToT technologies, there is a huge impetus to
the development of e-Commerce.

SUGGESTIONS

Tt is of great importance to attach the presence of
network security, system stability, data protection and
other issues. There are good alternatives, a good balance
is grasped between development demand and technology
management system, the order and healthy development
15 achieved m the IoT industry. The development of
machine-to-machine IoT business 1s accelerated in electric
power, logistics, manufacturing, security and other fields.
The support system of ToT technology, service platforms
and management platform are built and the operating
environment is created to adapt to universal access [oT.
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