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Abstract: In this study, current network architecture and characteristics of the campus network at the
University of Kufa (UoK) is presented and survey. The research methodology includes preliminary study, data
collection and analysis, modeling, proposing and evaluation phase. A survey questionnaire is conducted to
evaluate the current network performance from the user’s perspective and administrators for different colleges.
Data are collected from 186 respondents that included 178 employees and 8 admins through online and paper
surveys. Survey results have shown that most users are not satisfied with the existing network performance
regarding several network services such as availability, Quality of Service (QoS). Additionally, the survey is
validated by three experts through a structured mterview. Most of the feedback from the experts match the
results of the questiommaire. Thus, after identified several factors that could be influenced, we proposed a
number of criteria to enhance the performance of the current network such as fault-tolerance, scalability, Quality
of Service (QoS3) and security. To achieve the proposed criteria, packet tracer software 1s used to design and
simulate the new networl architecture. The proposed campus network design is capable of delivering a service
with 24/7 availability, ability to accommodate the mcreased number of users in future, the ability of packet
prioritizing and improved security. Finally, a structured interview is conducted to validate the proposed design
by five experts. Most of the feedback of the experts' match the results of the research that led the proposed
switched campus network 15 acceptance.
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INTRODUCTION

Divers of engineering and architectural aspects
should be leveraged m modemn converged campus
networks from the design standpoint. These principles
encompass resiliency, modularity and hierarchy in campus
networks. Performance of a network is influenced by the
user satisfaction which 1s related to network services
provided Fault tolerance, scalability, Quality of Service
(Qo8) and security are four basic advantages that need to
address m terms of network architectures to meet user
satisfaction (Oppenheimer, 2004). Availability means the
amount of time that a network 1s available to users without
interruptions and it achievable by accomplishing three
criteria such as reliability, redundancy and resiliency.
Scalability refers to how much growth a network design
can support in future as the network users increase.
Whlst, QoS can be defined as the priority of data transfer

within the network, data mclude: voice, video or data
application and the security define protect the network
from attack or theft and it two types: software and
hardware. Recently with the rapid development of
network technology, the increasing complexity of network
architectures and the increasing diversity of network
services have resulted in a high demand for network
capacity and network performance (Liu et af., 2012). As
well, managing a network includes making changes as the
network grows to carry more traffic or reach more users
and troubleshooting the network when things go wrong
or performance isn't as desired (Abdulkareem ez al.,
2016).

Several studies have critically analyzed network
performance based on factors like data loss, jitter and
ping. However, network outage was not considered
adequately mainly because of the challenges to find a way
to precisely measure network failure (Choi et al., 2007). In
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1996, Beeharry and Schneider have examined University
of Mauritius network development, changing nature of
the computer science, proposed recommendations
(Beeharry and Schneider, 1996). As well, Baek et al. in
2007, attempted to present a campus network study that
provided insights into behaviors and conditions of access
network availability, the analysis that provided mn both
link failure and outage. The proposed network was
required modeling the characteristics of the access
network and developmg a tool to find error-prone links,
nodes and parts of the network in a more scalable
and effective mammer (Choi et al, 2007). Likewise,
Mukarram et al i 2009 proposed a design and
implementation for Ether-Trace, passive layer-2 topology
discovery tool that operated i Virtual Local Area
Networl (VLAN) environment, exam in sharing affects the
accuracy and specificity of fault diagnosis. The limitations
of the proposed design required more topology examines
the relationship between VLANs and Internet Protocol
(IP) topelogies in campus and enterprise network, also
required designing tools could improve network planning
and operations (Tariq ef al., 2009). On the other hand, in
2011, Adam and Elizabeth have analyzed the issues and
challenges that are involved mn moving very large files
over a campus network that shared by thousands of
concurrent users running a variety of applications.
Campus networks can be handled large file transmissions
if the control is placed in the purview of a system agent
such as the border controller (Villa and Varki, 2011). Also
Zubair ef al. in 201 2, integrated security with QoS and the
limitation 1s the proposed approach provided payoffs to
the users participating in the game, also it revealed
complex and contrasting demands for different quality of
service and security (Fadlullah ef al., 2012). Finally, Karl
and Mike, 2015 described a successful approach to
designing and implementing a High-Performance
Computing (HPC) class focused on creating competency
in building, configuring, programming, troubleshooting
and benchmarking HPC clusters, the limitation 1s required
these clusters extremely large to powerful and also
requiring use these clusters to debug parallel programs
(Frinkle and Morris, 20135).

In this study, four main objectives were taken into
consideration to design a high-performance switched
campus network: UoK case study. We present a study
that evaluates the current performance metrics for the
University of Kufa network by making a questionnaire to
employees and administrators that contain structured
questions with relation to availability, scalability and QoS.
The objectives of this study are: to investigate the

network
direct correlation between network design and the

current characteristics by showing the
University’s demand, to identify the various obstacles
and factors that would be encountered in order to
build an appropriate and reliable high-performance
switched campus networls, to design a high-performance
switched campus network: University of Kufa (UoK)
case study, to evaluate and analyze the proposed design
based on fault-tolerance, scalability, quality of service
(QoS) and security metrics by using packet tracer
software.

MATERIALS AND METHODS

When an issue or problem occurs, a systematic
approach to solve this problem must be applied.
Therefore, the methodology scope i1s wider than the
methods in research (Kothari, 2010, Ali, 2016). This study
introduces the methodology employed in this study to
propose a high performance switched campus network
among the University of Kufa as a case study. Also,
highlights all the metrics used in the network campus
design. The research methodology aims to provide a deep
understanding of the study field. Figure 1 shows the five
phases that explain the research methodology, achieving
study. The
preliminary phase or phase ome, investigate network
characteristics by present the direct correlation between

the research objectives presented in

network design and umiversity demands and lghlights
network characteristics and criteria. Phase two or data
collection and analysis phase describes the research
instruments which is questionnaire and experts interview
to validate the questionnaire as well as present methods
for data collection and analysis. Modelling phase or
phase three identify and evaluate the performance of the
existing UoK campus network. Define the various
obstacles and factors based on previous phases which
lead to propose a campus design with a high-performance
network. Proposing phase or phase four which proposing
a high-performance switched campus network depend on
phase three Finally, the
conclusions phase or phase five which evaluates and

results. evaluation and
analyzes the proposed switched campus network design
according to fault-tolerance, scalability, Quality of Service
(Qo8) and security metrics as well based on prototype
simulation which 1s packet-tracer and experts mterview.
Each phase involves separate processes but each phase
15 based on the outcomes of the preceding phase.
Figure 1 illustrates this study’s methodology with five
phases through a flowchart.
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Phase one (Preliminary study)
(Primary study)

[ Phase two (Data collection and analysis) ]

Investigate network
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Il

Highlights common
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and criteria

[ Phase four (Proposing phase) ]
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Questionnaire

3

Experts interview

Data collection

Data analysis

[ Phase three (Modeling phase) ]

Proposing a high-performance
switched campus network

[ Phase five (Evaluation and conclusions) ]

Evaluate the proposed design

Interview

Prototype
simulation

Conclusion

Fig. 1: Five phases of the research methodology

RESULTS AND DISCUSSION

Preliminary study (phase one): Preliminary study or
phase one achieves the first objective which is to
mvestigate network characteristics by present the direct
correlation between the existing network performance and
university demands. This phase mvestigates common
network adventages and characteristics considered by
public  sectors in designing a campus network. The
literature review helped m identifying the problem
statement sub-phase. Conceptually, this review provides
msights mto previous and existing work conducted in the
same area according to the main components (keywords)
in the title of the research. This review also defines the
direct correlation between network design and university

<=

Evaluate the performance of the
existing campus network for UoK

J

Define various obstacles and factors
for existing UoK network

J

Research objectives

Research problem

demands. Factors that affect network campus design
among an academic sector are highlights and discuss in
the next phase.

University of Kufa (UoK) is located in southwestern
Iraq. Campus network comprises multi-builldings in a
particular networlk, it usually is LAN network. The TJoK
campus network comprises of 21 LANs. These LANs are
distributed among UoK faculties. Collectively, UoK
campus network follows hierarchical network design
(Fig. 2). The hierarchical network design will not only
provide an expanding the network in the future but also
makes 1t easy to troubleshoot any 1ssue that may occur on
any node or part of the network. However, due to lack of
documentation, the hierarchical network design was put
mto agood use. It 1s not clear how many devices and
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Fig. 2: Hierarchical design of the UoK campus network

what are functionalities of each device used in each block
of the hierarchical design. Which led to difficulty in
mamtaiming and expanding the network. Moreover, 1t was
a big challenge to collect detailed data about the current
network characteristics.

Data collection and analysis (Phase two)

Research instruments: A questionnaire is used to collect
original data to describe a population to be observed
directly (Mouton, 1996). This design was selected to meet
the objectives of the study, namely, to mnvestigate the
current network characteristics by showing the direct
correlation between network design and the University’s
demand. As well as, to identify the various obstacles and
factors that would be encountered m order to build an
appropriate and reliable high-performance switched
campus network (Fig. 3).

First, the questionnaire was designed using the
Google form tool for online survey. In addition, the
questionnaire was designed in two languages, namely,
English and Arabic, to ensure the simplicity of the survey.
These methods help respondents understand the
questionnaire  and  provide  adequate
Furthermore, we comsidered respondents from two
independent groups; namely admins and employees.
These groups are working in the networking campus
among 11 faculties and two centers. Second, the
questions of the structured questionnaire were related to
the influence factors of this study such as availability,
scalability, QoS, security and documentation. The
questiommaire was divided into five sections with 25

arswers.

[ Input of questions ]

v

[ Questions ]
* Yes

Questions
validation
and
verification

|: Finalization :l

[ Question distributed ]
[ Responses collection ]
[ Responses analysis ]

Fig. 3: Research instruments

questions in total. Third, validation and verification were
performed by interviewing and consulting three experts.
In this stage, the questions were revised and polished
many times to make the questiommaire clear for the
respondents. A final form of the questionnaire was
created and readily distributed among the respondents.
Fourth, distribution was conducted in two ways namely,
online and hard copy. The advantage of the online survey
is that the online form can be simply accessed via. a link
shared through the email, social networks, etc. For the
hard copy form, the process of distribution was completed
by distributing the form among employees and network
admins 1n 11 faculties at the Umversity of Kufa. Fifth, all
responses collected from the particular respondents were
collated (see next sub-phase). Finally, an analysis was
conducted after data collection.

Data collection and analysis: The questionnaire was
delivered manually by hand to the target respondents.
However, other responses were obtamed through the
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Fig. 5: Bar chart shows percentage of respondent’s
answers regarding to the stability
conmnection

internet

electronic form. The Google drive tool provided the
section concermng the collection of responses. These
responses were stored in an Excel sheet contamning all
submitted forms. For the hard copy forms, the data was
entered manually into excel sheet (or Table). The number
of responses included 178 employees and & admins
among 11 faculties and 2 centers. Data were analyzed with
the statistical package for the Microsoft Hxcel. Data
analysis was established to identify which network
metrics or factors are influenced such as availability,
scalability, QoS, security, documentation, redundancy,
VLAN, ACL and fault tolerance. A total of 186
respondents participated in this study. Internet stability
and network issues when getting the service are
described based on the results of Fig. 4 and 3,
respectively.

Figure 4 illustrated respondent’s answers to three
questions of the survey. It can be seen from the first bar
chart which represents the first question of the survey,
that 76.6% of the respondent’s statement that the networlk
connection is not stable. The second bar chart shows that
62.8% said “Yes” when asked whether they have 1ssues
comnecting to the network inside their faculties. The last
chart shows that 58.9% of the respondents have issues
connecting to network when visiting other faculties.

One way to determine the reliability of the network 1s
by calculating how many times the network signal drops
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§
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Fig. 6: Percentage of respondent’s answers among the
rating of the mternet breakdown recovery
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Fig. 7: Percentage of respondent’s answers respect to the
response time (in milliseconds) via. pinging two
devices inside campus network

per unit of time. The bar chart in Fig. 5 is shown how often
the employees of the University of Kufa loses network
availability per day.

As well as, the results of the internet breakdown
recovery. Based on the Fig. 6 results, noted that the
highest percentage of the recovery from breakdown was
the same day. As a long time, Fig. 7 presents the
percentage of respondent’s answers when asked about
the response time (in milliseconds) when pinging two
devices inside campus network (Fig. 7). Based on the
previous results from Fig. 5 and 6 that concluded the
Availability criterion was unverified. On the other hand,
QoS, VLAN, Redundancy Metrics for the UoK Network
were questions distributed and analysis as we see in
Fig. 8.

Figure 8 summarized responses from admins when
given a series of questions associated with network
redundancy, QoS, VLANs and other criteria that can
directly impact network performance. According to Fig. 8,
all the admms who participated m this study have
admitted that the network does not offer any level of
redundancy. However, more than half claim that the
network offers a good level of availability. When asked
about the availability of network documentation, 70%
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Table 1: Performance of the existing network design

Cormmon network campus performance metrics

Documentation

Qo8 Security Redundancy

Network campus design Availability Scalability
UoK existing design . Limited
Propose design .
Ping response time (msec)
More 0, 0%
300 msec. 29.2,
29%
200 msec. 70.8,

71%

Fig. 8: Questions to the network admins regarding to
Qo3, VLAN, redundancy metrics for the UoK
network

assured that mformation regarding hardware and software
used 1 the network 1s well mamtamed and documented to
be used when needed. Despite that the majority state that
the UoK network is scalable to a certain level, 14.9% said
that the network 1s not scalable and might not handle the
mncreased number of users in future.

Modelling phase Three: The results of the analysis
performed on the collected data were used to determine
the key factors to be regarded as an input m this phase.
The purpose is to identify influence factors and propose
an appropriate design for UoK network campus. Based on
the previous results in data analysis section. There are
many reasons for low network usages, from Fig. 4, noted
that the uncertainty percentage of scalability criterion was
76.6 and config TP was 62.8 (connection within faculty)
and config IP was 58.9 (connection within campus), then
scalability criterion unverified in the campus network.
And from Fig. 5, the highest percentage was (2 or more)
mean the signal is interrupted twice or more per day and
based on the Fig. 6 results, noted that the highest
percentage of recovery from breakdown was same day,
then regarding to the results of the Fig. 5 and 6 that
concluded the availability criterion was unverified From
the results of Fig. 8, the Redundancy, QoS and VLLAN
unverified also. Identifying the wvarious obstacles and
factors i the existing UoK network services would
lead to building a more successful design that
addresses all obstacles and factors. The limitations of
the previous network characteristics are shown in
Table 1.

As can be seen from Table 1, no redundancy
measures available in the current campus network design.
Which 18 why many employees, according to the survey
data, have reported issues with the network stability. UoK
network admins admit that there is a single link that
comnects the UoK network to the ISP. This means when
the link between ITRDC and ISP fails, the entire campus
network including faculties and centers will lose
connection to the Internet. To avoid this problem, two
links are established to ISP. Where one link acting as the
primary and the other one as the backup link. The backup
link will be used only when the primary link fails.
Switching between links 1s done automatically by setting
floating routing configuration on ITRDC router, so that,
no manual adjustment is needed if the primary link is
failed. Another issue can be concluded from the above
table 1s the lack of any documentation regarding the
network. The logical and physical topology of the current
network is not clear nor documented adequately. That
troubleshooting can be extremely difficult
especially if the network admin has no background
information regarding the current network mfrastructure.
Designing the entire campus network using a network
simulation software like packet tracer can mitigate this
problem. In our proposed network design we used packet
tracer to provide an easy and comprehensive presentation
of the campus network. A table with TPv4 addresses is
also documented and provided. The IPv4 addresses table
include network subnets which are calculated according
to campus network requirements. The table also shows all
networking device’s names and interface addresses which
act as a reference that the network admin can refer to
whenever troubleshooting 1s needed.

means

Proposing design (HPSCN) phase Four : In this phase,
two related sub-phases that pertain to the problem
statement are highlighted to address the main objectives
of this study. In addition, this phase introduced the
proposing network design campus for UoK to provide
common network characteristics that identify the research
questions that must be answered according to the
objectives and problem statement. Based on results from
the previous analysis, the basic criteria of the campus
network are not achieved by the current UoK network. So,
we propose a new design for the network using packet
tracer as a software used to simulate the proposed design
network (Fig. 9).
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Fig. 9: Prototype simulation of the proposed UoK network campus design

The proposed network design is simulated using
Cisco packet tracer software. The network design
simulates campus network that includes three major areas
these are: Faculty of Physical Planming, Kufa Studies
Center and ITRDC. In terms of technical details of the
network; routing, switching, IP addressing and subnetting
were all taken into account during designing phase. To
meet routing requirements, the networle utilizes OSPF
routing protocol for maximum compatibility among the
network departments. Regarding the comnectivity with
ISP, two connections were utilized. With one connection
act as a backup comnection n case the primary
comnection 18 failed, this has mcreased the reliability of
connection to the intermet. The LANs used in the network
are not only complex but quite large in size too. Thus
VLAN technology was used to control broadeast through
the network for the purpose of improving the security and
organize user groups using 802.1 trunk routing for IPv4.
Port-Security will be enabled across switch ports that are
operating in access mode. TP address subnetting process
was implemented while taking into account the potential
growth in future. As a result, the network is designed to
accommodate doubled the number of users. This 1s
important to ensure scalability as more departments
and courses are added almost every year to the
university.

Survey results have shown that most users are not
satisfied with the existing network performance regarding
several network services such as availability, Quality of

Service (QoS). Additionally, survey results are validated
by three experts through a structured interview. Most of
the feedback of the experts match the results of the
questionnaire. Thus, we proposed a number of criteria to
enhance the performance of the current networlk such as
fault-tolerance, scalability, Quality of Service (QoS) and
security. To achieve the proposed criteria, packet tracer
software is used to design and test the new network
architecture.

Evaluation and conclusions phase Five: A set of common
factors and relationships was proposed based on
literature. A
relationships. The findings of the survey were evaluated
and validated by three experts. The feedback and
comments of the experts were used to finalize the
proposed UoK design network. Different methods were

survey was conducted to test these

used to evaluate the performance of the proposed UoK
switched campus network. Firstly, packet tracer simulation
tool was used to test and evaluate several criteria of the
proposed campus design. These metrics are availability,
scalability and QoS as we preset in this section. Secondly,
a structured interview 1s conducted to validate the
proposed design by five experts.

By using packet tracer sunulation tool, the proposed
design meet and achieve the following characteristics:
Availability criterion was validated by the alternative path
as shown in Fig. 9 (packet tracer). From scalability end,
the range of TPs for physical planning faculty was
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10.0.80.0/21 because the number of users increases
continuously then calculate at least 100% growth over 5
next year, this calculation include students, academics,
employees and admin groups. Ranges of IPs for Kufa
studies center was 10.0.88.0/24 without calculating growth
because of the number of users approximately constant.
Then this criterion verified by calculating an increase in
the number of users within the next 5 years. Moreover,
five experts that conducted interviews in the area of
networking were asked to validate the outcomes of the
proposed campus design. The choice of the experts was
based on their expertise in this area. However, their
number was based on their willingness to participate in
this study. The majority of the results provided by the
experts matched the outcome of the analysis. The experts
indicated that the causal relationships are significant.
Thus, we conclude that the network design is
acceptable.

CONCLUSION

In this article, we briefly examine the network
architecture and characteristics for the University of Kufa.
Survey questionnaire 1s conducted to discuss the issues
and constraints of the current network utilization in the
expanding university. A number of objectives are
proposed to design a High Performance Switched Campus
Network (HPSCN): the Umiversity of Kufa as a case study.
These objectives are achieved by investigating the
characteristics of the current network by showing the
direct relationship between network design and university
networking demands. The survey data helped to design
a high-performance switched campus network. The
proposed network design 1s evaluated and analyzed the
proposed design based on several metrics such as
fault-tolerance, scalability, Quality of Service (QoS3) and
security by using packet tracer software simulation
program as well based on five expert’s assessment.
Finally,
high-performance network on campus that 1s fully
scalable, more secure and effectively used. In addition,

proposed recommendations to develop a

the proposed campus network design is capable of
delivering a service with 24/7 availability, ability to
accominodate the mcreased number of users n future, the
ability of packet prioritizing and improved security. As
part of the future directions, we are planning to extend the
proposed network design to mvolve more colleges. And
also mclude [Pv6, manageability and adaptability metrics
for the future networl: design.
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