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Abstract: Everyday objects are generating a large amount of data via. different technologies like Radio
Frequency Identification (RFID) and Wireless Sensors Network (WSN). This data should be stored and
communicated via. protocols. Two of the most important protocols used in the Internet of Things for
lightweight devices and constrained resources and based on publish/subscribe model are Message Queuing
Telemetry Transport (MQTT) and Constrained Application Protocol (CoAP). In this study, we describe and
compare these two emerging messaging protocols to address the needs of these lightweight IoT nodes, we
reveal some of their limitations then we quantitatively evaluate their performances using a network emulator
allowing to emulate throughput, latency and inter-arrival time using different scenarios and metrics and finally,

we conclude with some future directions.

Key words: Application layer protocols, CoAP, comparison, MQTT, performances, scenarios

INTRODUCTION

Nowadays, objects have the ability to generate a
large amount of data thus, it should communicate with
each other or with a corresponding node to transfer data
via. the internet. This task is accomplished almost always
thanks to the use of WSN.

Recently, Wireless Sensor Networks (WSNs) have
been widely used and are deployed in many applications
in order to measure, control or detect physical and
environmental events like pressure, humidity, temperature
and pollution levels as well as other critical parameters.
Applications usually used to send queries to concerned
sensors to retrieve values periodically from  the
measurements or detections. However, 1n recent critical
applications of WSN which require intervention such as
home automation, industry process control, healthcare,
environment monitoring, smart grid and ambient assisted
living, the challenge 1s getting information when an event
of interest occurs in order to react in real-time. In this
context, the publish/subscribe model (Eugster et al., 2003)
is  the appropriate covering these
requirements. This model mcludes two fundamental
entities, the first entity 1s called the subscriber and the
second one is called the publisher. Subscribers have the
ability to express their interest in events produced by

most model

publishers. The registration of subscribers in different
events 18 called subseription. On the other hand,

publishers are entities that generate information in order
to be forwarded to the interested subscribers. This model
allows subscribers to receive information without the
need of being actively participating in the interaction with
publishers at the same time. Moreover, in this model
publishers and subscribers do not need to know about
each other.

Furthermore, this mteraction 1s performed in an
asynchronous way that means that publishers and
subscribers can publish or receive event information in a
different time slot. In other words, subscribers can receive
information even if they perform an activity and
publishers as well are not blocked while producing
events. This feature makes the pub/sub model more
scalable and flexible and provides more dynamic network
topology. That’s the reason why it 15 lughly suitable for
WSN and for current trends of ToT.

The most important protocols based on this model
are MOQTT, CoAP, AMQP, XMPP and DDS but only two
protocols are highlighted m this study, MQTT
(Anonymous, 2014) and CoAP. This goes back to the fact
that MQTT and CoAP are the most used and appropriate
protocol for lightweight devices
resources in terms of memory, energy and computing. So,
in the following of this study, we will describe the
different aspects of these two protocols as well as a

and constrained

comparative study of their essential characteristics i1s
drawn.
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Fig. 1: MQTT and CoAP overview architectures (Stransberry, 2015)

Recently, these two protocols have been widely
used in different application fields, we mention some
applications, for example, MQTT has been used for
remote monitoring applications (Robinson ef al., 2005;
Maynard, 2011), messaging applications (Zhang,
2011) and a range of home automation applications
(Shin et af., 2015). Furthermore, MQTT has been used
also for education control (Prada et al., 2016).

On the other hand, CoAP has been deployed in
several application fields
networks and M2M applications ranging from smart grid,
building and home automation (Bergmann et al., 2012;
Martins et al., 2016), smart cities (Krimmling and Peter,
2014) to healthcare industry (Nachabe et al., 2015) where
real-time updates of the patient's status were provided via.
CoAP.

for resource constrained

Background: In this study we describe the two
publish/subscribe  protocols dedicated to resource
constrained networks in particular, focused on the
wireless sensor networks. The first protocol is Message
Queuing Telemetry Transport (MQTT) and the second
15 Comstramned Application Protocol (CoAP).

Both CoAP and MQTT implement a lightweight
application layer, as shown in Fig. 1 where an overview of
the two protocols architecture and the support
communication of data generated from sensors to the
cloud and smartphones 1s drawn.

In fact in the literature, there are several works 1n
which MQTT and CoAP protocols are together evaluated
like by Mijovic et al. (2016) where researchers present a
comparative study of these two protocols via. a real
experimentation. By Thangavel et al. (2014) researchers
present an evaluation of MQTT and CoAP performance
via. a common middleware. However, a study of industrial
protocols m the IoT mecluding MQTT and CoAP 1s

presented in Foster. Furthermore by Billavista and
Zamni  (2016) researchers propose a combined
explottation of MQTT and CoAP in order to achieve
better scalability.

By Collina et al. (2014), MQTT and CoAP protocols
are analyzed comparatively in terms of latency and
throughput. Researchers have exploited a platform
called Ponte in order to simulate different network
characteristics as packet loss, delay and bandwidth
limitations.

In this study, we will describe each protocol
separately then we will proceed to a critical comparative
study of some characteristics characterizing MQTT and
CoAP and we will evaluate their performances in terms of
efficiency and latency according to different metrics.

MATERIALS AND METHODS

MQTT overview: MQTT was proposed by OASIS to
support loT communications. It 138 a lightweight
messaging  protocol oriented to be used in
resource-constrained devices and Machine-to-Machine
(M2M) mteractions in the mobile sector. MQTT 1is an
application layer; it mcludes three components a
subscriber, a publisher and a broker. It uses a topic-based
publish-subscribe architecture as shown in Fig. 2.

To establish a communication between the three
MQTT components, three interactions are required,
subscribers should subscribe to an or many particular
topics in which they are interested, clients or publishers
start publishing messages on different topics in the
broker, all subscribers subscribed to this topics will
receive the messages published via. the broker. This
synchronisation is drawn in Fig. 3.

On the other hand, MQTT is like HyperText Transfer
Protocol (HTTP), it relies on Transmission Control
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Protocol (TCP). However, compared to HTTP, MQTT is
designed to have a lower protocol overhead. Additionally,
MOQTT 1s secure i terms of messages loss, 1.e., even if the
connection breaks off briefly, all messages are transmitted
to clients, solving problems that arise upon unreliable
commumications (Luzuriaga ef al., 201 5a, b).

Nowadays, two main specifications exist for MQTT,
MQTT V.3.1 (Locke, 2010) and MQTT-SN (also known as
MQTT-S) (Stanford-Clark and Trueng, 2013).

MQTT protocol provides a support for delivering
messages between publishers and subscribers. QoS is an
attribute  of an individual MQTT message being
published. So, to guarantee that a message has been
received an acknowledgments exchange mechamsm
between the client and the broker is taken place. This
mechanism is associated with a quality of service level
specified on each message (Patierno, 2014).

QoS level zero (QoS = O): The sender sends the message
only once and no retries are performed in other words,
“Fire and forget”. In this level messages are not
necessarily delivered to thewr destination, thus totally
depends on the reliability of TCP/AP. If a TCP/TP session
1s broken, the messages are lost.

QoS level one (QoS = 1): MQTT ensures that a message
arrives at its destination at least once. So, the published
message 1s stored m the publisher mternal buffer until it
receives the ACK packet Once the acknowledgment 1s
received, the message is deleted from the buffer. If a

TCP/IP session is broken and regarding the limited space
of the buffer, it can store only a few messages until the
when the again
acknowledgment messages again are delivered.

time sesslon  1s restored and

QoS level two (QoS = 2): MQTT guarantees that a
published message will be delivered exactly once. In this
level, two-step acknowledgment process 1s used in order
to assure that neither loss nor duplication of messages
will happen.

Nevertheless, MQTT presents
especially in mobile environments and as we know, it is
sure that the efficient handling of mobility is crucial for

some limitations

the overall performance of ToT applications. In this
context and to overcome this problem, researchers in
(Luzuriaga et ol , 2015b) propose an intermediate buffering
and evaluate it in various scenarios where the publisher
node suffers a handover process due to mobility. In the
same context, a seamless handover for a hotspot
network using a buffering techmque is proposed by
Yamagata et al. (2006) where researchers propose to store
messages m the buffer placed on each access point
during the handover of the mobile terminal. At the end of
the handover, the current access pomnt transfers messages
to the new access point. However, by Luzuriaga et al.
(2016) researchers propose a cross-layer solution and an
intermediate buffer located on each mobile termmal. This
improves the device connectivity according to the data
layer management and guarantees that no mformation 1s
lost in the data delivery.

In the following, we will present a CoAP overview
then we will open a discussion around the CoAP
limitations.

CoAP overview: CoAP has been designed by the Internet
Engineering Task Force (IETF) to support loT with
lightweight messaging for constrained devices operating
in a constrained environment. Like MQTT, CoAP is an
application layer protocol but based on a REST
architecture. In this architecture an application process
affords resources to applications and a Universal
Resource Tdentifiers (URT) defines these resources CoAP
defines two kinds of interactions between end-points, the
client/server and the publish/subscribe mteractions. The
client/server model supports two interaction types, a
one-to-one mteraction, 1.e., request/reply and a multi-cast
interaction, ie., a client interrogating several servers
using requests and the publish/subscribe
called the observer model, here, the server plays the

model

role of a publisher and the observer plays the role of a
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Fig. 4: An overview architecture of CoAP protocol

subscriber. A server can send messages of notifications
called publications about an event interesting the
observer.

Unlike MQTT and HTTP, CoAP doesn’t run over
TCP, 1t runs over UDP. Communication between clients
afforded through
datagrams. Retries and reordering are implemented in the
application stack. UDP broadcast and multicast are also
allowed by CoAP for addressing (JTaffey, 2014). Otherwise,
CoAP 1s considered more suitable for the IoT domain, this
is going back to the fact that it is possible to build
sufficiently basic error checking and verification for UDP
to malee sure that message arrived without the significant
communication overhead as in the case of TCP
(Masek et al., 2016). Overview architecture of CoAP
protocol is drawn in Fig. 4.

and servers is connectionless

In addition, CoAP utilizes four message types;
confirmable, non-confirmable, reset and acknowledgment
where two of them concern reliability messages. The
reliability of CoAP 1s sumple compared to MOQTT quality
of service, it consists of a confirmable message and
a non-confirmable message (Davis et al.,, 2013). In the
case of confirmable message an Acknowledgment
message (ACK) 13 sent to the sender from the mtended
recipient, else the message is retransmitted. This is justa
confirmation that the message is received but it doesn’t
confirm that its contents were decoded correctly.
However, a non-confirmable message is fire and forget,
1.e., no reception confirmation.

CoAP  has increasingly proposed for
gathering data from smart sensors and controlling
However, CoAP needs
requirements to compete with older, traditional networlk

become

constrained  devices. more
management protocols which allow realizing wvery
similar functions such as SNMP (Stallings, 1999) and
NETCONF.

As MQTT, the mobility of device represents
limitation that Thinders the
finctioning of CoAP protocol and causes the loss
of packets. In order to overcome this limitation,

the great proper

researchers m (Choi and Koh, 2016) propose to
use a proxy mobile TPv6 for mobility management.
However, in Chun and Park (2015) a mobile CoAP for
mobility management (CoMP) 1s presented. Here,
researchers propose to keep track of the current mobile
sensor IP addresses during the handover and using both
HTTP and CoAP sensed data is reliably delivered to the
Web clients.

Furthermore, the second himitation to quote in CoAP
munning is the network congestion. Even if the core CoAP
specification defines a basic congestion control
mechanism to make it able to handle congestion
control by itself, CoAP is not capable of adapting to
network conditions. That the reason why researchers in
Betzler et al. (2016) exhibit CoCoA; an advanced

congestion control mechamsm for CoAP.

Summary: In the process of subscription-publication,
the challenge is to accomplish the message delivery
with a high efficiency, a low latency and a low
packet loss rate using one of reliability and QoS
level. Otherwise,
select the appropriate QoS
publications and subscriptions, thus the decision to use

it is up to the application to
level for its
one of these levels 1impacts on the application
performance as well as on the use of bandwidth and
battery life of devices.

although the traditional

effectiveness, the need for a suitable protocol for

However, protocol’s

IoT applications mvolving constrained devices 1s
necessary because the biggest obstacle in the functioning
of these devices 1s energy consumption (Johnson, 2016).
Furthermore, regarding the fact that devices are expected
to continue functioning for many years, researchers are
urged to come up with appropriate solutions. In the
following, a comparative study of MQTT and CoAP is
drawn.

Comparison: MQTT and CoAP are rapidly emerging and
integrating the IoT market as leading lightweight
messaging protocols Each
protocol umque benefits and each poses
challenges and tradeoffs. The strengths and issues of

for constrained devices.
offers

these two protocols are summarized n Table 1. A
summary of the key criteria considered in this study is
drawn in Table 2.
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Table 1: Strengths and issues in both MQTT and CoAP (Stansberry, 2016)

Strengths Tssues

MQTT

Publish/subscribe model Central broker
MQTT s pub/sub model offers scalability and good performances TCP

Space decoupling

Nodes get information directly from the central broker without having any
knowledge of the sender node

Time decoupling

Nodes don’t have to be active while others are publishing.
Synchronization decoupling

Data received from a node in full operation is queued by the broker until
the receiving node has finished

Flexible topic subscriptions

An MQTT node can subscribe to all messages concerning a given event.
A broker dysfunction led to a network inoperability

CoAP

UDP

Connectionless datagrams enable devices to conserve energy as it will sleep for

a long period of time
Multi-cast support

A CoAP network supports one-to-one, one-to-marty or many-to-many function.

Asynchronous communication

CoAP has a simplified observer mechanism similar to MQTT broker but it
doesn’t need the same requirements. The observer enables nodes to observe
others without actively engaging them

The commection mode of TCP requires a persistent session between
communicating nodes, however regarding the energy of resource-constrained
devices, this persistence becomes difficult.

Wake up time

The process of connection of TCP which precede exchanging messages

is multi-step. This increases comrmunication times and reduces battery life,
especially for nodes with periodic or repetitive traffic

Standard maturity (complexity)

It is easier to run an MQTT network than a similar network using CoAP.
Indeed CoAP presents several interoperability challenges.

Message reliability (QoS level)

It is simple but not trustworthy, since, confirmable message confirms that
the message is received but without confirmation that the message was
correctly decoded. However, non-confirmable messages is fire and forget

Table 2: Summary of kev comparison criteria

Table 3: Emulation parameters

Variables MOTT CoAP
Abstraction Pub/Sub Request/Reply
Architecture style Brokered p2pP
Qos At most once Confirmable messages
At least once non-confirmable messages
Exactly one
Interoperability Partial Yes
Transp orts TCP UDP
Data serialization Undefined Configurable
Standards Proposed OASTS Proposed IETF
MQTT standard M CoAP standard
Mobile devices Yes Via. HTTP proxy
(Android, 108)
6LoWPAN devices  Yes Yes
Dynamic discovery  No Yes
Security Username/Password
Authentication
S81. for data encryption  DTLS
for data encrvption
RESULTS AND DISCUSSION

Performance evaluation: Both MQTT and CoAP
protocols are being implemented for mesh-networking
applications in networks in order to allow inter-standard
communication between lightweight end nodes. However,
the use of each protocol depends on the performances
resulted m the scenarios and the experiment conditions
used.

In order to evaluate the performances of MQTT and
CoAP in terms of throughput, latency and inter-arrival
time we perform m this study, emulations. Using CORE
network emulator, we draw two scenarios, low data traffic
and high data traffic. Furthermore, two metrics were
considered under each scenario, low link packet loss and
high link packet loss. The parameters considered in this
emulation are detailed in Table 3.

Parameters Values

Data traffic 1 node (100 messages), 10 nodes (10° messages)
Message size 6 and 8 kB

Link packet loss (PL)  0.01, 0.1

Time 0 and 100 sec

Low data traffic scenario: Figure 5 and 6 show the results
of low traffic data scenario using a single node. Under the
two conditions of low link packet loss (Fig. 5) and high
link packet loss (Fig. 6), results show that MQTT
performs well in terms of throughput and present a lower
inter-arrival time compared to CoAP, however CoAP
performs better in terms of latency, thing that has
increased dramatically from low to lugh link packet loss in
MQTT. These results are explained by the fact that
MQTT and CoAP use different transmission protocols of
TCP and UDP.

High data traffic scenario: In this scenario, we use
multiple nodes in order to afford a higher traffic.
According to results shown in Fig. 7 both MQTT and
CoAP  throughput mcreased  proportionally
compared to low traffic scenario but MOQTT still performs
well. The degradation of CoAP throughput 1s due to its
retransmission mechanism. Tn terms of latency and
inter-arrival, MQTT and CoAP present slightly the same
performances. Otherwise, in Fig. 8, results indicate that
both MQTT and CoAP throughput has decreased slightly
compared to the same scenario using low link paclket loss
but CoAP present the best performances in terms of both
throughput and latency. Fally, in terms of mter-arrival
MOTT and CoAP present slightly the same performances.

have
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The purpose of this evaluation is to choose the
use of either MQTT or CoAP according to the best
throughput and lowest latency resulted in the presence of
different metrics (delay, link packet loss and data
traffic offered by the devices).

So, m the choice of the most sutable messaging
solution for an application, the study of the choice should
not only be based on an understanding of the architecture
but also the main system requirements in terms of
mteroperability and performances as emulations results
have proved.

CONCLUSION

Thanks to the Internet of Things (ToT), it is now
possible to interconnect objects to transfer data and to
publish information over a network without requiring
human-to-human or human-to-computer interaction. The
ToT is connecting different devices in our entourage using
WSN and based on different available connection models.
The challenge is each of which can be used to connect
constrained devices in a distributed network. That 15 why
the ToT application programmers are faced with the
challenges of choosing an appropriate communication
protocol for their resource-constrained applications. So,
in order to assist programmers in their decision process,
this study presents a comparative study of two of the
most important protocols based on Pub/Sub Model and
designed for constrained devices, MQTT and CoAP. The
comparison 18 drawn in terms of security, quality of
service and performances. Finally, as with all new protocol
deployments, work 1s underway to continue unproving
MQTT and CoAP protocols in order to achieve scalability
and best performances in terms of efficiency and latency
of communications.
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