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Abstract: In literature, there are several manuscripts related to finding the best feature or the best classifier for

audio verification systems. However, cross validation with both criteria has not been widely discussed. In thus

research, 15 classifiers and six features have been selected to obtain ninety options for audie forensics
verification. The aim is to provide suggested combinations for forensics researches. The evaluated classifiers

are based on decision trees, discriminant analysis, support vector machines, nearest neighbour and hybrid
classifiers. The feature extraction 1s based on Mel-Frequency Cepstral Coefficients (MFCC) and cochleagrams,
using principal component analysis optionally. The tests are performed on a database of 50 speakers and 10
utterances per speaker and the assessment of classifiers is made by means of accuracy. According to the
results, the best combination is MFCC with linear discrimination, followed very close by MFCCHPCA with linear

discriminant.
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INTRODUCTION

The main goal in audio forensics consists in applying
digital signal processing procedures to acquire, preserve,
analyse and evaluate audio data that could be presented
as potential digital evidence in a legal proceeding (Maher,
2009, 2010). According to TSO/AEC 27037:2012 the digital
evidence corresponds to “information or data, stored or
transmitted in bmary form that may be relied on as
evidence”. Moreover, the sources of the potential digital
evidence can be different types of digital devices,
networks, databases, etc. (Anonymous, 2012).

Among the tasks to perform in audio forensics,
three approaches can be highlighted: authenticity,
enhancement and interpreting (Maher, 2009). The
authenticity is important because of the fragility of digital
evidence, for instance, audio recordings can be easily
edited by means of applications and tools widely
available. Therefore, authenticity practices are oriented to
ensure that the potential evidence is complete and
unaltered from the time of acquisition until its final
disposition (Maher, 2009, Anonymous, 2012). Audio
enhancement is used to get a better audibility and to
improve the intelligibility of the contents, here,
non-destructive signal processing techmques are required
to avoid degradations and loss of relevant content
(Maher, 2010). Finally, interpreting relates to discovering
the significance of the potential evidence in the official

investigation, 1t mcludes aspects such as speaker
recognition, speech transcription, etc. (Maher, 2010).

Speaker recognition can be divided into 2 main
areas: speaker verification and spealeer identification. The
findamental task in verification 1s to compare two speech
utterances and determine if they correspond to the same
person in a general sense, the system verifies if a person
is the one hefshe claims to be (eg.,
authentication). In speaker identification there 1s a set of
known speakers (suspects) and an unknown speaker
(from the digital evidence), the task is to find out which of
the suspects sounds closest to the unknown speaker
(Hansen and Hasan, 2015).

Regarding speaker recognition in audio forensics, it
can be accomplished in a human-based approach or in a

biometric

computer-based approach. Human-based approach can be
accomplished by qualified listeners that compare
systematically the speech samples of the unknown
speaker and the known speakers giving a report about the
similarities between them. On the other hand, the analysis
m a computer-based approach are
completely done by means of computation analysis
(Hansen and Hasan, 2015). In any case, the forensic
experts act as witnesses showing the strength of their
findings by means of for mstance, the likelihood ratio.

To perform the comparison between the speech
samples, speaker idiosyncratic characteristics should be
extracted. Tdeally, these feature parameters should show

and decision
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high inter-speaker variability and low intra-speaker
variability, must be resilient to imitation have a high
frequency of occurrence and their extraction must be
easy. In a broad sense, the feature parameters can be
classified into auditory versus acoustic, linguistic
versus non-linguistic and short-term versus long-term
features (Hansen and Hasan, 2015). In computer
based-approaches, acoustic, non-lingwstic and short-term
features are generally used.

According to a recent mterpol survey, the used
approaches in speaker identification by law enforcement
agencies are as follows: auditory by forensic practitioners,
spectrographic or auditory-spectrographic by forensic
practitioners, auditory-acoustic-phonetic by forensic
practitioners, acoustic-phonetic by forensic practitioners,
human-supervised automatic approaches by forensic
practitioners and fully automatic approaches by
non-forensic practitioners. From the above list, the two
most uwsed methods are the auditory-acoustic-phonetic
and auditory-spectrographic ones (Morrison ef af., 2016).
The latter approaches mostly use short-term features,
mainly extracted from the speech spectrum (Hansen and
Hasan, 2015). Tt should be noted that most of the schemes
require human intervention which may have a subjective
component and depend strongly on the experience of the
forensic practitioner. Moreover, considering multiple
feature parameters, it is critical, since, 2 different speakers
may have the same feature, but a different feature,.

Regarding spectrographic analysis, there are
several options to analyse and compare voice
signals (Tiwrumala ef af., 2017): Mel-Frequency Cepstral
Coefficients (MFCC), Mean Hilbert Envelope Coefficients
(MHEC), Frequency Domain Linear Prediction (FDLP),
Power-Normalized Cepstral Coefficients (PNCCs),
spectrograms and cochleagrams (gammatone filters).
Among the short-term acoustic features, the MFCC
approach is the most popular (Hansen and Hasan, 2015);
in MFCC, the speech signal is represented as a
sequence of cepstral vectors, given by the application of
Short-Fourier-Transform (STFT), passing its magmtude
through Mel-filters and decorrelating with Discrete Cosine
Transform (DCT) (Morrison et al., 2016). On the other
hand, spectrograms and cochleagrams are time-frequency
representations of voice signals as a sequence of spectral
vectors. Their difference lies in the frequency scale
representation, for spectrograms, the scale is linear while
1t 18 logarithmic for cochleagrams (Larrota et al., 2017,
Camacho and Renza, 2017). As the human ear
concentrates on only certain frequency components, for
speech analysis it is more interesting to have more
components 1n the low frequency than in the high
frequency regions, whereby a logarithmic scale is more
suitable.

Alternatively, in the human-supervised automatic
approaches, the core of the system (classifier) can include
several methods of machine learning such as linear
prediction, neural networks and support vector machines,
among others.

In literature, there are many researches focused on
finding the “best feature” or the “best classifier” but it is
not commeon to find a research that combines both types
of decisions. According to the above, the objective of this
study is to make a comparison of several classifiers
(i.e., fifteen choices) and six different features. The
selected classifiers are based on decision trees,
discriminant analysis, Support Vector Machines (SVM),
nearest neighbour and hybrid classifiers. The feature
extraction is based on Mel-Frequency Cepstral
Coefticients (MFCC) and cochleagrams or a combmation
of them in any case, it is feasible to reduce the dimensions
of the data through Principal Component Analysis (PCA).
With the results, a researcher in the field of audio
forensics can use the obtamed data to choose an
adequate combination of feature/classifier at the time of
developing a text-dependent audio forensic vernfication
system.

MATERIALS AND METHODS

MFCC: The MFCC (Mel-Frequency Cepstral Coefficients)
15 a method to obtain a parametric representation of a
signal which has been widely used in speech recognition
tasks. To obtain this representation, a 1st order FIR (Finite
Impulse Response) filter is used as pre-emphasis filter to
flatten the spectrum of the signal. Then, the Short-Time
Fourier Transform (STFT) is applied to the signal keeping
an overlapping time between the frames. Tts magnitude
spectrum 1s passed through a filter-bank comprising M
triangular filters where their linear frequency 1s mapped to
mel-frequency through (Eq. 1) (Han et al., 2006):

Mel (f) = 25951og, , (1+£/700) (1)

In the mel domain, filters are equally spaced in a
frequency band (Han ef al., 2006). After signal filtering,
the Discrete Cosine Transform (DCT) is applied to the
logarithm of the previous data (Morrison ef af., 2016) in
order to de-correlate them. Finally, a lifter is applied to
obtain the MFCC coefficients.

Cochleagram: Cochleagrams and spectrograms are time
versus frequency representations of speech signals. In
the case of cochleagram, it generates a 2D representation
of the spectral characteristics of the audio signal but
using a logarithmic frequency scale. To obtamn the
cochleagram, the audio signal is passed through n-order
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batid-pass filters, known as gammatone filters. Also, the
response of each filter is analysed in small time windows,
offerityz a titne-frequency represettation (H an ef ., 2015).
With aj-order gammatone filter cerdred at frequency fo an
amplitnde A a bandwidth B and a phase @, the im palse
respotize is gven by Eq. 2 (Sharan and Modr, 2015

(1) = &7 oo { 2uft+g) (2)

To measwe the bandwidth of each cochlesfilter a
paycho-acoustic moeamure of the auditory filter width o
each poitt along the cochlea can be used Eg 3
(Shataty atd Modt, 20157

A LIS R L

From £ cp an approximation of the filter bandaridth
catthe obtaned through Eg. 4:

B =1019xf, oy (4

It should be noted that a coclleagram extracts
the woice signals characteristics gving a  graphic
representation of the signal, e, a 2D represerdation
(time versus frequency). In this graphic, the irdensity of
each pixel represerds the energy of each band in
each time and its frequency axis is not linea (Hz),
showirgg a higher fregquency resolution in low
fregquencies than in high frequencies (Shan and Wang
200%; 3hao o al, 20050,

Proposed method: The purpose of this phaseis to wali date
the scheme in terms of accowracy for the forensic audio

verification process. To evaluate the performance of the
proposed system, a database of 50 speakers and 10
utterances per speaker was used. To compare the results
of the proposed system, three feature extraction methods
(plus PC A and fifteen classifiers were used as shown in
Fig. 1. The PCA& paramn eters were adjusted in such a way
that oy the compotents that explain 953% of the variance
were kept.

Feature selection: To chatacterize the it doa two
tmain feabiwe extraction methods were used: MFCC and
Cochleagram. A third method consists it joiring the
MECC feabwres and the cochleagram feabwes For each
cage, the reduction of dimensions using PCA was also
evaluated. The & feature extraction methods ate listed
bel oue

Feature type 1: MFCC of the imput utterance. For 0.5 zec
sighals, this gives a 13%48 matrix per each utterance, this
matrix is converted to a row vector being an obhservation
for training or testing

Feature type 2: MFCC with PCA Thismethodis amilar to
feature type 1 with the difference that PCA iz applied toa
row vector to reduce its dimensions.

Feature type 3: Cochleagram of the input utterance. For
0.5 sec signdls, this gives a 122=4000 matrix per each
utterance, this mateix iz corverted to a row vector, being
a1 chzervati ot for training or testing.

Feature type 4: Cochleagram with PCA Tlis method is
sitilar to feature type 3, with the difference that PCA is
applied to the row vector to reduce its dimensions,

Train spaaken
e Inballed dei)

Y

N /" Traking {dones clumifier) i

Tebaled data)

Fig 1: Btudy methodology; Full outline
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Table 1: Selected classifiers

Classifier Description

Decision tree

Its response is based on successive decisions in a tree structure from the root node down to the respective leaf node. The selected type

is fine tree (a tree where many leaves are used to make marty fine distinctions between classes)

Discriminant analysis
discriminant and quadratic discriminant

The separation is based on the parameters of a Gaussian distribution for each class. The types tested in this research are linear

SVM The separation of classes is based on finding the best hyperplane that separates data in one class from data in other class. The types
tested in this research are linear, quadratic, cubic and medium Gaussian
KNN The separation of classes is based on finding the closest points to a particular class in the training dataset. The types tested in this

research are fine KINN (k = 1), medium KNN (k = 10), cubic KNN (k = 10) and weighted KINN (k= 10)

Hybrid classifiers

These classifiers cormbine different methods in order to enhance the results. The types tested in this work are boosted trees (AdaBoost

+decision tree), bagged trees (Random forest+Decision tree), subspace discriminant (Subspacetdiscriminant leamers) and subspace

KNN (Subspacet+Nearest neighbors)

Feature type 5: MFCC and cochleagram. This method
concatenates the vectors of features type 1 and 3.

Feature type 6: MFCC and cochleagram with PCA. This
method concatenates the vectors of features type 2 and 4,
it differs from the previous methods since PCA is applied
to reduce the dimension of data.

Classifier selection: After feature extraction mn each of
the methods, every speaker gives 10 feature vectors. The
80% of these vectors are used to train a classifier whereas
the other 20% are used to test the scheme. Fifteen
classifiers were evaluated as shown in Table 1.

Evaluation: For the training process, 80% of the database
(8 utterances/speaker, 400 utterances m total) 1s used for
traimng and cross-validation of the classifier. To evaluate
the accuracy of the classifier, 20% of the Fig. 1 database
(2 utterances/speaker, 100 utterances in total) is used. The
Accuracy (ACC) is calculated through Eq. 5:

_ TP+TN (5)
TP+TN+FP+FN
Where:
TP = True Positives
TN = Depicts true Negatives
FP = False Positives
FN = Corresponds to False Negatives

RESULTS AND DISCUSSION

As discussed so far, the precision of the results was
evaluated by varying both the feature extraction method
and the classifier type. According to this, the results are
shown from three pomts of view. In the first place, the
results of each type of characteristic are shown
considering all the classifiers. Secondly, the results of
each classifier are shown considering all types of
characteristics. Fmally, the performance of all the
evaluated cases will be shown.

Figure 2 shows the cumulative accuracy per feature
type. The total accuracy in each feature is obtained
through the sum of the accuracy in each classifier. The

objective of this analysis is to determine the best type of
characteristic, regardless of the classifier. According to
the results shown in this Fig. 2, the best method for the
extraction of characteristics 1s MFCC followed by MFCC
with PCA and MFCC plus cochleagram. In the case of
MFCC, the best performance is observed with linear
discriminant (92%) and subspace KNN (91%), the worst
case is using a subspace discriminant classifier.

Figure 2 shows the cumulative accuracy per classifier
type. The total accuracy in each classifier 15 obtained
through the sum of the accuracy i each feature type. The
objective of this analysis is to determine the best
classifier, regardless of the feature type. According to the
results shown in this Fig. 2, the best classifier method is
subspace KNN followed by linear discriminant. For these
two cases, the method that contributes the most to global
accumulation 1s MFCC followed by MFCC with PCA.

Figure 3 shows the results of each of the ninety cases
evaluated, grouped by classifier type. In this case, the
good behaviour of the KNN subspace and linear
discrimmant classifiers 1s evident. As particular cases, the
best performances (accuracy >90%) were obtained in the
following order:

*+  MFCC with linear discriminant (92%)

s  MFCC (PCA) with linear discriminant (91%)

» MFCC plus cochleagram (PCA) with
discriminant (91%)

»  MFCC with subspace KNN (91%)

s+  MFCC (PCA) with subspace discriminant (91 %)

linear

From the previous results, the following aspects can
be mferred:

¢+ The feature extraction method based on MFCC
presents the best results

¢  The use of PCA in some classifiers presents similar
results which can mean an advantage in terms of
computational cost

¢ The linear discriminant classifier presented results
above 90% in three of the six cases evaluated which
together with its low computational cost can be key
in the selection of this classifier
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Fig. 2: Cumulative accuracy per feature type
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Fig. 3: Cumulative accuracy per classifier type

CONCLUSION

In this research, ninety cases of machine learning
systems for audio forensic verification were evaluated
(using six features and fifteen classifiers). The selected
criteria to compare the performance of every choice was
the overall accuracy, measured through the True Positives
(TP), True Negatives (TN), False Positives (FP) and False
Negatives (FN). The methodology was focused on
text-dependent verification in which 10 utterances of the
same word were selected for each spealker, 8 of them were

used for training the machine learmning system and the
others were used for the testing phase. In total, 50
speakers were taken into account. At the end, our
experimental phase evaluated 450 results, obtained from
50 speakers by 90 choices. The results were grouped
by feature and by classifier. In the first case, MFCC
provided a cumulative accuracy of 1180/1500 in the
latter, subspace KNN gave a cumulative accuracy of
480/600. The best combination was MFCC+Linear
discriminant followed very closely by MFCCHPCA+TLinear
discriminant.
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