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Abstract: Hybrid Cube (HC) is generated from a combination and permutation of integers. All possible
combinations of hybrid cube layers are the source for the generation of encryption and decryption keys in the
non-binary block cipher. This study extends the hybrid cube encryption algorithm (HiSea) and analyzing their
security issues by increasing the complexity in mathematical approaches. Based on existing HC technique, this
research proposed a new coordinate extraction technique for data security. For this purpose, four key matrices
generated from HiSea of order 4. Each key matrix generates one row of a new matrix based on our proposed
Triangular Coordinate Extraction (TCE) technique. The proposed technique undergoes the following phases;
selecting the surface of HC, intersection of diagonals, TCE for Hybrid Cube surface (HCs) stages and extraction
of coordinates during the rotation of HCs. The rotation has been needed in the development of ciphertext by
rotating the plaintext and to obtaining the original plaintext from ciphertext.
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INTRODUCTION

Cryptography plays an important role in information
security where it used to store sensitive nformation and
transmit it across undefined networks like the internet
where information are no longer protected by physical
boundaries. Hence, secure communication 18 a
fimdamental requirement for all transactions. Recently,
the encryption technology comprises of different
mathematical processes for the development of complex
algorithms. These algorithms were conventionally
designed to secure discretion of military and diplomatic
communications. Selection of right algorithms or
techniques results in a highly immune cryptographic
components to cryptanalysis.

The magic cube 1s 3-Dimensional (3D) coordinates
consisting of six faces are used to propose encryption
and decryption techniques. The construction of magic
cubes using the concept of a magic square and two
orthogonal Latin squares 13 described by Trenkler (2000,
2005). Furthermore, the magic cube based technique used
to achieved information luding in grayscale image
proposed by Wu et al. (2016). This techrmique translates
the sensitive information into the spatial coordinates and
changed the LSBs of the cover unage regarding these
coordinates.

Adoption of scientific mathematical properties such
as maglc cube transformation and natural chaotic
sequence in an image encryption algorithm is considered
by Shen et al. (2005) and Zhang et al. (2005). The concept

of confusion and diffusion in these encryption algorithms
are used to enhance the complexity of overall algorithm.
Moreover, hybrid cubes are generated on the basis of
Latin squares, Orthogonal Latin Squares, Magic Squares
and Magic Cubes which displayed good diffusive
characteristics (Jamel et al., 2010). Their research opens
up a new way for creating a key scheduling algorithm
based on permutation and combination of integer
numbers.

The hybrid cube encryption algorithm (HiSea) was
proposed by Jamel et al. (2011). HiSea 1s a non binary
block cipher because the message, ciphertext, encryption
and decryption key and internal operations of the cipher
are based on integer numbers (Jamel et al., 2011). The
limitation of HiSea is that the encryption and decryption
process 1s represented in 2-Dimensional (2D) so, a
cryptanalyst addresses the original message easily with
minimum number of possibilities. Furthermore, Rajavel are
generating cubical key and encryption algorithm using
cube rotation and HC generation from magic cubes
(Rajavel and Shantharajah, 2012a). Later on, they enhance
their previous work, by proposing an mmproved key
generation and encryption algorithm (Rajavel and
Shantharajah, 2012b). Here, hybridization is based on
rotation and generation of HC by randomly shuffled cube.
Hybridization was performed with magic cubes which
are very time consuming process and need high
computation cost. The limitations of HiSea and research
by Rajavel are handled by the proposed techmque in this
research.
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In this context, this research is trying to introduce a
new technique using mathematical approaches which
divert the high security in overall implementation during
rotation of HC. To achieve highly encrypting capacity and
better computational performance, a new cube structure
based on the rotation of HCs of order 4 15 proposed where
the layer entries are between a set of integers 1-4096. This
work 1illustrated a new TCE techmque that is used to
extract coordinates from hybrid cube during rotation
phase. By dividing the HC like triangular results make it
easy to extract coordinates during rotation.

Rotation cube mtially used the four key matrices that
are generated from hybrid cube encryption algorithm
(Jamel, 2012). In the next step, the generated cube from the
key matrix is rotated by using the HCs stages. This HCs
rotation can increase the probability which enhances the
ability of HC to resist against chosen plaintext attack and
known plaintext attack. It also increases the difficulty to
find plaintext from cryptanalyst and even the single
rotation of HCs can reflect all stages of HC. Experimental
results show that the proposed technique is suitable for
evaluating the non-bmary block cipher.

MATERIALS AND METHODS

Preliminaries: We use the following definitions which
are used to describe the construction of the TCE
techmique for hybrid cube.

Hybrid cube: HC 13 constructed by usmng mnmer
matrix multiplication of two magic cubes proposed by
Jamel et al. (2011). The purpose of hybrid cube encryption
algorithm used at sender and receiver computer for
encrypting the plaintext and also decrypting the
ciphertext, respectively. Let us consider HC layers of
order 4 {1, 2, 3, 4%: Cube 1 1s based on mner matrix
multiplication of layer with different coordinates {x =1, 2,
3, 4% of Magic Cube 1 (MC1) and layer §x =4, 3, 2, 1} of
Magic Cube 2 (MC2) and so on. Hybrid Cube 1 (HC1) is
formed from above mention Cubes. Hybrid Cube 2 (HC2)
is formed by magic Cube 2 and 3 and so on.

Definition 1: Let x be inner matrix multiplication of magic
cubes. HC of order 4 1s defined by I, ,,11n {1, 2, ... ,n} and
jin {1, 2, 3, 4} defined as:

H; = MC, ;xMC,; jin {4,3, 2, 1}

where, MC, ; is jth layer in ith magic cubes. The 880 MC
are used to generate 879 HC. These hybrid cubes using
inner matrix multiplications in each layer between the two
adjacent cubes. The entries of a generated HC 1s belong
tothe set {1, 2, ..., 4096}.

Coordinate geometry: Coordinate geometry is one of the
most important ideas of mathematics. It provides a link
between geometry and algebra using the graph of lines
and curves. This comection allows geometric problems
to be explained algebraically. The rectangular system is
known as coordinate system used to unicuely determine
a poimnt i 2D and 3D spaces by its distance from the
origin of the coordinate system. Geometry problems can
be solved using the concepts of line and circle in the
euclidean plane (Robbin, 2005).

Rotation plane: The 2D rotation 1s specified around an
origin, general rotation around the fixed points and 3D
rotation it is specified around a general axis by Aguilera
and Aguwla (2004). This axis 18 represented by the
supporting line of the directed segment. The rotation in
3D space is essentially considered as rotations parallel to
a 2D plane instead of the rotations around an axis.
Rotation plane 1s considered as the set of all rotated
pomts for a specified rotation matrix lies in a single
plane.

Proposed technique

TCE technique for HC: The constructions of new TCE
technique for HC which can be complement the existing
HC encryption algorithm. TCE technique can extract of 2D
coordinates during Hybrid Cube Surface (HCs) rotation.
This proposed technique consists of three main steps: the
first step in the development of TCE technique is the
selection of HC surface which 1s used for the rotation. The
rotation of HCs is the main element of construction of
encryption and decryption key in the block cipher. The
second step calculates the center of selected HCs by
using primary and secondary diagonals. The intersection
of diagonals divides the HCs mnto four different stages.
The final step includes the extraction of coordinates using
triangular stages during counterclockwise rotation of
HCs. This techmque increases the complexity by rotating
HCs and it is computationally secure the encryption and
decryption process of HC. More details of these steps are
illustrated as follows.

Select a surface of HC: The overall design of 2D rotations
of HCs 18 divided into six faces. At first phase, the 2D
rotation of HCs using first face (f = 1) is considered. Later
on we will consider remaining five faces of HC. TCE
technique for HCs at face 1 is divided into four stages by
intersecting two diagonal lines passing through the center
of the circle are presented in Fig. 1.

Calculate the center using primary diagonal and
secondary diagonal: By using the mntersection of primary
and secondary diagonal coordinates HCs, ., the center of

i, j
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Fig. 1: TCE technique for HCs
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Fig. 2: Coordinates of stage 1 from point D to A in HCs

HCs 1s calculated. These diagonals are defined below.
Moreover, some proposed definitions are also presented.

Primary diagonal: For any square matrix A = [a;],, with
n rows and n columns 18 a primary diagonal where the

collection of entries 15 1= j. The elements of order 4 matrix
are a(1,1), a(2,2), a(3,3) and a{4,4).

Secondary diagonal: A square matrix A = [a],,, with n
rows and n columns is a secondary diagonal where the
collection of entries a, ..., for allIe{1,... ,n}. The elements
of order 4 matrix are a(1,4), a(2,3), a(3,2) and a(3,4).

Definition 2: Let a Hes be a 4x4 matnx, then we find

the symmetric coordinates (i, j) and (j, i) of matrix as
follow:

_[enenhioae.nl jaaa.n)
{(2.3)3,2)H{ B3, (4.3 (4, 2)(2, 1)}

taking 1st mean of each symmetric coordinates:
=[{3h{al{sh{s1 {71 {61

then taking 2nd mean of all terms:

(345 H5HTHE _ 1)
6

Mean

Definition 3: Let the HCs be an order 4 matrix, then we
define the properties of diagonal cells in hybrid cube,
when:

¢  Primary diagonal of HCs matrix is the collection of
entries HCs(1, ) where 1=

»  Secondary diagonal of hybrid cube surface matrix 1s
collection of entries HCs(1, ) where i+] = 5 by using
Defimtion 2

When the value of the diagonals HCs(1,1)1s1 = j and
i+ = 5 then the value of coordinates of particular cell is
1/2HCs(1, j). According to the Definition 3 in case of
intersection of diagonals the coordinates satisfy the
reflexive and symmetric properties as follows:

{(1.1),(2,2), (3.3), (4.4), (1,4), (2.3, (3.2), (4,1)]

TCE for HCs stages:Extracting the value during rotation
of HCs m all four stages by using Eq. 2-5 based on
properties discusses in Defimition 3. The returned value 1s
taken from the mtersection of selected rows and columns.

HCs stage 1: The triangular stage 1 of HCs is the passage
from D to A specific to the selected problem as presented
in Fig. 2. The formula used for finding the wvalue of
coordinates at stage 1 during rotaton of HCs 1s as
follows:

Y2 LD =X G
> LG

(2)

If and only if (iff) the triangular coordinates satisfy
Defimtion 3.

HCs stage 2: The triangular stage 2 of HCs is the passage
from A to B specific to the selected problem as presented
in Fig. 3. The formula used for finding the value of
coordinates at stage 2 during rotation of HCs as
presented:

DI I IEEIED YN IR ENE:
Y (4

(3)

If triangular coordinates satisfy Definition 3.
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Fig. 3: Coordinates of stage 2 from point A to B in HCs

4.2) (4,3)

Fig. 4: Coordinates of stage 3 from point B to C in HCs

HCs stage 3: The triangular stage 3 of HCs 1s the
passage from C to B specific to the selected problem
as presented in Fig. 4. The formula used for finding the
value of coordinates at stage 3 during rotation of HCs 1s
written as:

hID INCER B WG WNCES L
21: 1(2?: 2 (4_i9 J))

if triangular coordinates satisfy Definition 3.

“4)

HCs stage 4: The triangular stage 4 of HCs is the passage
from D to C specific to the selected problem as presented
in Fig. 5. The formula used for finding the value of
coordinates at stage 3 during rotation of HC's is illustrated
as:

YL =Y (O @it
S IBROIRR V)

If triangular coordinates satisfy Defimtion 3. The
rotation of HCs 18 studied and Triangular coordinate
extraction techmque analyzed well to promote the
performance of the encryption techniques and methods,
moreover to ensure the security proceedings.

)

D

@ 2)

(EX)] 2)

C

Fig. 5: Coordmates of stage 4 from point C to D m HCs

RESULTS AND DISCUSSION

TCE technique is implemented in HC encryption
algorithm. This tends to increase the complexity of HC. In
this study, firstly four key matrices (order 4) generated
from hybrid cube encryption algorithm the steps in TCE
technique are demonstrated. Secondly, the rotation cube
is rotated by using TCE technique stages. The rotation
matrix provides an invertible matrix that 1s used in the
development of encryption and decryption key in the
block cipher. Moreover, some experimental results are
presented to prove the validity of the proposed
technique.

Selection of four key matrices (A-D) are
required to generate one Rotation Cube (RC) matrix
based on TCE techmque. These key matrices are
presented as:

[ 9 1620 3180 768 [ 682 2601 1764 90 |
486 3844 1521 22 128 1620 3180 425
1786 9 676 3402 2793 580 60 1920
13584 580 60 1353 1462 196 529 2950 |

(2950 000 49 1462

1920 52 588 2793

oo U A1 100 1786 be 1353 52 588 3584
22 2116 3025 486 768 3172 1628 9
| 425 3172 1628 128 90 1225 3364 682

Step 1: The key matrix A 13 used for the construction of
first row in RC:
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9 1620 3180 768
486 3844 1521 22

A= = [7871 5995 3451 5583]
1786 9 676 3402

3584 580 60 1333

Step 2: The key matrix B is used for the construction
second row in RC:

682 2601 1764 90
128 1620 3180 425

B= =[7151 5093 3251 5485]
2793 580 60 1920

1462 196 529 2950

Step 3: The key matrix C 1s used for third rows of RC:

1920 52 588 2793
3402 361 100 1786

C= = [3227 5835 7647 5295]
22 2116 3025 486

425 3172 1628 128

Step 4: Fmally, key matrix D 15 used for fourth rows of RC:

2950 900 49 1462
1353 52 588 3584

D= = [3475 5253 7375 5773]
768 3172 1628 9

90 1225 3364 682

Four key matrices are required to generate one matrix
based on TCE technique. The RC of order 4 as follows:

7871

7151
RC =

3227

3475

5995
5093
5835
5253

3451
3251
7647
7375

5583
5485
5295
5773

The result of all four steps will produce a matrix order
4 which is invertible. Key matrix RC for rotation phases is
considered and TCE for HCs stages are applied. The first
rotation of RC 1s:

5583 5485
3451 3251
R1 =
5095 5093
7151

7871

5295
7647
5835
3227

5773
7375
5253
3475

The second rotation of RC is:

5773
5295
5485
5583

7375
7647
3251
3451

5253
5835
5093
5995

3475
3227
7151
7871

R2=

The third rotation of RC is:

5773
5295
5485
5583

7375
7647
3251
3451

5253
5835
5093
5995

3475
3227
7151
7871

R3=

The matrix (R3) after rotating by using the concept of
TCE technique for HCs is tested which is also invertible.
Entropy: To estimate the strength of overall
implementation of TCE technique, entropy test is used In
this test, entropy for RC matrix is calculated using
MATLAB function CalculateEnt(). The entropy test for
RC 15 0.9862 which 1s closer to 1 rather than 0. Hence, it 1s
98.62% random which shows the HC blocks consist of 16

decimal numbers that are almost random.

Brute force attack: The encryption keys are representing
inthe matrix of order 4 of integer numbers and it contains
each entry lies from 1 to 4096 or within 2" bits is an
integer number. The key space for encryption and
decryption keys are 2'%x2 ' x, . x2 "= (2 §'"= 2 *or
approximately 10°%<1072x10°1% = (1072 = 10" keys.
TCE is computationally secure and brute force attack on
this large key space will make time-consuming and
difficult.

This technique of creating new (4x4) matrix layer is
used in the design of encryption and decryption key. The
rotation of HCs make 1t difficult for predicting keys and it
provides a large key space used in the cipher. Moreover,
the number of keys used in the encryption process that
can be determines the practical feasibility of conducting
a brute-force key. This new combination of layer entries
by using TCE technique can be used to add complexity in
the overall design of encryption algorithms. Hence, the
extraction and rotation of HCs are used as a guide for the
development of TCE techmque for HC.

CONCLUSION
In this study, the TCE techmque for HCs of 4x4

matrices 1s presented which can be used to extract the
coordinates during rotation of HCs. In this technique, the
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HiSea encryption algorithm to increase their security
parameters is analyzed and introducing the concept of
coordinate extraction. The process of generating TCE
technique for HCs 1s the mtersection of two diagonal lines
which provides the four triangular stages. These stages
are helpful for the extraction of coordinates during the
rotation of HCs. Rotation of HCs which create different
patterns and TCE technique involving to extracting
coordinated during rotation is used to ensure that
protection of message from cryptanalysts. Security is the
primary concern in the design of TCE for HC. This
research can be further analyzed m the future by
extraction of coordinates using 3 dimensional HC.
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