Tournal of Engineering and Applied Sciences 12 (19): 4809-4813, 2017

ISSN: 1816-949%
© Medwell Journals, 2017

A Secure Identity-Based Key Agreement Protocol without Key-Escrow

Seved-Mohsen Ghoreishi, Ismail Fauzi Isnin, Shukor Abd Razak and Hassan Chizari
Faculty of Computing, Univeristi Teknologi Malaysia (UTM), 81310 Johor, Malaysia

Abstract: Tn the past decade, pairing-based schemes have been proposed extensively for the cryptographic
primitives including key agreement. However, recently researchers have shown an increased interest in
Pairing-Free cryptography because of high computational cost of Bilinear Pairings. In this study, we could
propose a new two-party pairing-free identity-based authenticated key agreement protocol over elliptic curve
based algebraic groups. We could show that beside of supporting security requirements of key agreement
protocols, our proposed protocol could overcome to the inherent problem of identity-based cryptosystems
named key escrow. In addition, performance of our proposed protocol is mnproved from complexity of

computation perspective in compare with related works.
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INTRODUCTION

In order to establish a shared secret among two or
more entities where the channel is considered to be
unsecure, a secure key agreement protocol 15 absolutely
indispensable. The main feature of key agreement
protocols in the context of identity-based cryptography
is that user’s public key is driven from their public
identity. Identity-based key agreement protocols may
vary based on the number of communicating participants
and their roles. However, the focus of this study 1s on
two-party key agreement protocols in the context of
Identity-Based cryptography.

Tdentity-Based cryptography has been offered by
Shamir (1985) to overcome difficulties of complicated
certificate management in traditional Public Key
Infrastructures (PKI). The main idea of identity-based
cryptography is to comsider the user’s identity such
as e-mail address, digital image, etc., as their public key.
Although, this idea seemed to be used widely, it remained
unpractical for several years. Finally by Boneh and
Franklin (2001) could make this idea applicable. Their
work helped to spark a revolution in cryptography and
numerous  identity-based cryptosystems have been
developed followed by their work (such as encryption,
digital signature, key agreement and so on). In this
way, Bilinear Pairings were the main tool n designing
identity-based key agreement protocols (Smart, 2002,
Chen and Kudla, 2004; Wang, 2013; Yuan and Li, 2005).
Bilinear Pairings which most of them are constructed
based on Miller algorithm (Miller, 1986), map two elements
of elliptic curve based algebraic groups to a multiplicative
group over fmite fields (Chen et al., 2007).

Although, Bilinear Pairings have been utilized in
many cryptosystems, the cost of computing pairing
operation is significantly high. Tn order to make the
complexity of computing Bilinear Pairing more
understandable we can refer to Table 1 (Ghoreishi and
Isnin, 2013).

As shown in this Table 1, the required time of
computing ECC-based scalar multiplication 1s at least
twenty times less than performing Bilinear Pairing
operation. This reason is enough to persuade researchers
to propose pairing-free cryptosystems over elliptic
curves.

In this way, recently several researchers struggled to
design key agreement protocols without using Bilinear
Pairings (Ghoreishi and Isnin, 2013, Ghoreishi et al.,
2014, Ghoreishi et al, 2015a-c; Cao et ai, 2010
Dutta et ai., 2004, Zhu et al., 2007, Xuefe1 et al., 2008,
Islam and Biswas, 2012a, b; Farash and Ahmadia, 2014). In
this study, we could propose a lightweight identity-based
key agreement protocol that does not require pairing
operation.

Preliminaries: This study emphasizes on one of the
fundamental components n proving the security of a
cryptographic scheme called mathematical hard problem.
In fact, the security proof of the considered scheme 1s
given through a reduction to a specified mathematical
hard problem. More precisely, the considered adversary

Table 1: Required time for computation of two cryptographic operations

(Ghoreishi and Isnin, 2013)

Operation Time (msec)
Pairing 20.01
ECC-based scalar 0.83

multiplication
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Table 2: Computational costs of group operations

Notations _Definition and conversions

Thma Time complexity for executing the modular multiplication

Tsm Time complexity for executing the elliptic curve scalar point
multiplication 1Tgy,=29T g,

Ty, Time complexity for executing the elliptic curve point addition,
1Tpe=0.12Typa

Ty Time complexity for executing the modular inversion operation,
1Ty 1. 6Ty

Table 3: Efficiency comparison between our proposed protocol and current
related works

Tslam and Farash and

Kuefei et al. Biswas Ahmadia
Protocols (2008) (2012) (2014) SPIIBKA
Efficiency consideration 5Tgr+2Trs  STat3Tes STt Tes 4Tt Tes
Total computational cost 145.24 145.36 145.12 116.12

must solve a well-known hard problem to be able to break
the security of the mentioned scheme. There are many
well-known mathematical hard problems (Dutta ef al.,
2004) for more instances) that we just focus on
Computational Diffie-Hellman (CDH).

CDH hard problem states that by having a generator
(P) of a cyclic group (G) with a prime order (q) and (aP, bP)
for randomly chosen values “a” and “b” from the set
{0, 1,..., gq-1} the desmable output of CDH oracle 1s the
computation of abP.

Literature review: This study assigns to introducing a
subset of pairing-free two-party identity-based key
agreement protocols. This category of protocols consists
of four main algorithms; setup, extraction, exchange and
computation. Since, the performance of the related works
are investigated in Table 2 and 3, thus section just focuses
on introducing these protocols, their security analysis
and significant contributions. In order to eliminate
Bilinear Pamings, Cao et al. (2010) could propose an
identity-based authenticated key agreement protocol
(Cao et al, 2010). The significant contribution of this
protocol was reducing the number of message exchanges
in compare with previously proposed protocols by
Zhu et al. (2007). However, Islam and Biswas (2012a, b)
could prove that the proposed protocol by Cao is not
secure m face with known session specific temporary
information and key off-set attacks. Beside of this,
mentioned researchers could propose a new protocol
to overcome this problem. As another sample of
Pairing-Free 1dentity-based key agreement protocols we
can refer to the proposed one by Farash and Ahmadia
(2014). The sigmficant contribution of mentioned
researcher was to consider different private key
generators. Performance evaluations of these protocols
are represented. The results of study show that our
proposed protocol 1s sigmficantly more efficient than
mentioned ones above from computational complexity
viewpoint.

MATERIALS AND METHODS

Our proposed protocol: As mentioned earlier in this study
we could propose a Secure and Performance Improved
Tdentity-Based Key Agreement protocol (SPTTBKA) which
is significantly more efficient than current studies in this
saientific area. In this study, we are going to introduce our
work m detail.

Phase one setup: The setup algorithm takes the
considered security parameter and then outputs master
key s€,Z," and Params as:

<q.F,,E/F,,G, P,P,, =sP, H H,>
Where:
q = A large prime number
F, = Afinite field overq
E/F, = Anelliptic curve over F,
G = Asubgroup of E/F,
P = A generator of the group G

Moreover, it is worth to note that H,: {0, 1}"xG~Z",
and Hy: {0, 1}7-Z", are two collision free hash functions.
Note that the generated master key 1s a private value for
Private Key Generator (PKG). However, Params are known
to all involving entities.

Phase two extraction: Each entity such as 1 can extract its
private key by asking from PKG. PKG operates as:

Randomly chooses 1, , Z;,

Computes R, =rP

Computes h, =H, (ID,, R,)

Computes s, =1, + h;s (modq)

Returns < R,,s, >asthe entity's private key

By considering that two entities such as Alice (A)
and Bob (B) want to agree on a session key, they should
go through Phase three and Phase four. In our proposed
protocol it is assumed that all entities perform a subset of
computations and communications before performing the
third and fourth phases. Without loss of generality,
assume that 1D, 1s identity of entity I This entity
randomly chooses the value x€Z’, before computing
¥ =xP, g, =s+1H, (ID) x, and Q, = gP.

Phase three exchange: Based on our proposed protocol,
communicating parties who are going to agree on a group
of session keys must transmit communicating items before
starting the first session. For mentioned entities below,
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Alice (A) and Bob (B), communicating items are <R, X,>
and <R, X;>, respectively. However, the exchange phase
consists of following steps:

Algorithm:

Alice:

Chooses a random tyer 77y
Cormputes Ty, =ty (s,+H; (D) x0 P
Sends Ty, Ry to Bob

Bob:

Chooses a random tpe, Z°;
Computes Ty, = tg (sp+I; (IDg) xp) P
Sends Ty, Ry to Alice.

Phase four: computation

In this phase, Alice (A) and Bob (B) can compute the shared secret:

Alice computes Kup = [ty (8,+H; D) x0)] Tg

Bob computes Kz, = [ts (s5tH, (IDg) x)] Ty,

Clearty, the value of K.z and Kg, should be the same. Equality of K and
Kz, can be simply proven as below:

Kip = [ts (357H, D) x,)] Ty

= [t (5u+EL; (IDw) x6)] [ta (52IL (IDs) xa) P]

=Ty [tz (setH; (IDs) x5) P]

=Kpe

Finally, the agreed session key, k., is a key derivation function of K spor
K.

RESULTS AND DISCUSSION

Security requirements: The main goal of this section
15 to enalyze our proposed scheme from security
viewpomt followed by mentioned security requirements
by Cheng et al. (2005) and Blake et al. (1997). Since, the
communicating channel is considered unsecure, it is
worth to remind that considered adversary is able to reach
the values S, = sP, X, and T, assigned to an entity who
possesses 1D, identifier. In the following we will see that
our proposed protocol can support mtroduced security
requirements before.

Known-Key Security (KKS): Since, the values of
ephemeral secrets, t, and t; will be renewed m a new
session, the value session-keys of different sessions are
unique and independent.

Forward Secrecy (FS): Assume that considered
adversary has access private keys of participants, i.e., s,
and 3;. Based on the value of session key (t,t; [(s,+H,
(ID,) x,)] [(sgtH, (IDg) x5)]) P adversary 1s unable to reach
the values t, and t; as a result computing the session
key.

Perfect Forward Secrecy (PFS): Assume that the values
of participant’s private key and Master-Key, <8, sg, 8=
had leaked to adversary. Referring to the value of final
session key (tuty [(s,H, (ID) x,)] [(s+H, (IDg) x:)D P
indicates that adversary is unable to reach the values t,
and tgy as a result adversary is unable to compute the
value of session key.

Key-Compromise Impersonation (KCI): Here, assume
that private key of participant A, s, had leaked to the
adversary. In this condition, adversary must be unable to
impersonate B to A. In more detail, considered adversary
who knows the value s, and has transmitted values
T, =t, (s, +H, (ID,) x,) P and T, = t; (sp+H, (IDy) x,) P
must b unable to compute the final session key,
Kap = [ts (3,4H, ID,) x,)] Te. Obviously, computing the
session key requires extracting the wvalue t, from
transmitted message T, =t, (s,+H, (ID,) x,) P. To reach
this goal, adversary must be able to solve discrete
logarithm mathematical hard problem even in a condition
that x, be a known value. As a result our proposed
protocol 1s secure against KCI attack.

Unknown Key-Share Resilience (UKSR): Since, our
proposed protocol is secure against KCI, adversary who
doesn't have any access to any secret of A and B is
unable to impersonate B to A. As a result, it is secure
against UK SR attack.

Key Control (KC): Referring to computation phase,
indicates that the value of session key (tuty [(s,+H, (ID,)
x,)] [stH, (IDg) xz)]) P depends on both values t,
and ty. As a result, both participants A and B are involved
in generating session keys and cannot predetermine it.

Unknown Session-Specific Temporary Information
(USSTTI): Assume that the values t, and t; are leaked to
the adversary. Since considered adversary doesn’t have
access to the values s,, sq, x, and x; it is impossible to
compute the value of session key which is (t.tp [(s,+H,

(D) x)] [(s5tH, IDg) x2)]) P.

Security proof for nonexistence of key-escrow problem:
This study 1s going to show that our proposed protocol
is secure against key-escrow problem. Key-escrow is an
inherent problem in identity-based schemes. In this
category of cryptosystems, PKG generates private key of
existing entities. However, this section proves that this
inherent drawback doesn’t help PKG to compute
agreed session key between communicating participants.
Following theorem explains this advantage in more detail.

Theorem 1: Assume that A and B are two participants
involving in SPTIBKA protocol. The PKG who has access
to the Master-Key, s and mentioned participant’s private
key, s, and sy is unable to compute the agreed session
key.

Proof: Assume that PKG plays the role of one of
the communicating participants. In order to overcome
key-escrow problem, PKG must be unable to compute the
agreed session key. Without loss of generality, assume
that PKG plays the role of participant A. Therefore,
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PKG generates t, and computes T, =t, (s,+H, (ID,) x,)
P=(t,s,) P+H, (ID,) X,. In the next step, PKG transmits T,
to B and takes the value T, =t (s,+H, ID;) x,) P. In order
to takes the value of agreed session key (t, tz [(s,1tH,
(ID,) x.)] [(sgtH, (IDg) x5)] P. PKG must be able to
compute the addition of four items in the following
equation:

K,z =, ts,5) P+t ts H (ID)x ) P+
(t,tps H,(ID, )x, ) P+
{t,tH, (1D, )x H, (IDy )%, ) P

Inability of considered adversary in computing
any items of formula above, leads to proving that
SPIIBKA protocol doesn’'t suffer from key-escrow
problem. Without loss of generality we choose the last
item of equation above (t,t.H, (ID,) x, H, (IDg) %) P.
Here, adversary knows the values t,, H, (ID,) and H,
(IDg). Therefore, mentioned adversary must be able to
compute (tgx,xz). Although, the value t; is generated by
entity B, we assume that this value had leaked to the
adversary. As a result, adversary must be able to compute
(x, xg) P while the values x, and x; are not known to him.
Since, adversary has access to the values X, = x,P
and X; = %P while he must be able to compute (x,x;) P, he
will face with CDH problem. Therefore, SPTBKA protocol
1s not vulnerable against key-escrow problem.

Because of assuming open channel, PKG knows
T,=t, . +H, (D x,)Pand T, =t, (s5+H, ID;) x5) P. In
order to compute the value of agreed session key
(toty [(stH, (D) x)] [(ssH, (IDg) %)) P, PKG must
be able to compute K,z =[t. (s, tH, (ID,) x,)] Ty or
Kgs [te (sptH; (IDg) x 9] T , Without loss of generality,
assume that PKG is going to compute agreed session key
through computing K5 = [t, (s, +H, (ID,) x,)] T5.

However, PKG doesn’t know the values t, and x,. In
continue, it 18 proved that PKG 1s unable to extract the
value t,. As a result, PKG is unable to compute agreed
session key. This result indicates that SPIIBKA doesn’t
suffer from key-escrow problem.

Because of considering open channel, adversary
knows the values R, and X,. Since, the values s, and H,
(ID,) are known to PKG, it 13 possible to compute the
value (t,P) after taking T, from the channel as:

t,P=[T,-H,(ID, ¥, ]s7

However, in order to extract the value t,, the next step
15 computing t, from (t,P). Since, there 18 not any
known efficient algorithm to sclve discrete logarithm
mathematical hard problem, adversary is unable to extract
t,. This fact 1s sufficient to prove that SPIIBKA doesn’t
suffer from key-escrow problem.

Performance comparisons: Related to our proposed
protocol, several two-party identity-based key agreement
protocols without bilinear pairings have been proposed.
Huefei et al. (2008) proposed a Pairing-free key agreement
protocol that has four scalar multiplications and one point
addition. The proposed protocol by Islam and Biswas
(2012a, b) has only three scalar multiplications and one
point addition. Moreover, in 2014 another pairing-free
two-party identity-based key agreement scheme has been
proposed by Farash and Ahmadia (2014) that has four
scalar multiplications.

Obviously, our proposed pairing-free identity-based
key agreement protocol 1s quite efficient because it just
requires three scalar multiplications without any point
addition performed by each communicating participant.
This claim can be proven via the results by Islam and
Biswas (2012a, b) that indicate the complexity of
performing algebraic group operations. More precisely,
Table 2 represents various computational costs of
operations related to algebraic groups. The complexity of
executing modular multiplication is considered as a basic
umut for the complexity of other operations.

Based on the given nformation in Table 3 shown the
overall computational cost of the considered protocols.
Based on what mentioned in Table 3, the proposed
protocol, SPIIBKA has lower complexity of computations
1n compare with current related works.

CONCLUSION

In recent years, there has been an increasing interest
in Pairing-free cryptosystems. The key problem regarding
to use of Bilinear Pairing is the high computational cost of
this operation. In the area of identity-based key agreement
protocols several study have been done that could
eliminate the need to Bilinear Pairings. In this study, we
could propose a secure and authenticated identity-based
two-party key agreement protocol without using pairing
maps. The results show that beside of supporting security
requirements our proposed protocol (SPIIBKA) doesn’t
suffer from key-escrow drawback. In addition, SPTIBK.A is
more efficient in compare with existing related works.
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