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Abstract: In the SaaS cloud environment, information security has been a major hindrance. Technical solutions
are abundant however, it 1s still insufficient to protect information from intruders. Study shows that a significant
number of security incidents are caused by human error be it intentionally or accidently. Security incompliance
has been identified to make up one fourth of the security problems in the cloud environment and has caused
a paramount loss of income and valuable data in the organisation. Drawing on cognhitive theory and

organisational theory, this study aims at developing a conceptual framework by identifying relevant human

factors which give unpact to the security conduct of the employees mn the organisation. Employing a mixed
method approach a pilot study was conducted to test the reliability of the developed model. Result shows the
significance and reliability of all items tested hence a development of conceptual framework.
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INTRODUCTION

Computer scientists have been creating various
techmical solutions to overcome security hindrance.
The introduction of password encryption, biometrics,
anti-virus protection to name a few may reduce a number
of security breaches but yet, security mcidents still
happen all the time. Information security in the cloud is
much challenging than the traditional Information System
(IS) due to the fact that cloud s a shared computing
environment. Security threats are everywhere and the
risks are higher. Studies on cloud landscape show that
security has been a major obstacle of information systems
in the cloud environment (Abdul Hamid and Yusof, 2016).
There are many factors influencing security breaches
but human errors-intentionally or accidently, add 39%
contribution to the security incidents in the organisations
(Connolly and Lang, 2013). Security incompliance has
been 1dentified to make up 22% of the security problems
i the cloud environment (Gonzalez ef af., 2012). Security
incompliance has caused a paramount loss of income
and valuable data in the organisation (Castro, 2013;
Miller et al, 2015). The security incidents put the
orgamisation’s integrity at stake which eventually
jeopardise its business opportunities. Kayworth and

Whitten (2012) argued that technical solutions need
to be complemented with human approach to enhance
information security. Technical solutions may be effective
to prevent security breaches from the outside but not
from the within. This is the reason why technical paradigm
alone is not sufficient to protect information in the cloud
enviromment. This study will address the gap of security
compliance issue from the human perspective. Hence,
the objective of this study 1s to identify all of these
socio-orgamsational factors affecting information security
compliance of SaaS users and to develop a model of
information security compliance behaviour. The current
progress of the research is seeking to answer these
research questions:

»  What are the social factors which give wmpact to the
security compliance behaviour of SaaS users in the
organisation?

»  What are theorganisational factors which give impact
to the security compliance behaviour of SaaS users
in the organisaion?

Thereotical frameworl: The framework is proposed to be
based on social cogmtive theory and orgamsational
theory. The social aspect is further divided into three
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factors-personal, behavioural and environmental factors.
Social Cognitive Theory (SCT) posits that human
behaviour 1s bidirectionally influenced by the individual
values as well as the surroundings environment (Bandura,
1989). Organisation theory is phrased for a reference of
topics related to organisation structure, organisation
enviromment, power, influence and strategy (Donaldson,
1985) which form the orgamsational culture. The
organisational aspect takes into consideration the
security governance and management factor inclusive of
organisational culture.

Factors influencing security behaviour

Personal values factor: Individuals were born with their
own personal traits. Some of these traits are inherited from
the ancestors but others may be developed depending on
the how they are raisedup. For instance if a child is
brought up with very strict rules and punishment they will
grow up bemg a rebellious. The personal values may
mfluence the way they see things and behave towards
one issue including security issue. Existing research has
proven that personal characteristics give impact towards
the security culture of the organisation (Alfawaz ef al.,
2010, Comnolly et al, 2015). The employee’s
ethical belief (Al-Hamar et al, 2010; Herath and Rao,
2009, Van Niekerk and Von Seolms, 2010), attitude
(Safa et al, 2015), security (Alfawaz et af., 2010,
Van Niekerk and Von Seolms, 2010, Zakaria, 2006) and
level of trust (Al-Hamar et al., 2010; Colella et al., 2014,
Safa et al., 2016) play an important role in shaping the
characteristics of a person.

Behavioural factor: Humans act according to their
habitual conducts. When human do things repeatedly
over and over again these actions become a habit and are
stored m the subconscious minds. Many claimed that
good practice security behaviour can enhance employees
experience (Munteanu and Fotache, 2015; Safa et al.,
2015) with regards to the information safety. ISC
research found out that security behaviour such as
skills (Alfawaz et al., 2010, Coventry et ., 2014) and
self-efficacy (Bozic, 2012; Safa et «l., 2015, 2016;
Vance ef al., 2012) has an mnpact towards the security
culture of the orgamsation (Alfawaz et al, 2010,
Connolly et al., 2015; Van Niekerk and Von Selms, 2010).
Good security behaviour will result in security compliance
thus reduce security breaches. In long term this good
behaviour will become norms which exhuibit security
compliance culture of the organisation.

Environmental factor: Topa and Karyda (2015) and
Alfawaz er al (2010) argued that among others,

environmental factors that influence the security
behaviour of people are still yet to be explored. In reality,
human behaviour 15 very much influenced with the
surrounding enviromment. As an individual, people tendto
adapt themselves to the particular situation for the fact
that they are unable to change the environment alone.
The way the employees behave with regards to security
becomes a social norm when the particular conducts seem
acceptable by other colleagues and being followed by
others (Bozic, 2012). AlHogail (2015) argued that the
external environment such as govemment imtiatives,
regulation and standard and national culture give unpacts

towards the security culture of the organisation.

Organisational culture: In order to gain a better msight
of security culture m the organisation, research must take
into account the cultural values that give impact to the
information security compliance behaviour in the
orgamisation. Previous studies proved that organisational
culture has an impact to the security culure of the
organisation (AlHogail, 2015; Connolly et al, 2015;
Van Niekerk and Von Solms, 2010). Alnatheer (2015)
argued that the organisational culture play an mmportant
role to the creation of security culture as employee’s
behaviour is depending on the cultural values of the
organisation. A more rigid culture for instance,
emphasizes that rules and regulations must be adhered by
all employees whereas a more open culture welcomes
ideas and suggestions. This study, employs Wallach
(1983) to see if the certain tyes of management style give
impact to the governance and management of information
seurity in the orgamsation. WCI has been widely used by
scholars of various domains like management, economics
and businesses to measure the leadership capability,
organisational commitment and customer satisfaction.
Wallach (1983) proposed that there are three primary sorts
of authoritative societies (i.e., bureaucratic, supportive
and innovative). Since, people bring their own qualities,
state of mind and convictions to the working
enviromment, their levels of duty to the association
may contrast. Da Veiga and Eloff (2010) argued that a
bureaucratic organisation will implement a tight and rigid
security control to ensure information 1s safe guarded
from being breached. This means that all employees are
subject to the security measures including penalty and
punishment for any misbehaviours. On the contrary,
Connolly et al. (2015) debated that information security
misbehaviour often occurs in the organisation that
discourage employees to implement new ideas and has a
clear boundaries of employee-management relationship.
By adapting the WCIL, thuis would help clarify these
contradictions.
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Table 1: Mechanisms of information security governance

Security accountability and responsibility. Decision making initiatives to address and improve security, e.g., task-force, supervision,

liaison (Koh et al., 2005; Peterson et ad., 2000, Flores et al., 2014; Sulaiman and Jamil, 2014)

Communication flow system of decision making, Define formal processes for risk analysis, security design, identity and access

management, incident management and business continuity (Koh et al, 2005; Patnayakuni, 2014; Peterson el al., 2000,

Variables/Mechanism Factors
Structural
Functional
Flores et af., 2014)
Relational

Active participation of key-stakeholders in decision making. Trust environment with shared responsibility for information security

shared responsibility for design of policies and compliance (Peterson et «f., 2000; Koh et al, 2005; Patnayakuni,

2014; Flores et al., 2014)

Information security governance and management:
Security governance must be inclusive to the corporate
governance of the organisation (Kooper et al, 2011).
Security governance 1s crucial to handle information
security related issues (Posthumus and Von Selms, 2004)
to make decision with regards to the establishment of
standards and principles and alignment with business
direction as well as investment priority (Koh et al., 2005).
Research exposes that security governance has an impact
to inculeating good security behaviour of the employees
as found out by Koh e al. (2005), Patnayakuni (2014) and
Flores et al. (2014). Our security, governance factor is
adapted by Koh et al. (2005) and Flores ef al. (2014) as
depicted at Table 1.

The menagement of mformation security in the
organisation 1s crucial in deterring mformation security
breaches caused by the mnsiders. Research shows that the
deterrence mechanisms have impact upon mculcating
good security behaviowr among the staff in the
organisation (Connolly et al., 2015; D’ Arcy and Hovav,
2009). In implementing the security control, top
management participationis
employee behaviowr is compliance with the security
policy of the organisation (Alnatheer, 2015,
Alnatheer and Nelson, 2009, Hu et al, 2012
Soomro et al., 2016).

It is important that employees are aware of the
establishment of the security policy and procedure so that
they can adhere (Alnatheer, 2015; Bozic, 2012; Safa et al.,
2015; Van Niekerk and Von Solms, 2010). Security
compliance can be achieved if the employees obtain
sufficient training and education with regards to the
vulnerabilities, threats and attacks. Social engineering like
scam and phishing are among the external culprits which
can turn employees into unintentional insider’s threat if

crucial to ensure that

the employees are not aware enough and well trained in
recogmising such attack. An organisation must also
establish the risks analysis and managementto ensure
that the risks can be mimmised as low as possible
(Alnatheer, 2015, Munteannu and Fotache, 2015,
Williams, 2008). D’Arcy et al. (2009) found out that
physical monitoring is effective in deterring security
breaches.

MATERIALS AND METHODS

The study which 1s exploratory i nature, combines
both qualitative and quantitative methods. The pilot
study follows an approach suggested by Da Veiga and
Eloff (2010). Prior to conducting a pilot study, a set of
questionnaire survey has been developed which consists
of 149 questions covering all identified factors. The
questions were adapted from previous researches such as
Siponen et al. (2014), Allen (2011), Parsons ez al. (2014),
D’ Arcy et al. (2009), Safa et al. (2016) and Flores et al.
(2014) and rephrased where possible to suit with the
objective of the study. We also developed some of our
own questions to complete the questionnawre. The
questiomnaire uses a 5-Likert scales ranging from 1 for
totally disagree/relevant to 5 for totally agree/relevant
depending on the questions. To ensure thaat participants
are SaaS users, we provide screening questions towards
the usage of SaaS applications such as email, social
media, cloud storage and some other online
applications.

RESULTS AND DISCUSSION

To achieve the objective, 30 IT professionals have
been purposely selected to participate in the pilot survey.
All of the participants passed our secreening questions to
which the degree of the frequency ranging from wvery
limited to extensive usage of SaaS applications. Based on
their profile, 70% of the respondents are female staff in the
orgamisatior, 57% of them are master and Ph.D holders
and 57% of them have more than 15 years working
experience. Details of profile 1s as at Table 2. Out of 30 of
them, 10 have been called to further comment on the
dimensions and items of the swvey. Based on the
comments and suggestions from the experts, initial items
have been reduced from 149 items to 132 after opting out
the redundant questions. The data was analysed using
cronbach alpha and composite reliability and the results
are as at Table 3.

Based on the result as at Table 3, the Cronbach’s
alpha and composite reliability for all of the items are
above than 0.7. These indicate that the constructs are
having internal consistency and reliable (Cohen et af.,
2013; Nunnally, 1970). The conceptual framework 1s as
shown at Fig. 1.
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Fig. 1: Conceptual framework

Table 2: Profile of respondents

Variables Percentage (%0)
Gender

Male 23
Female 77
Qualification

PhD 31
Master 33
Degree 36
Experience (years)

<10 7
10-15 36
=15 57

Table 3: Analysis of items

Dimensions Constructs Composite reliability Cronbach’s alpha
Organisational C bureaucratic 0.960 0.952
culture C supportive 0.969 0.963
C innovative 0.932 0.923
BRehavioural B experience 0.960 0.944
factor B practice 0.891 0.863
B self efficacy 0.970 0.954
B skills 0.885 0.744
Pesonal values PC attitude 0.870 0.766
PC ethics 0.941 0.922
PC security 0.880 0.844
knowledge
PC trust 0.973 0.963
Environmental Egov act policy 0.914 0.866
factor E social norms 0.929 0.902
Infosec governance GMP oli Proc 0.984 0.982
and management  GMR isk Mgt 0.972 0.964
GMPhy 0.984 0.982
sec monitor
GMSETA Prg 0.987 0.984
GMSIR] Gov 0.981 0.977
CONCLUSION

The aim of this study is to develop a framework
of an information security compliance behaviour. Drawing

on social cognitive theory and organisation theory, the
integrated soci-organisational factors influencing the
security compliance behaviour in the organisation were
identified based on the current literature. There are 5 main
factors identified; personal characteristics, behaviour,
environment, organisational culture as well as information
security governance and management. Reliability analysis
was done for the data obtained from the pilot study. The
analysis shows that all of constructs analysed have
Cronbach’s alpha >0.7 which mdicates sigmficance
and reliability of questionnaire. This study, identified
significant socio-orgamisational factors which give impact
to the security behaviour of the employees in the
organisation, hence the development of the conceptual
model.

SUGGESTIONS

Our future research will be testing the conceptual
model by conducting a survey to the employees from
both public and private sectors. The data will then be
analysed using PLS-SEM modeling technique. We plan to
complete the research with a case study and interview of
selected experts to support our quantitative result.
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