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Abstract: The evolution of Tnternet of Things (ToT) becomes more prominent and obtrusive in human life. More
gadgets are being connected to other gadgets and networks mn gathering, collecting and sharing data and
mformation with each other in real time or virtual existence. Nevertheless, security 18 experiencing more
advanced challenges and issues regarding user privacy and confidentiality as well as integrity and authenticity
of the data collected. The purpose of this study 1s to review, analyze and discuss the existence of the security
system in inlibiting those issues. As IoT consists of three distinet layers including application layer,
transportation layer and perception layer, this study will delve deeper on the security features, 1ssues and
further solution in the perception layer. Furthermore, this discussion will highlight more clearly about the

security issues faced.
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INTRODUCTION

Intermnet of Things (IoT) refers to a network of
gadgets which commect to each other to collect, capture
and share the information through the Secure Service
Layer (5SL) in the area of wireless communication (David,
2013; Sanots et al., 2014; Oh et al,, 2014). This paradigm
enables people realizing smart environments such as;
smart cities (e.g., smart transport system) smart health
care and smart energy (e.g., smart grid and smart
lighting (David, 2013; Moosavi et al., 2015). IoT plays
an important role in broad range of applications (David,
2013). There are some examples how IoT potential is
playing out in clinical care the hospitalized patient who
needs close attention can be constantly monitored by
non-invasive momitoring (David, 2013) as it will regularly
check on patient’s vital sign and update into the system.
Next, the elderly who lives alone can remotely monitoring
their health by connecting through IoT devices which
comprises of vanety of with complex
algorithms to analyze and share the data through wireless
connectivity with the medical professionals (David, 2013;
Sanots et al., 2014). The advanced IoT technology along
with the security concern may establish the ubiquitous
ambient assisted living for healthcare applications
(Sanots et al., 2014).

Yet, there are still number of challenges and issues
are debating now (Jing et al, 2014). In this context,
security aspect must be evaluated in terms of functional
benefits for protecting the patient’s privacy and data

SCIISOrs

security to service providers and healthcare professionals
that are highly sensitive nature (Aramudhan and Mohan,
2010; Marti et al., 2004). Security protection 1s a must to
ensure the privacy, authenticity, confidentiality and
integrity of the information is securely protected from any
threats and malicious malware.

Marti et al. (2004) has categorized the four types of
security services: confidentiality, mtegrity, authenticity
and system performance including availability, reliability
and accountability. Confidentiality acts as a data
protector during
communication or in storage. Meanwhile, integrity 1s a
data protector agamnst any meodification, substitution,
addition, deletion or data from
non-authorized user. Authentication 1s an approach to
correlate between 1dentity and entities.

In this study, first we will review various security
threats involved in ToT infrastructure and present the
security architecture of IoT. Next, we will classify the
security features available m the perception layer. Then,
we will analyze and discuss deeply the issues and
corresponding technology solutions for each of the listed
features. Finally, the comparative analysis 1s done for

from any unauthorized access

msertion of the

future direction.
MATERIALS AND METHODS
Security architecture of IOT: Security is one of the

significant features needed in designing ToT because of
the sensitivity and privacy of the data (Oh et al., 2014).
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Fig. 1: Security architecture of ToT (Jin et al., 2014; Yang et al., 2012; Sharma and Thawala, 2015)

Table 1: Summary of multi-layver security infrastructure or architecture of IoT (Oh et af., 2014; Jinef a@l., 2014; Yang et af., 2012; Sharma and Jhawala, 2015)

Criteria Perception/Physical layer

Network/transportation layer

Application layer

Criteria and function Comprises of various types of data
collecting and controlling modules

Perceiving and gathering information

Transmits data through internet and mobile

telecommunication network

Process data intelligently

Examples Sensor nodes Internet Smart city
RFID readers Mobile communication network Smart home
Cameras Heterogeneous network fision Pollution monitor
Gateways Tntelligent transportation
Logistics supervise
Risks Eavesdropping attack Authentication security problem Application layer attack
Denial of Service (DoS) attack
Heterogeneous network attacks
Application risk of ipvé
WILAN application conflicts
Security RFID security 3G Access network security Remote medical security
WSN security Ad-Hoc network security Srmart home security
RSN security Wi-Fi security Encryption/decryption mechanism

Even though ToT network allows only authorized
users to access it is necessary for ToT to prevent from any
unauthorized connection as well as attacks mounted
against network (Santos et al, 2014; Oh et al., 2014).
There are abundant studies have been proposed to
mnprove security m loT system (Sharma and JThawala,
2015).

According to Fig. 1, the nfrastructure or architecture
of IoT 18 divided mto three layers which are application
layer, network or transportation layer and perception or
physical layer (Jing et al, 2014; Yang et al., 2012,
Sharma and Jhawala, 2015). Application layer is further
divided into ToT application and application support layer.
Mean while, transportation layer is categorized into three
divisions; local area network, core network and access
network. Besides, perception layer is classified into
Perception network and Perception node. IoT must take
security mto account for all layers. Hence, security must
be implemented in the whole [oT system crossing all the
three layers.

Table 1 presents the simplified requirements
mcluding criteria and function, examples, risks as well as

security in all the three layers based on (Oh et al., 2014;
Ting et al., 2014, Yang et al., 201 2; Sharma and Thawala,
2015). According to Oh et al. (2014), Denial of Service
(DoS) attacks occur rapidly disrupt the communication
in the network or transportation layer. This attack
repeatedly send the packets to the targeted objects,
therefore 1t will harm the computational resources.
Furthermore, eavesdropping attack which occur in
perception or physical layer actively steal information
between the nodes. In addition, the application layer
attack will cause operating system errors thus this allows
for unauthorized access controls.

Classification of security features in perception layer:
There are several security features that have bheen
extracted out from the existing researches including.

Variety and heterogeneity of sensor devices: There are
various kinds of sensor nodes and high heterogeneity.
Thus, they will have whether simple or complex structures
and processors. These could make them facing a security
protection capability (Zhao and Ge, 2013).
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Resources (storage capacity and space, computational
capabilities, power limitation): Resource is a part of
system performance where 1t relates to availability,
reliability and accountability (Marit et af., 2004), etc. This
feature need to be paid close attention as with the
limitation of the resources it will directly affected the other
features.

Data security: This feature plays a significant role as
many previous researches have been done to improve
the issues of this feature. The information mtegrity,
confidentiality and authenticity need to be concerned
during the data acquisition, data transmission as well as
in the data storage (Kumar ef al., 2016).

Secure routing mechanism: This feature is to ensure the
correct and secure route discovery while maintaining the
target from any threats and attacks (Gou et al., 2013).

RESULTS AND DISCUSSION

Security issues and solutions analysis in perception
layer: As discussed by Bendovsclu (2015), the most
common attacks discovered are Demal of Services (DoS),
malicious codes, viruses, worms and Trojans, malware,
malicious insiders, stolen devices, phishing and social
engineering as well as web-based attack. Nevertheless,
this attacks can be split mto four categories due to their
objectives, cyber-crime, cyber espionage, cyber war
and hacktivism. These attacks counter disastrous effects
such as loss of information, disruption, revenue loss and
equipment damage.

Externally, legal aspect is an essential context
relevance to security as it developed to prevent or limit
the cyber-crime yet, this subject is geographically limited
to a certain region (Sicari et al., 2015). The following texts
will further discussed about the issues and technological
solutions based on previous researches.

Key management protocols: A lightweight end-to-end
key management protocol has been presented
(Abdmeziem and Tandjaoui, 2015). There are five phases
mvolved in processing and exchanging messages with
hash function mmplemented. They are Phase 1 (mitial
exchange), Phase 2 (securing connection between parties)
Phase 3 (proving representatives of third parties from
constrained nodes to remote server), Phase 4 (secret

generation and delivery) and Phase 5 (termination
phase).

Cryptographic algorithm: Security Gateway Application
(SGA) 15 mtroduced by Chen et al. (2016) that provide

security including light weight symmetry key
cryptographic negotiation functions for Machine 2
Machine (M2M) message delivery fimetion. SGA 1s
designed in three phases in IoT system which are
symmetric key encryption graphic function negotiation
phase, key exchange generation phase as well as
messages delivery phase. In symmetric key encryption
graphic function negotiation phase, the two smart devices
will generate their temporary key via SGA server.

Pattern detection: Two pattern detection techmques are
being mtroduced by Oh et al. (2014) which are auxiliary
shifting and early decision. These two techniques are
proven to improve the performance of pattern matching
system that operates in smart objects.

In addition, a refinement of the traditional
authentication scheme is introduced by Hou and Yeh
(2015). In this scheme, there are three entities involve
which are user, authentication server and trusted
Third-Party Authority (TPPA). All entities will come
across two phases including registration phase and user
identification and verification phase. In registration phase,
each user will register an identity from TPPA and then
obtained a secret token through a secret chammel
Next, if user requests an authentication service from
authentication then the
verification phase 1s invoked.

server identification and

Secure routing models: An extended secure
Software-Defined Networking (SDN) architecture for ToT
15 designed and proposed by Oliver ef al. (2015). The
proposed architecture succeeds m swapping away
security limitations of traditional architecture by enabling
dynamic network configuration and security policies
deployment.

Figure 2 shows the proposed architecture. The
controller is being implemented to manage the security of
one domain. Hence, each domain has their controller.
Thus, all the domains will be extended as they are
interconnecting between each other via the border
controller in leading towards the secure ToT paradigm.

In addition, a Secure and Efficient Authentication and
Authorization (SEA) architecture using smart e-Health
gateway 1s being proposed by Moosavi ef al. (2015) to
securely and efficiently perform authentication and
authorization activities. Smart e-Health has a local
database which allows 1t to temporarily store information
and provide local processing of the data. Therefore, the
authentication and authorization activities can be
handled by smart e-Health gateways. Mossavi et al
(2015) also implement the security protocol by firstly just
re-use the existing security protocols. Then, they provide
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security features to the constrained devices that have
limited resource to securely commumicate with the
remote healthcare center and smart e-Health gateway
bulld an IP-based security

1s introduced to

protocol.

Trust management: Secure resource sharing proposed by
Bulck et al. (2015) introduced a secure access control
mechanism for embedded microcontrollers. A protected
file system 1s encapsulated to ensure the mtegrity of the
file system. Based on Fig. 2, this file system is illustrated
m a layered design consist of front-end access control
layer. The front-end offers the public interface to
the user, meanwhile the back-end consists of private

functions. There are two implementations of baclk-end
structure  which through shared memory and flash
storage.

As an overall view of the security features allocated
in the perception layer of ToT as being described in this
study, Table 2 summarized the comparisons. From this, we
can observe that each of the security features faced an
1ssue. Hence, various technological aspects are being
exposed as a solution to diminish and reduce those
1ssues. However, the existing technologies are still not
able to completely eliminate those issues as they are
always lacking in their solutions. Hence, more researches
need to be done in enhancing the security features of the
perception layer.
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Fig. 2: Security implemented n SDN domain (Olvier et al., 2015)

Table 2: Comparative analysis of security features in perception layer

Features Issue Technology Pros Cons
Various kind and Lack of node RFID system Provides mutual and key authentication -
high heterogeneity authentication and protocol of tags and readers as well as secure

of sensor nodes and
devices

Resources (storage

capacity and space,

access control
mechanism
Limited resources,
limited computing

cormputational power, storage space,
capabilities, power differences of storage
lirnitation) formats and data

processing methods

Secure resource
sharing

Pattern detection
scheme:

to access Auxiliary shift

- - Early decision

Data security Weak key management  Syrmmetry and public
systern and key encryption

eavesdropping attack

Digital signatures

Authentication
scheme

data exchange between tags and readers

Offers strong authentication ensures
confidentiality and integrity of logical
files

Reduces the limitation of memory usage
by skipping unnecessary matching
operations

Tnhibit the complexity of the character
matching

Keeping the exchanged data confidential

The keys can be periodically established
to strengthen the confidentiality

The keys can be preventing alteration of
data and sending from legitimate nodes

Unprotected test setup back-end
runs and concerning the protected
flash driver which the access control
module only allows single private
data section per module

Additional memory reading operation
is required awciliary shift value for
corresponding index as well as
save the auxiliary shift values
Require more processing time due
to pattern sorting when the pattern
number is increased

Energy consumption increases due
to communication overhead
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Table 2: Continue

Feature Issue Technology

Pros Cons

SGA

Secure routing SDN architecture

mechanism

Attacks on routing
protocols

SEA architecture

Robustness of entity authentication and
data communication security provide the
mutual authentication mechanism and

at the sarne time,prevent from keyguessing
attack, data privacy attack as well as relay
attack

SDN controller behaves like a security
guard as begin with authenticating the
network devices to secure network access
and resources. Then, it will push the
appropriate software and hardware access
switch

Can lower down a risk of broken domain

when attacked by DoS threats only the
associated sub-domain can be disrupted

CONCLUSION

In this study, the security issues and challenges as
well as the existing security features and system in
mhibiting those ssues have been reviewed, analyzed and
discussed. The security architecture are being focused
and exposed as there are three main layers occupied.
Application layer, transportation layer as well as
perception layer. Next, the security features are being
divided variety and
heterogeneity of sensor devices, resources (storage

into four main divisions:
capacity and space, computational capabilities, power
limitation); data security; as well as secure routing
the security
technological solutions are being discussed according to

mechanmism. Furthermore, 1ssues  and
the listed features. As IoT goes advanced in future, the
security services also need to be further developed in
order to prevent from the advanced of any attacks, threats

and malicious malware exists.
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