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Abstract: To fulfil the dynamic requirements in cloud environment there is always a need to migrate virtual

machines from one place to another. It also helps in managing load balancing, power saving and maintenance

activities such as management of faults due to resource failures, power failure, etc. There are two types of
hypervisors which can be used for virtualization, i.e., open source and proprietary hypervisor. Most of the time
practitioners have used proprietary hypervisors as compared to open source hypervisors because they
consider open source hypervisors have less functionality. This research study focuses on to examine the

efficient virtual machine migration technique in various scenarios with the motive to save cost. The study uses
Kernel-based virtual machine, open source hypervisor for the experiment. The study also compares the virtual
machine migration results using open source hypervisor, KVM with a proprietary hypervisor, Xen.
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INTRODUCTION

Cloud computing helps organizations to reduce
their infrastructural and computing cost by making
sharing of resources possible. Through coherence and
economies of scale, it enables organizations to achieve
utility computing. The spirit of hospitality and tourist
acceptance and foster and strengthen this scientific and
necessary branch of science in society sing a specific
behavior-scientific base.

One of the weaknesses of domestic tourism industry,
cloud computing appears siumilar to some of the analogous
systems such as autonomic computing, client server
model, grid computing, mainframe computers, peer to peer
computing, utility computing, etc. But it is more powerful
in terms of functionalities to share and utilize resources
more efficiently and effectively (Buyya et al, 2013;
Kerr and Davari, 2013). National Institute of Standard
Technology (NIST) has given five key features of cloud
computing-rapid elasticity, resource pooling on demand
self-service, extensive network access and fifth one is
measured services. In thus, resources are pooled at the
centralized places known as data centers that are
accessible from everywhere as per the demand (Kerr and
Davari, 2013).

An important technology that 18 wused for
implementing cloud computing is virtualization. This
technology has diverted the industry perspective from the
utilization of resources physical to logical. Tt creates an
abstract layer over the actual hardware and software
(Kerr and Davari, 201 3). Tt utilizes single physical machine

in the form of software to run multiple operating
systems on single machine hardware. The mam goal of
virtualization is to utilize the maximum capacity of
available resources such as processor, storage, network,
etc. (Rastogi and Sushil, 2015). There can be various
types of virtualizations like:

Application virtualization: It 15 a technology that
provides the virtual environment in which the application
can be executed without having mstall on the computer.
The application behaves same as the local application on
the client system. For, e.g., VMW are Thinapp, Oracle
secure Global deslktop, App-V, etc.

Storage virtualization: This technology provides the
pooling of multiple physical storage devices which are
accessed by single domain name. Through this,
distributed storage 1s managed in such a way as 1f it 1s one
large storage. After this virtualization, the availability of
storage increases because now the applications do not
have limited or a specific resource. The storage can be
updated any tune without affecting the performance of the
application (Ahmad et al., 2015).

Server virtualization: This technology provides the
masking of existing server with all its resources
(Rastogi and Sushil, 2015). The resources of server are
hidden from clients and the physical server is divided into
multiple virtual environments. Web server virtualization is
one of the most popular examples of this technology used
for providing low cost web hosting services.
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The main activity in virtualization is creation and
migration of Virtual Machine (VM). By creating VMs, it
collaborates multiple unutilized resources into a shared
resource pool and utilizes them by performing different
tasks simultaneously to fulfill multiple user demands. Vs
can execute various tasks as per the requirements of
clients. The resources can be allocated or de-allocated
dynamically on VMs which converts single physical host
mto number of virtual hosts (Masdari et al., 2016).
Generally, VM migration are of two types-one 1s live
migration and another 1s offline migration. In live
migration a rumming VM i3 migrated from one host to
another. The goal of live migration is to miummize the
interruption of services that are running on a VM during
migration (Clark et al., 2005; Refaat ef al., 2016). In offline
migration, first a VM is suspended, then all files related to
the configuration and VM memory image is moved from
source to destination host. At the end of this migration,
the copied VM image 1s resumed at the destnation host
Most of the vendors of virtualization technology like Xen,
Kemel-Based virtual Machine (KVM) and Hyper-V, etc.,
used live migration as an important feature as it
contributes sigmficantly for their sales. However, not all
live migration technologies are equal in all aspects. One
technology may focus on minimizing the downtime of VM
migration while other may emphasize on minimizing the
total migration time (El-Khameesy and Mohamed, 2012;
Baruchi et al., 2015).

The current study examines the efficient VM
migration technique in some scenarios by using an
experiment on KVM and Xen hypervisors. The main
motive of the study 1s to find which migration techmque
18 better in a given situation with lesser cost. To find out
the main foal of the study some experiments have been
conducted on open source hypervisor (KVM) as well as
proprietary hypervisor (Xen) and the performance of both
hypervisors is then compared. The parameters that are
considered for analysis are Total Migration Time (TMT),
Down Time (DT), Migration Data (MD) and Migration
Time (MT).

MATERIALS AND METHODS

Preliminaries and methods: This study 1s based on the
experimental analysis. Two physical hosts of same
configuration are used for the experiment. The
configuration of the hosts used 15 2x4 core Intel (R) Xeon
(R) CPU E5540 of 2.53 GHz with 12 GB RAM. Shared
storage has been used of 50 TB which can be accessed by
both of the host servers. The whole experiment is
repeated for KVM and Xen one by one. Figure 1 shows
VM setup in host-1.

VM1 VM2
KVM
Monitor
Physical Data server
memory (NFS)

Fig. 1: Virtual machine setup in Host-1

The performance of a live migration is dependent on
two parameters CPU state and memory state. While VM
migration, VM's CPU state 1s needed to be switched from
source host to destination host. It consumes some
amount of time to transfer the information Similarly,
memory state of VM also needs to be transferred. But 1s
quite large amount i comparison to CPU state because it
includes state of Operating System (OS) and all processes
runming m the VM (Hu et af., 2013).

Categories of memory contents to be migrated: There are
five categories of memories which play an important role
in VM migration. All have a relationship amongst each
other with respect to the size (Akoush ez al., 2010). First
category of memory 18 called as configured memory to VM
which 13 an amount of memory given to the VM by a
hypervisor. It 1s also called as physical memory available
for use. Second category, called allocated memory is an
amount of physical memory which the hypervisor has
actually allocated to VM. It is always less than the
configured memory that is being used by VM. Third
category of memory 1s used memory. It is a memory which
1s used by a VM OS. These are memory pages that reside
inside VM memory. Fourth category is called as Request
Memory by Application and is an amount of memory
required by applications that are running inside VM. Last
category, called as Dirtied Memory 1s a part of requested
memory of an application that 1s actively modifying via
writing m-memory pages (Anala et al., 2013; Liu and He,
2014; Shribman and Hudzia, 2012; Kim et al., 2011). For
live migration, configured memory can be the upper
bound to estimate the migration time. Dirty memory is also
an important parameter which can increase the total
amount of data to be transferred (Isci ef al., 2011).

Performance metrics: This experiment has measured
some important performance metrics of live migration such
as TMT, DT and data transferred over the network during
migration. Ping test has been applied to check the
accessibility of VM while migration.
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Host-1 (Setup VM):
Switch on VM and store VM CPU state
Store VM disk state and memory

A

VM migration:
Recond ping responses

Hoat-2:
Record end time of migration
Power off VM

A

Calculate all MT, TMT, DT

Fig. 2: Steps to evaluate performance metrices

The ping test helps m captuning time stamps and
exact pattern of live migration (El-Khameesy and
Mohamed, 2012; Feng et al., 2011). TMT is measured by
noting down the time at the start as well as at the end of
the migration. Similarly, to measure the DT of VM, ping
test is used during VM migration. Each time, timestamp
and sequence number are noted down where no response
15 received from VM. For doing above parametric
measwrements, followmg shell script 15 used m the
experiment. The steps are shown in Fig. 2.

RESULTS

In the experiment, VM live migration 1s done from
host 1-2.

Senario-1: Used memory for VM is approximately 125 and
90 MB for KVM and Xen, respectively. Migration data is
258 and 2300 MB for KVM and Xen respectively. The
TMT and DT are recorded through ping test. The
migration time 18 also calculated by deducting the DT from
the TMT. All the results are plotted using bar charts in
Fig. 3-5. Tt is very clear from the figures that KVM took
less time in comparison to Xen in all cases.

The data transfer speed 1s calculated by using
migration time and migration data. It 1s approximately
19 and 79 MB/s for KVM and Xen respectively. This
shows that Xen has better throughput in comparison to
KVM. Tt is clear from the plot shown in Fig. 4 that KVM
takes less DT because it can synchronize dirty memory
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Fig. 3: Plot of migration time vs. hypervisors
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Fig. 4: Plot of downtime vs. hypervisors
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Fig. 5: Plot of total migration time vs. hypervisors

data fast to achieve less DT. The main reason for this 1s
KVM transfers only allocated memory but Xen migrates
whole configured memory even when the actual usage is
less.
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Fig. 6: Plot of dirty memory size vs. migration time for all
virtualizations
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Fig. 7. Plot of dirty memory size vs. migration data for all
virtualizations

Senario-2: To explore the inpact of dirty memory, its size
1s increased gradually in migrated VM. The responses of
migration time, data and DT are shown in Fig. 6-8,
respectively with respect to increasing dirty memory size.
The most mnportant finding 15 that KVM fails to fimsh
migration once dirty memory size reaches to 32 MB with
the current setup. It stops responding, 1e., it shows no
progress. Further, once dirty memory size reaches to the
configured memory size, the migration time, down time
and migration data for Xen decreases mstead of
mcreasing (Chowdhury and Boutaba, 2010).
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Fig. 8 Plot of dirty memory size vs. down time for all
virtualizations

From all above analysis it 1s concluded that live
migration in KVM is good if the dirty memory size is less.
But if the dirty memory size 1s large or contimuously
increasing with applications running inside VM, then it is
better to prefer offline VM migration (Tia et al., 2015).
Same thing 13 also true for Xen as the impact of dirty
memory size on DT is quite significant. Tt takes long time
of approximately 16-17 sec for migration.

DISCUSSION

Several research studies have been done related to
the VM migration to analyze the performance of VM
migration by using different hypervisors. In a study done
to evaluate the effects of live VM migration using Xen
hypervisor tested the performance of VM by running
modern internet application on it in Service Level
Agreement (SLA) oriented enviromment. The result shown
in the study is acceptable but this whole study was done
by using Xen, a proprietary hypervisor, only. Its
performance is not compared using any other hypervisor.
Researchers have also done study on the techniques of
VM migration in velicular clouds (Refaat ef al., 2016).
They have shown the comparative study between various
schemes and found best performing scheme. Researchers
have done simulation using MATLAB software. In
another study researchers focused on the performance of
VM live migration by considering workload as an
important factor which can have great impact the
performance of live VM migration. They have also shown
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the comparison with traditional techniques (Baruchi et al.,
2015). Huet al. (2013), researchers performed experimental
analysis to analyze the performance of VM live migration
with respect to downtime and total migration tume. They
have used two hypervisors VMW are and Xen for this
analysis. The study concluded that the performance of
live VM migration can vary according to the memeory load.
In another study, Akoush et al. (2010) have done an
experiment on VM live migration which measures
important characteristics like TMT and unresponsive time
of VM. They have done experiment using KVM, Xen and
VMW are. They also suggested some parameters in the
study to improve the performance of live migration. In a
coordination system, proposed for VM migration mn cloud,
Prakash tried to minimize the migration cost by reducing
total migration time and downtime.

The curent study is unique in the sense that it
1identifies the efficient VM mugration technique using open
source hypervisor with the motive of saving cost. The
study may benefit cloud service providers that are always
looking for ways to reduce costs. From the experiment, it
can be seen that the KVM, an open source hypervisor is
a good option while implementing virtualization,
especially for organizations that are concerned about
cost. KVM is a less expensive option to a proprietary
hypervisor such as Xen.

CONCLUSION

One of main purpose of this study was to find out if
live migration could be performed efficiently using open
source hypervisors or not. A series of experiments were
done using open source hypervisor (KVM) as well as
proprietary hypervisor (Xen) and the performance of both
hypervisors was compared on parameters like Total
Migration Time (TMT), Down Time (DT), Migration Data
(MD) and Migration Time (MT). Results of these
experiment showed that migration data and DT were very
less using KVM in comparison to Xen. Dirty memory size
had sigmficant impact on migration in KVM because
KVM was unable to finish migration once the dirty
memory size reached to 32 MB m the proposed setup. In
case of Xen, 1t took approximately 16-17 sec which was
also a large duration. Tt can be concluded that live
migration in KVM 1s good if the dirty memory size 1s less
in comparison to Xen. But if the size of dirty memory is
mcreasing then oftline migration n KVM should be
preferred. In future this study can be enhanced by
comparing performance of KVM with other hypervisors
by taking some more scenarios and configuration setup.
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