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Abstract: TPv € network intrusion detection and particularly anomaly-based approaches suffer from lack of
reference datasets to be used for the comparison, deployment and performance evaluation of them. Intrusion
Detection Systems (IDSs) use these datasets to evaluate their capabilities for detecting different types of
attacks by differentiating between normal and abnormal traffics. A few TPv6 datasets have been proposed for
this purpose. However, those datasets are either not publically shared due to privacy 1ssues or focused on only
one type of attack messages thus it can be exclusively used to test approaches of this message type. The
flooding of ICMPv6 packets 1s a possible attack can be performed to deny the services of an IPv6 victim.
ICMPv6 is one of the most important supported protocols of TPv6 where it has several fundamental
functionalities such as; neighbor discovery and router discovery processes. Therefore, this study presents a
diverse dataset for several ICMPv6 messages’ flooding attacks to be used for the evolution of any proposed
detecting solution of such attacks. This dataset contains 14 different ICMPv6 Flooding attacks. This research
aims to assist various researchers in testing, evaluating and comparing purposes through sharing the generated

datasets.
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INTRODUCTION

Eventually, IPv6 will be the mam protocol for
networks commumnication because IPv4 became incapable
to serve the new demands of TPv4 addresses to users.
TPve was designed by Internet Engineering Task Force
(IETF) witha 128 bit address, more than IPv4’s address
space to be the sustamable communication protocol. In
addition, IPv6 came up with new mechamsms to ease the
commumcation between network nodes. For example, it
defined an address auto-configuration feature which
allows any new host to imtiate its own IPv6 address
automatically. Also in terms of security, IETF attempted
to avoid some security limitations of TPv4 in the new
protocol development. For example, scanming all
aliveaddressesin a network by probing them one by one
was possible in TPv4 (Elejla et ol., 2014) but it became
impractical in TPv6 because of the huge number of
addresses (Durdagi and Buldu, 2010).

Although, much effort has been made by IPv6
developers to make it perfectly secured, there is no
network that can befully secured (Elejla et al ., 2014). The
vulnerabilities in security that have been discovered
basically come from issues in IPv6 specifications such as
the TPv6 multicast addresses which are the addresses
where many nodes are subscribed to. An attacker can use
these addresses to perform a reconnaissance attack by

sending one packet to one ofthese addresses. Moreover,
TETF failed to address some of the known threats in IPv4,
such as the availability of performing a flooding attack.
Flooding attack aims to overwhelm a targeted network
or device with traffic which is more than their
capacity to handle in order to deny the service of the
victim (Weber, 2006).

IPv6 relies on ICMP protocol more than IPv4 and it 1s
called ICMPv6. Therefore n IPv6, ICMPv6 1s amandatory
protocol for any IPv6 network due to its functionalities. It
replaced not only ICMPv4 functions but also other
network related protocols such as the Address Resolution
Protocol (ARP) and Internet Group Management Protocol
(IGMP). Therefore, any IPv6 node needs to fully
implement ICMPv6 messages to be able to communicate
properly. Unfortunately, ICMPv6 1s considered as an
insecure protocol and has low awareness of security
issues. Thus, it is vulnerable to many attacks such as the
Smurf attack, where the attacker sends a fabricated packet
sourced from a different address (victim’s address) to a
multicast address. The replies from all the subscribed
addresses to the multicast address will over whelm the
victim and flood it with a big munber of packets (Zagar
and Grgic, 2006).

As aconsequence to ICMPv6 security issues,
mitigation solutions should be proposed. These solutions
need to be evaluated and tested using reliable datasets.
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ICMPv6 is an insecure protocol and securing it helps to
secure IPv6 generally because of its vulnerabilities as well
as the importance of it Therefore, proposing reliable
datasets for ICMPv6 attacks is essential m order to help
in conducting an experimental security study for any new
solutions. Similarly in TPv4, many datasets (e.g., KD’
(Cmcttugh, 2000) were proposed and beimng used to
evaluate Ipv4d proposed mitigation solutions. A few
TPv6 datasets have been proposed till this time. Moreover,
these datasets are facing some limitations. Mainly, the
absence of a reliable dataset contains different attacks
agamnst ICMPv6 protocol (Saad er al, 2014a, b).
Therefore, this study aims to create a reliable dataset
focusingonthe common attacks of ITCMPv6 to be used in
testing the mitigation solutions.

TCMPv6 flooding attacks: TCMPv6 is a backbone protocol
it responsible important
functionalities such as neighbor discovery. IPv6 protocol
does not work properly without a complete
implementation of ICMPv6 messages because IPve
network operations need ICMPv6 messages for many
umportant processes as described in RFC 4443 (Conta
et al., 2006). ICMPv6 has two types of messages usage.
First, Error messages where the type field value ranges
from 0-127 and are sent as a response for failed deliveries
of messages. The second type i1s Informational messages
which are sent to share needed information between
nodes and their range of type field wvalue is from
128-255.

These messages can be misused for several attacks
such as [CMPv6 flooding attack. ICMPv6 flooding attack
is performed by sending a big number of packets of
ICMP¥6 to one victim which can be a single node (PC or
router) by its address. Also, it can targettheentire IPv6
network by sending the packets to an IPv6 multicast
address. An example of the ICMPv6 paclets is the Router
advertisement message (ICMPv6 type 134) where it can be
sent to overwhelm a node, forcing it to generate a new
IPv6 address from the given prefix m the message. This
results in a denial of service attack for that node because
its CPU load increases to 100% in order to handle these
messages. Also, these messages can be sent to a
multicast address (such as all node address FF02::1) to
overwhelm all subscribed nodes in that address.

TCMP flooding attack was known in TPv4 networks in
the same way as in IPv6. However, ICMPv4 15 less
mnportant for communication than ICMPv6 due to the
dependencies of TPv6 on ICMPv6 functionalities where it
is considered the most important protocol associated with
IPv6 (Saad ef al., 2014a, b). The IPv4 admimstrators may
block most of the ICMPv4 messages on their networks to

in IPv6 where is for
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avoid its vulnerabilities. In contrast, blocking ICMPv6
message cannot be used in TPv6 because TPv6 operations
need ICMPv6 messages for many basic functions such as
the address resolution process. There by, ICMPv6
Flooding Attack is more critical in TPv6 than in TPv4 and
it needs more studies to address it.

Literature review: The existence of datasets is useful
especially for evaluating the performance of machine
learning, artificial intelligence, genetic algorithm and in the
statistics of mitigation solutions. IPv4 mitigation solutions
have been tested using several datasets such as DARPA
(McHugh et ., 2000), KDD and LBNL (LBNL/ICSI,,
2004). These datasets are mamly used for testing the
ability of solutions to differentiate between normal and
abnormal traffic. Usually, researchers choose one or more
of these datasets that meet the needs of their solution to
be used. Despite the significant contributions of these
datasets, they are limited to TPv4 solutions testing where
they do not contain IPv6 traffics. This encouraged IPv6
researchers to overcome this limitation bycreating
datasets with TPv6 traffic to be used for testing its
mitigation solutions.

A few datasets for TPv6 traffic have been proposed.
Some of these data sets were created to study TPv6
protocolfor non-security purposes where they do not
contain malicious traffic. MAWI Working Group Traffic
Archive dataset (WIDE, 2015) is one of these datasets
from the WIDE project which contains daily traces of
normal TPv6 traffic. Tt has been used for the security
analysis of TPv6 by visualizing the traffic in (Barrera and
Van Oorschot, 2009). This kind of datasets 1s limited to
non-mitigation aims of TPv6 researches. Therefore, it
cannot be used for testing security solutions.

Recently, a dataset called Ark is released by the
Center for Applied Internet Data Analysis (CATDA) for
the purpose of Intrusion Detection Systems (IDSs)
testing. Although, it meets a lot of researchers” needs, it
has a limitation of having specific traces of traffic and it 1s
not a comprehensive dataset of different kinds ITCMPv6
flooding attacks. Moreover, a few features of the traffic
are privatized which leads to a limitation indetection
efficiency. For example, the source and destination
addresses which are the main keys in any detection
approach are removed from this dataset. Therefore, it 1s
not suitable for Al-based solutions which are efficient in
intrusion detection.

Another recent dataset has been proposed by
Saad et al. (2014b) which focuses on ICMPv6 Flooding
Attack. This dataset has two mam limitations. Firstly, it
focuses only on ICMPve ECHO request (ICMPv6 type
128) flooding attack. Therefore, it can only be used to
evaluate solutions targeting this kind of attacks. The
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Fig.1: Testbed network architecture

Table 1: Testbed devices name, physical address, and IPV6 addresses

Node name Physical address Global address Link-local address
Router C4-01-12-C8-00-00 2000::C601:12FF.FECS:0 Fe80::C601:12FF:FECS8:0
WINxp-1 02-00-00-00-00-01 2000: . FF:FEOO:1 Fe80::FF.FEOO:1
WINxp-2 02-00-00-00-00-02 2000: . FF.FEOO:2 Fe80::FF.FEOO:2
WINxp-3 02-00-00-00-00-03 2000: . FF.FEOO:3 Fe80::FF.FEOO:3
WINxp-4 02-00-00-00-00-04 2000: . FF.FEOO:4 Fe80:.FF.FE0O:4

Win7-1 (Monitor)
Win7-2

Ubuntu-1
Ubuntu-2

Kali (Attacker)

02-00-00-00-00-05
02-00-00-00-00-06
02-00-00-00-00-07
02-00-00-00-00-08
B8-D0-00-00-00-00

2000: FF.FE0O:5
2000: FF.FE0):6
2000: FF.FE0O:7
2000: FF:FE00:8
2000::BADO:FF:FE00:0

Fe80::FF.FE0O:5
Fe80:.FF.FE0D:6
FeR0:: FF.FEQO:7
FeR0:: FF.FE0O:8
Fe80: BADOFF:.FE00:0

second limitation is that this dataset is not available for
other researchers because it is not shared online for the
privacy of the reachers networle. Najjar and Kadhum
(2015) have released the most recent dataset which have
the advantage that labelsthe traffic as normal and
abnormal traffic. This labeling gives the opportunity for
supervised learming Al techniques to be applied on it.
However, it is not comprehensive where it has only two
types of ICMPv6 flooding attacks. In addition, it is
alsonot publically published to be used by others.

MATERIALS AND METHODS

The proposed synthetic dataset

Topology: The proposeddatasetwas created using a
virtual network of Graphical Network Simulator 3 (GNS3)
(Grossman et al., 2013) contaiming 9 mterconnected PCs,
Cisco router and switch. The GNS3 1s an open source
emulator of computer networks by connecting real and
virtual devices m order to allow the design of different
network topologies. In addition, it uses Dynamips
emulator to run real Cisco [0S images (Neumann, 2014).
Figure 1 shows the network topology that was used to
generate this dataset. Different OS images (such as
Ubunty, Kali and Windows XP, Windows 7) have been
installed on Oracle virtual boxes toeffectively construct a
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real and diverse traffic. The majority of these OSswas
Windows because of its wide use in today’s life where the
desktop market share of Windows is >90% of the global
market.

Router mterface has been configured with the EUL-64
addressing method to generate IPv6 addresses of nodes.
Physical addresses of the stations have been modified to
make the process of analyzing, tracking and labeling of
the dataset traffic easier for us. For example, Kali station’s
physical address has been changed to contamn the string
“BAD?” in its IPv6 address which makes sense because it
is used as an attacker node. Table 1 shows the details of
nodes’ physical addresses and the generated TPv6
addresses for each node in the topology.

Traffic generation and capturing: Usually, the datasets
that are used to evaluate IDSs have two types of traffic
classes: normal (without any attacks performed) and
abnormal (with attacks performed). Therefore, capturing
the traffic has two stages; First, pure normal traffic
1scaptured from the network using Wireshark mstalled in
the monitor station. Wireshark Software (Combs, 2008) 1s
a packet sniffer and analyzer used to capture the traffic
from the network. The 48 h (from 14, Nov. 2015 at 1 pm to
16, Nov. 2015 at 2 pm) of normal traffic was captured when
using it without any malicious activity in the network.
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Table 2: Performed attacks and their details

Name THC command ICMPVé Flooding attack Packets Target

Attack 1 Denai 16 eth0 FES0::FF.FE00:1 1 Echo request WINxp-1

Attack 2 Denai 16 eth0 FF02::1 1 Echo request All Nodes (FF02::1)

Attack 3 Flood _dvertiset eth0 FERO:FF:FEOO:1 Neighbor advertisermnent WINxp-1

Attack 4 Flood advertiset eth0 Neighbor advertiserment All nodes (FF02::1)

Attack 5 Flood_solicitateé eth® FES0::FF:FE((:1 Neighbor solicitation All nodes (FF02::1)

Attack 6 Flood_solicitates eth® FF02::1 Neighbor solicitation All nodes (FF02::1)

Attack 7 Flood_router26 eth0 FES0::FF.FE0(:1 Router advertisement WINxp-1

Attack 8 Flood router26 eth( Router advertisement All nodes (FF02::1)

Attack & Flood mldé eth FER0::FF:FEOO:1 MLD repoit WINxp-1

Attack 10 Flood mldé6 eth MLD repoit All routers (FFO2::2)

Attack 11 Flood_mld26 eth0 FE80::FF FE00:1 MLDvV2 report WINxp-1

Attack 12 Flood_mld26 eth0 MLDvV2 report All MLDvé capable
Routers (FF02::16)

Attack 13 Flood mldrouters ethd FES0::FF:FE00:1 MLD router advertisement WINxp-1

Attack 14 Flood_mldrouter6 ethO MLD router advertisement All snoopers (FF02::6a)

This capturing started within the starting of the network
to ensure that all the ITCMPv6 initial messages between
nodes are captured.

THC-toolkit (Heuse, 2013) is a complete tool for TPV6
attacks and has beenused to generate the malicious traffic
of ICMPv6 flooding attacks m the network. THC-toolkat 1s
a command line tool already installed and built-in with Kali
0O8s. There are many ICMPv6 flooding attacks in the
THC-toolkit that are performed in this dataset from the
Kali station. Since this dataset is intended for network
security and intrusion detection purposes, it would not be
complete without performing a set of attack scenarios.

Therefore, 14 different ICMPv6 flooding attacks were
performed separately in the network using THC-toolkit.
All the performed attacks were captured and logged using
Wireshark from the monitor device (Wm 7-1). One
THC-toolkit command 1s executed in each attack scenario
for a small period of time, targeting its victim. The attacks
scenario was divided into two scenarios according to their
victim; the first scenario was targetingan IPv6 address
(WINxp-1) and the second one targeting more than one
TPv6 (such as All Nodes FF02::1). While the attack is in
action, traffic was being captured in a separated file to be
labeled after that. Table 2 shows the performed attacks,
the THC’s commands used and the targeted victuns of
each attack.

RESULTS AND DISCUSSION

Network mteraction information and anomalous
traffic are wmportant for post-evaluation and the correct
interpretation of results. Therefore, it is an essential and
a major requirement for the dataset to have this
information. As mentioned before, the attacks are
performed from aknown IPv6 address that helps to
validate the datasets by knowing the source of the
malicious traffic. Therefore, each row of packet is labeled
according to the source IPv6 address in addition to its
times. As a result from these experiments, 14 stamped
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rows of packet capture (PCAP) files containing malicious
traffic were created. Each file contains different attack
traffic and itis named according to the attack’s nameas
shown in Table 1. Also, the 48 h of normal traffic was
captured in a separated file which contains normal packets
between nodes. In total, there are 15 Packet Capture
(PCAP) files that were created for this dataset (available
at:http://omarusm.aalnajjar.com).

Data preprocessing and labeling: Having the full payload
of traffic is beneficial for any detection system thatrelies
on analyzing payloads (deep packet inspection).
Moreover, it helps researchers to investigate attacks
behaviors for a deeper understanding of them. Therefore,
the full PCAP files of the normal traffic and the abnormal
traffic are available in our dataset. Moreover, a CSV file 1s
used to record all packets headers of the traffics (normal
and abnormal) and label them becauselabelinga dataset is
ofimmense importance in the evaluation of the detection
mechanisms and perfect tramning of 1D Ss. Figure 2 shows
a snapshot from the CSV file of the proposed dataset.

To create a CSV file from the PCAP files, then umbers
of features have to be chosen and extracted from the
available information of the packets. The most relevant
features for the performed ICMPv6 flooding attacks were
chosen i ourdataset using the Wreshark filtering
scheme. In total, the CSV files containthe extracted
features such as [Pv6 address, physical addresses and
port numbers. Tn addition, it has a class feature to label
each traffic record according to the attacks’ names shown
in Table 2. This labeling helps to simplify the evaluation
of the Intrusion Detection Systems and provides realistic
and comprehensiveness to the dataset.

Comparison with other datasets: A few [Pv6 datasets
have been already created for the research
community. These datasets achieved the satisfaction
of some researchers, especially those who created
it. In contrast, many of them, if not all, failed to satisfy
others’ objectives. For example, the CAIDA dataset is
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Table 3:Comparison between the proposed dataset andvarious datasets

Tite Sciurce Daitinalien Protocol ICMPWE Type MAL Sec MAC Dat [P next Lesgth 3 Dst A&

RA
Fort Fort T aouter
Hetime

L1 RA BA NS MLD Info Class
prefin Map flags targer flags

How:
e
A
KA
R
s O
o

Dataset name Network configuration Information availability Labeled dataset  Complete capture  Diverse attack scenarios  Onlineavailability
MAWI NO NO YES NO YES
CATDA NO NGO N NO YES
Saad etal. YES NO YES N NO
Najjar and YES YES YES N NO
Kadhum

Our Dataset YES YES YES YES YES

‘Does not have malicious traftic; Tmportant information has been removed such as TP addresses; Has only one kind of flooding attack (ECHO request); ‘Has

two flooding attacks

availableonline for other researchers however, its traces
are modified for its author’s privacy issues and thus, their
protocol information and sources and destmations” 1Pv6
addresses are completely removed. This limits others who
are interested in such information from using the dataset.
Table 3 summarizes a qualitative comparison between the
aforementioned IPv6 datasets and also our dataset.

This research has tried to overcome issues that have
been explored on the other datasets as shown in Table 3.
Most of the available datasets are unlabeled yet. Labeling
is clearly important to be used in the evolution of different
mtrusion detection approaches such as supervised IDSs.
These datasets cannot be used for these [DSs because
they are not labeled while labeling is the main need for
this land of IDSs. Another 1ssue of the existing datasets
15 that they do not contain various attacks’ scenario such
as Najjar and Kadhum’s dataset contains only two
flooding attacks scenarios. Thus, it can exclusively be
used to evaluate approaches which are targeting that kind
of attacks only where most of the intrusion detection
approaches are trying to detect many kinds of attacks
which these datasets are not fit for.

CONCLUSIONS
IPv4 had different datasets that were used for

different purposes such as the evaluation of security
approaches. Similarly, IPv6 needs to have such datasets
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to be used for the same purposes. By reviewing the
literature, we found that there are a few datasets that have
been created for IPv6 traffic. These datasets have some
limitations such as being specific for only one kind of
testing purpose and also not being publicly available for
others to use 1 more researches. Thus, we saw that there
1s a need for new datasets that are focusing on IPv6 traffic
to help in its improvements.

ICMPv6 is a basic protocol in any TPv6 network
which is vulnerable to several attacks. One of these
attacks is the flooding attack which sends a huge number
of its packets to a victim (device or networlk). By exploring
the available [Pv6 dataset it was clear that there 1s no a
dataset contaming these kinds of attacks to be used for
the evaluation of their detection approaches. That led this
worl forward into creating a diverse dataset containing
normal and abnormal traffic to be a reference for
evaluating detection approaches of ICMPv6 flooding
attacks. This dataset contains 14 different abnormal
traffics of ICMPv6 flooding attacks and 48 h of normal
traffic meluding network mitialization messages.

The presence of abnormal traffic in the dataset would
improve the detection of unknown attacks such as “Zero
Day” attacks. Therefore, the generated dataset is created
to be a reference fore valuating the solutions that aim to
detect ICMPv6 flooding attacks. In addition, the most
relevant features of these attacks have been extracted
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from the trafficsand labeled as normal or attack traffic.
This preprocessing stage aims toprepare the traffic as
mput for the approaches that depend on the features,
such as artificial TDSs. Thus, this dataset can help
evaluate the detection accuracy of the securing
mechanisms of [Pv6 protocol agamst ICMPv6 flooding
attacks.

The proposed dataset is limited to flooding attacks
based on ICMPv6 messages. Therefore in the future work,
we plan to improve its diversity and make it more
comprehensive by including more TPv6 attacks within its
traffic. The TPv6 protocol is vulnerable to different attacks
other than flooding attacks. Hence, these attacks will be
added m the dataset the future. Moreover, we intend to
update and increase the number of machines that are
performing the abnormal activity as well as raise the
relative portion of malicious traffic. Additionally, the
number of machines that are performing normal activities
will be increased. Adding these activities aims to add
more reality to the dataset traffic and it is necessary for
labeling and validating the dataset.
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