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Abstract: In this study, we present an enhancement of data transferred security mechanism in the cloud. We
suggest providing a secret key that 15 exchanged securely between cloud server and cloud group members. This
secret key 1s used to encrypt data transferred using symmetric encryption. Furthermore, batch rekeying method
will be applied to develop a rekeying technique for securing group communication in ¢loud applications. The
proposed rekeying technique will be designed to have the following properties: improve system efficiency by
reducing the percentage of wasted computing resources and reducing the number of message signing, eliminate
out-of-synchronization problem and ensure forward and backward secrecy.
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INTRODUCTION

Privacy and data confidentiality are the most critical
open security issues in cloud, recently. Cloud users have
some concerns when they trust service providers to store
their sensitive information. Where the information are
located, who have the right to control it and if significant
data can be accessed and utilized illegitimately are all
questions that increase users concemns (Aceto ef al,
2013). Commonly used security mechanism to access data
is username and password pair. This pair guarantees only
valid users can access data but can't guarantee securing
data when it stored in cloud and flows through the
network (Seo et al., 2014). Moreover, users sometimes
create easy theft opportunities by using simple password
rather than complex hard-to-crack one. Another risk faced
by data storedin cloud 1 accidental data loss. This 1s
possible as most cloud storage applications allowusers to
share sensitive information, opening the door to common
errorssuch as accidentally sending the document link to
wrong person or modifying data by cloud service
providers. Therefore, while data is being transferred on
network, the foremost requirement 1s data security and the
major threat is data hacking (Tari, 201 4).

In cloud computing, multicast has been used
successfully to afford an efficacious, optimum effort
delivery service from a sender to large group of receivers.

Therefore, protecting group commumnications considers a
serious cloud issue (Sriprasadh and Pandithurai, 2013). To
achieve this protection, a symmetric key, Group Key (GK),
is used. GK is shared only by group members and
distributed by a key server which provides GK
management service. Messages can be decrypted and
read only by group members as it transferred encrypted
with GK (Govinda et al., 2013). Key is the vital part of the
systemn; if the key 15 revealed to strangers, then the
system would be in insecure scenario as it can be used by
attackers to decrypt the transferred data. Therefore,
security of key exchanged between the key
and the group members 1s another issue as it
exchanged through unsecure communication channel
(Yao and Zhao, 2014).

GK must be securely delivered to exclusively
members participating in the group. This 1s difficult to be
achieved as the group membership is very dynamic. Thus,
GK should be changed and delivered to current members
whenever the membership is changed. This process called
rekeying. Rekeying guarantees backward secrecy if a
member joins the group and forward secrecy if a member
leaves. Rekeying process may waste network resources.
For example, a group of nusers, initially distributing GK to
all users requiresNmessages each encrypted with an
individual key. The computation and communication
costs are proportional to group size N. Thus, multicast
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communication quality maybe affected (i et al., 2012). In
this study, we develop a rekeying scheme m a way that
does not degrade the quality of multicast communication
using batch rekeying.

Literature review: There are number of researchers who
previously have showed their interest in security
challenges faced by computing presented
proposals of improving data security in cloud (Xiao and
Xiao, 2013; Dmadayalan et al, 2014; Tari, 2014; Tarn
et al, 2015). Besides their studies, our previous study
Abd et al. (2014) presented new solutions m cloud
security area mentioned the strength and the weaknesses
for each proposed solution. In this syudy, we will discuss
rekeying schemes focusing on its strengths and
weaknesses points. Then, explained why batch rekeying

cloud

is a better choice to be used in our proposed research.

Individual Rekeying (IR): In TR, GK is changed whenever
members jomn or leave the group as shown in Fig. 1. In
dynamic membership environment, IR may end up
congesting the network as it creates numerous rekey

messages whenever Membership (M) changes (Te et al.,
2014). Two reasons make IR relatively mefficient. First, to
obtain authentication, the rekey message has to be
signed; otherwise, bogus rekey messages can be sent out
by a compromised group member and the whole system
can be messed up. Sigming process will put a cumbersome
load on the key server if it has to be done for every single
request, especially when requests are frequent. Thus,
signing operation is computationally expensive. Second,
it 18 a squandering of server cost considering if a
couple of departs register one after another. Key server
will produce a new GK and auxiliary keys for these
departs; nonetheless, they may temporally take place
so close where the earliest group of new keys are not
utilized and directly substituted by the next new group
keys.

As a result, several keys may be created and
handed out, never utilized in case of frequent
requests (Li et al., 2009). Besides inefficiency, another
challenge isout-of-synchromization between keys and
data. A data message ciphered by an out dated GK or with
a GK that has not yet been received by a user. Therefore,
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users may need to keep multiple versions of GKs to
decrypt the received messages, and a large buffer to keep
data that cannot yet be decrypted due to unavailability of
the proper group.

Periodic Rekeying (PR): In PR as shown n Fig. 2, GK 1s
periodically changed and distributed regardless of
membership change. PR in the group membership states
which is very dynamic can avoid resource waste. The
number of rekey messages to be signed 1s decreased:
mstead of one for each, it will be one for each period,
therefore, system efficiency 13 improved. It also
diminishes the probability of producing new keys that will
not be utilized (Park et «l, 2014). However, it has
vulnerable weak points in both the forward and backward
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secrecy as changing the key in this method is periodic, a
new user can have the opportunity to read past
communications and a departed user can read future
communications. Malicious users can use these security
gaps as an attack points. PR 1s also inappropriate 1 a
static environment. Membership in this environment 1s
hardly changed. As a result, resources can be wasted as
PR periodically creates unnecessary rekey messages
without any changing in group membership.

Batch Rekeying (BR): In this research, BR 1s proposed to
solve previous rekeying techniques 1ssues. In BR, arekey
interval is the timeduration the key server waits to collect
join and leave requests, create new keys, structure a rekey
message and multicast the rekey message. The number of
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rekey messages to be signed is decreased by BR to be
one for a batch of requests. Therefore, it improves the
efficiency of the system. It also diminishes the probability
of producing new keys that will not be utilized as
advantages of the possible overlap of new keys are taken
for multiple rekey requests. BR alleviates out-of-sync
problem as the rekey period is supposed to be bigger than
the message delays; the authoritative delivery maximum
delay of rekey messages and the data messages maximum
delay are less than the rekey interval length (Veltri et al.,
2013). As shown in Fig. 3, there are two schemes of batch
processing member’s request: Regular and HEventual BR.
Regular BR processes a batch of user’s requests utilizing
queue to work with regular period regardless of their
arriving time. Eventual BR processes a batch of
user’s requests during a fixed period at their arriving time
(Lee et al., 2008).

The rekeying interval structure has two methods:
static and dynamic. Static 1s sunple, less flexible and can
be defined as a fixed period of tume repeated regularly
regardless of members’ requests. From the definition, it
can be noticed that it is suitable to regular BR. Resource
waste is the most important issue faced by this method. In
static environment, unnecessary rekeying messages are
created periodically with no change in group membership.
On the other hand, rekeying will be processed when the
number of requests, join or leave, reach a threshold, batch
size, in dynamic method which saves resources in static
environment. In general, group member’s arrival and
departure are completely random, collected cumulatively
for a period of time and considers as a single (Vasanthi
and Purusothaman, 2014).

MATERIALS AND METHODS

Owr proposed reseqarch depends on cryptography
techniques to secure both the key exchange process and
the data transferred between the server or service center
and the client in the cloud. Keys are exchanged securely
between cloud server and users. Then, the shared secret
key is used to encrypt data transferred using AES. Finally,
to enhance security BR is utilized to change keys then
multicast it to the users. As shown m Fig. 4, there
are main stages t used to secure data transferred through
cloud.
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Key exchange: Each cloud customer should be provided
with GK and IK. GK used to cipher data transferred from
cloud server to customers. IK used to cipher data
transferred from individual customer to cloud server.
Security of key exchanged is the first stage of the
proposed system. Diffie-Hellman Key Exchange (DHKE)
15 proposed to enable this secret exchanging. DHKE
considers one of the most common techmques in
computer networks to exchange keys securely between
twonodes (Escala et al., 2015). As shown in Fig. 5, cloud
server and cloud customer initiate a session to exchange
their public keys. Then, each entity calculate a shared
secret key using exchanged public key with its private one
taking advantage of discrete log hard problems as a
cryptography strength. The resulted shared secret key 1s
used to encrypt and decrypt messages as explained next
section. DHKE theoretically proven that it is secure if a
proper size of keys is used.

Data encryption: The shared secret key produced from
DHKE 1 previous section 1s used as a data cryptographic
key wsing Advance Encryption Standard (AES). AES can
be defined as a symmetric block cipher that can process
data blocks of 128 bits utilizing cryptographic keys of 128,
192 and 256 bits such that the index attached to a bit falls
in between the range O<i<128 0<i<192 or 0<i<256,
respectively (Rhee, 2003). All byte values of the AES are
introduced by a wvector notation which matches to a
polynomial representation as:

bx" +bx" +b,x" +b,x" +bx’ +
2 w7 i
bx*+bx+b, =% _bx

The full detailed explanation of AES round layers can
be found by Daemen and Rijmen (2002).

RESULTS AND DISCUSSION

Key management and distribution: The third stage 1s
managing key distribution and membership process. In
our proposed research, cloud server multicast data to
cloud members at once instead of send one copy for each
which saves overall network bandwidth. Protected
communication between members of a secure cloud group
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is supported by a Group Key Management (GKM)
protocol. GKM ensures accessing to group data is gained
only by secure group members. Hence, group data can be
authenticated (Baddi and Kettaru, 2013; Kori and
Raghuwanshi, 2013). Thus, providing valid group
members with the up-to-date cryptographic status
required for secrecy and authentication. Thus, changing
keys with membership changes, rekeying, is the goal of
GKM. To achieve it, managing rekeying process becomes
a main demand.

Eventual BR 15 proposed to manage keys changing.
When there 15 a change in membership, first check if the
change is a member join or leave. There are two types of
leaving member: Authenticated Leave (AL) or Not
Authenticated (NAL). AL is the member who decided to
leave the group. NAL i1s the member who expelled from the
group. In case leaving i1s NAL, then keys directly are
changed to avoid backward secrecy ssue. Generate new
keys and unicast to each member. In case it AL, then
batch size is check. If the member requests reach batch
size threshold, then generate new keys and unicast to
each member.

CONCLUSION

This paper concentrates on promoting cloud security
by designing and developing mix cryptographic
techmques to enhance security of data transferred
between the service centre and the clients mcluding
mtegrity and confidentiality. To secure secret key
exchanged between cloud and users, DHKE is suggested.
Moreover, AHS has been suggested to cipher the
transferred data according to its speed, key size and its
unmunity against breakable. Furthermore, we develop a
rekeying techmque based on batch rekeying scheme for
securing group communication in cloud applications. We
proved theoretically that owr proposed rekeying
technique improves system efficiency by reducing the
percentage of wasted computing resources, number of
message signing, eliminate out-of-synchromzation
problem and ensure forward and backward secrecy.
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