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Abstract: The increasing number of smartphones users have resulted i lnghly distributed applications that
allow users to access information and resources from all over the world. With the advancement of technology,
the attacker had created more sophisticated techmques that gave negative impacts to the smartphone users.
Moreover, current techniques in mobile malware classification and detection having difficulties to detect the
new advanced malware exploitation and threats. Therefore, an efficient mobile malware classification and
detection technicque are needed. Tn this research study, a new mobile malware classification and detection
technique have been developed and evaluated. Based on the evaluation conducted, the result showed that the
current mobile malware available i1 market 1s using different technique to avoid from bemng detected. Therefore
in this research study, a way forward to detect such mobile malware 1s further discussed. Furthermore, the
developed mobile malware classification and detection is used as the input for the indexing android mobile
malware a framework for indexing android mobile malware also is documented in this research study.
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INTRODUCTION

The mobile phone user has upraised from 12% of the
world population in 2000 up to 96% in 2014 which 15 6.8
million user (Blondel et al., 2015). In the past few years
malware has become one of the most serious threats for
most of the smartphone user. In contrast to other
platforms such as 108 which allow user to mstall apps that
are only available in the 1Tunes App Store, Android
continues to be the most targeted mobile operating
system as 1t allows user to install applications from
various sources such as Google Playstore, thurd-party
markets, torrents, or direct download (Wang et al., 2015).
Obviously, this freedom creates big hole for the attacker
to igect the malware mto the application while the victims
unconsciously execute it.

The typical malware types include virus, worms,
spyware, Trojan horse, rootkit and botnet infect and take
control of the mobile phone vulnerability and use them to
facilitate other criminal activities and gain illegal profit
(Hu, 2011). Figure 1 shows the new mobile malware variant
motivated by profit (F-Secure, 2014). Hence, defense
agamst mobile malware threat that includes preventing the
malware attack from occurring, limiting its activities or
recovering from malware after it has occurred is essential.
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Fig. 1: New mobile malware variant motivated by profit

The ease of malware-mutation process has led to an
explosive increase in the number of new malware variant
with more advanced features. The characteristics of the
malware which can both be structured and unstructured
makes it difficult or almost impossible to be processed
into knowledgeable structure. In the context of data
analysis, the accurate result depends on the veracity of
data sources (Wang et al., 2015). Therefore, a suitable
indexing rule is needed to increase the effectiveness of
malware classification and detection (Aamodt et ol
1998).

The objectives of this research study are to evaluate
the proposed mobile malware classification and detection
that will be used as the input for the proposed indexing
mobile malware framework.
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Table 1: Comparison of mobile malware detection techniques and features selection

References Features used Techniques

Strength

Weakness

Wang et ad. (2013)  Permission Static analysis

Generate reliable risk signal
for warning the potential

Tnsutficient for detecting more
sophisticated application

malicious activities

Wuet al (2012) Tntent filter (manifest

file and API calls)

Static analysis

Tmprovement in malware detection

New sample can be detected

Two Android malware families failed

to be detected which are Droid

Kung Fu and BaseBridge

High error rates for anomaly detection systerm

using previous information

60 pattems of systemn call

Only focus on system call exploitation

combination that exploit call logs

Sanz et al. (2014 Strings Static analysis
Saudi ef al. (2015) Systern call Dynarnic analy sis
Zhao et al. (2011) Systern call Dynarnic analy sis

Blasing et ad. (2010)  Permissions, java code Static and dynamic

and system call Android analysis
Weiet al. (2012) Manifest.xml, Java code, Static and dynamic
user,interaction sy stem analysis

call and network traffic

High detection rate and low rate of
false positive and false negative
Automatically detect

malicious applications

Able to discover new behavioral
characteristics

Insufficient characteristics to detect more new
malicious application
Mo machine-learning

techniques implemented

Literature review: Malware 13 a malicious code that 1s
built by the attacker or crimmal to perform any activities
n victim’s devices such as computer, smartphones and
tablet (Saudi ef al, 2015).

They can perform bad tasks such as destruction of
data, steal personal information or gain access to system
resources i order to control the devices.

Mobile malware detection and classification
techniques: Mobile malware comes m with different
type of structure, characteristics and behaviors.
Generally, they have similar propagation and exploitation
methods. A few common characteristics exists in
Android malware are listed as follow (Wang et al.,, 2013;
Saudi et al., 2015).

Activation: As the application mstall, the process of the
application activated in the mobile phone.

Malicious payloads: For Android malware, the payload
functionalities can be divided into four different
categories which are privilege escalation, remote control,
financial charges and personal information.

Malware installation: For malware installation
characteristics, generally Android malware can be
categorized into three main groups based on social
engineering techmques which are repackaging, update
attack and drive-by download.

Permission uses: For Android applications that do not
exploits the root, their abilities are limited and constrained
by the user permissions granted to them.

To cope with the growing amount and complex
malware’s characteristics, a large number of concepts and
techmques have been proposed and they are mainly
categorized into static analysis and dynamic analysis
(Wang et al,, 2015).
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Static analysis: Research mcludes (Zhao ef al, 2011,
Wu et al., 2012) was carried out using static analysis for
mobile malware detection. The mechamism of static
analysis 18 by looking at the files by disassembly and
de-compilation without actually runmng the program.

Dynamic analysis: Research such as (Saudi ef af., 2015;
Zhao et al, 2011, Blasing et al, 2010) use dynamic
analysis for malware classification and detection.
Dynamic analysis includes executing the mobile malware
dataset in the controlled lab and carefully watch their
behavior and actions.

Comparison between existing researches based on the
features used, techmques, strengths and weaknesses are
summarized in Table 1.

Existing indexing mobile malware research: Graph
similarity had widely implemented to help malware analyst
to detect new malicious application and has commonly be
used for information indexing (Hu et al., 2009). Other than
that graph similarity was used as the new method to
classify new mobile malware (Park ef al.,, 2010). However,
graph smnilarity has several disadvantages. It 1s
unsuitable to be implemented for large malware database
and cannot effectively capture similarity among malware
as all the indexing features need to be exactly matched. In
Case-Based Reasoning (CBR), indexing rule helps to
retrieve the nformation needed to represent the
knowledge (Esmaili et al., 1996). CBR techmque gives a
promising result for a system on how to handle a specific
security cident for mobile malware attack (Zakaria, 2015,
Micarelli and Sansonetti, 2007). The mam principle belund
CBR 1s based on the concept that similar problem has
similar solution (Fanoiki ef af., 2010). CBR 1s used to make
the best matching case in the case base and approximate
malware classification is retrieved.

Table 2 summarizes the research that implemented
indexing algorithm in order to improve malware
classification and detection. Research related to
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Table 2: Comparison table of indexing approach used in rsearch
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Refences Domain Algorithm Strength Weakness
Micarelli and Malware systemn call Earth Mover’s Distance (EMD)  Enables evaluation Every new case was discarded
Sansonetti (2007) of dissimilarity between two
multi-dimensional distribution
Park et al. (2010) Malware system call Graph matching Automated malware classification Graphs distortions
Hu et al. (2009) Malware function-call ~ Graph matching Detection with large graph similarity ~ Fail to identify all the functions
in a malware binary
Fanoiki ef ad. (2010)  UCI machine Fuzzy similarity AUTOGUARD converts the Undesirable side effect if
leaming repository relationships low level audit trail into deriving the whole set of
high level class representation hyper edges from hyper graph
of events
Berkat (2011) Virus dataset Calculate simnilarities Detection of new viruses Limited of uses of data set
between new and stored cases is stored automaticalty
in the database

mobile malware analysis usually uses CBR to
increase the efficiency of malware classification and
detection. However, the huge range of features used drew
the limit to the proposed methodology.

MATERIALS AND METHODS

The overall processes involved in this research is
llustrated n Fig. 2. The dataset used consist of 1260
training dataset from android Malware Genome Project
(Zhou and Jiang, 2012) and 100 testing dataset gathered
from Google Apps Store website.

A controlled laboratory environment is developed as
illustrated in Fig. 3. Almost 80% of the tools used for this
research were opern sources.

Dynamic analysis is used to extract the system call
from both dataset. The behavior of an application was
momtored through system calls that can be generated
based on the user interaction with the application. The
processes of analysis involve:

*  Start the Android Virtual Device from the Software
Development Kit (SDK)

*  Installation of the binaries using (adb nstall xxx.apk)

¢+  Emulate the device using Android Debug Bridge
(ADB)

»  List up the parent process of the Android application
(ps)

+  Monitor the running application’s system call using
Strace tools

There were two methods implemented to classify the
bad system call, which are percentage of occurrence and
covering algorithm. In this research, the occurrence of the
system calls 1s noted as 1 to mdicate the presence of
system call and O to indicate the absence of system call in
an application. Covering algorithm was used to generate
system call pattern for each application. The system call
classification was developed by identifying the rule that
cover some instances of an application.
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Fig. 2: Overall Research Process Involved
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Fig. 3: Laboratory eanvironment
RESULTS AND DISCUSSION

In this experiment, thousands of system calls have
been retrieved. Based on the 1260 samples extracted, there
are 60 patterns of system calls lead to financial charges
such as automatically cause financial charges such as
automatically making phone call and reroute outgoing
calls (Saudi et al., 2015). Figure 4 shows example of
system call patterns (Saudi ef al., 2015). The details of the
mobile malware 1s not discussed m their research study.
Further details can be referred in study (Saudi e al., 2015).
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Fig. 4: Example of combination of system calls patterns

Possible
exploitation
9%

B No combination
a3 Possible exploitation
o Combination matched

Combination
matched 1%

No combination 90%

Fig. 5: Mobile malware detection result for system Call
exploitation

Table 3: Mobile malware detection category

Category Description
No combination Not matched with any of the proposed patterns
Possible exploitation Mot matched with the proposed patterns but

allowed permission shows money exploitation
Match with the proposed patterns and allowed
permission shows money exploitation

Combination matched

For evaluation purpose, it was carried out by using
100 anonymous dataset gathered from Google Playstore.
The accuracy of data classification were evaluated based
on three category as illustrated in Table 3. Figure 5
presents the overall result of mobile malware detection
ACcCUracy.

The results in Fig. 5 shows that 90% out of
100 samples used to test the accuracy of the proposed
patterns did not match with any patten No pattern
matched means that the application do not execute any
suspicious activity regarding to financial exploitation
through call logs. The result also shows that 9% of the
sample has the possibility in exploiting user call logs. This
category describes that the system call of an application
do not match with any of the proposed patterns but there
is possibility that they also execute bad activities in user
devices. Based on the 100 samples gathered from Google

No Patterns

P1 a3+ad+ab+abra/+aB+a0+all+all+al2+al3+ald+alb+ali/+al8+a20+a2l+a28+a29+a3l+a
32+a39+ad40+ad42+a43+a47+a56+a57+a58+a59+a60+ab2+abb

P2 a3+ad+asb+ab+a7+a8+0+al0+all+al2+al3+ald+alb+al7+al8+a20+a21+a28+a29+a39+a4
0+a42+a56+a57+a58+a59+a62+abb

P3 a3+ad+a5+ab+a7+a8+a9+all+all+al2+al3+ald+al6+0+al8+0+a20+a21+a28+a29+ad0+a
42+a43+ad47+a56+a57+a58+a59+a62+a66

P4 a3+ad+a5+ab+a7+a8+a9+all+all+al2+al3+ald+ale+al7+al8+0+a20+a21+a28+a29+a31
+a32+a39+a40+a43+a47+a56+a57+a58+a59+a60+ab2+abb

P5 a3+ad+ab+abra/+aB+a0+all+all+al2+al3+ald+alb+al8+a20+a2l+a28+a29+a40+ad3+a
47+a56+a57+a58+a59+ab2+abb

P6 a3+ad+a5+ab+a7+a8+al0+all+al?+al3+ald+alb+al7+al8+a20+a21+a?8+a29+a56+a58+
a59+ab62+ab6

P7 a3+ad+ab+ab+a/+aB+a0+all+all+al2+al3+ald+alb+al7+a20+a2l+a26+a29+a41+a56+a
SR+AGG+ARD
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Fig. 6: Case-Based Reasoming (CBR) architecture for
indexing mobile malware

Playstore, only one that matched combination of patterns.
The study shows that although the system call of an
application does not shows the exploitation of call logs,
but the bad activities can possibly occur in user devices.
Therefore, an efficient mobile malware classification and
detection technique are needed. Furthermore, the pattern
will be used as the input for indexing mobile malware as
displayed m Fig. 6. While for mdexing mobile malware
CBR 1s seen as one of the primary result for the
implementation. Figure 6 shows the mdexing mobile
malware framework that uses CBR approach.

CONCLUSION

As a conclusion, this study presents the evaluation
of the developed mobile malware classification and a
framework of an indexing rule for mobile malware
information retrieval. It shows the sigmificant of
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identifying and using mobile malware patterns for
mobile malware classification and detection. Case-Base
Reasoning (CBR) approach is implemented to enhance the
effectiveness of the indexing mobile malware. This is part
of larger research project to design automated indexing
mobile malware retrieval system.
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