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Abstract: In this study, the description of the implementation mechanism for access control model

(user authorization) is provided to resources of the closed distributed information environment in the
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INTRODUCTION

The task of creating safety infrastructure of the
Distributed Information Environment (DIE) i the form
of enterprise portal network assumes implementation
of a umiform access control pelicy for resources on
the basis
groups.

Portals
uniform entry point and providing a uniform policy of

of forming uniform hierarchy of user

network as the mechanism having
access demarcation for users and admimstrators is
described in operations (Lazarev and Demidov, 2010;
Konstantinov et al., 2014a, b; Konstantinov et al., 2015)
and represents set of the access monitoring nodes
mtegrated n a single network with the control center of
portals (TUS). Within TUS the uniform control policy of
mformation exchange including a possibility of the
authorized access to the protected information resources
of all network, the uniform mechanism of control of the
user session providing the necessary security level 1s
implemented.

In operations (Lazarev and Demidov, 2012;
Lazarev ef al., 2015a, b) applicable models of access to
information resources were analyzed. As the fundamental
mechanism 1t was offered to use modification of
discretionary model of access.

MATERIALS AND METHODS

Problem definition (model of access to resources): The
traditional discretionary model of access control to
to the

information resources conforms

requirements:

following

»  All entities (including subjects) shall be identified,
i.e., the unique identifier shall be appropriated to each
entity

» The which  every  line
corresponds to the subject, cell is set contains

access  matrix
the access rights list of the subject to an entity
representing a subset of a set of the exercised access
rights

¢ The subject has right of access to an entity only in
that case when the cell of a matrix of accesses to the
appropriate subject and an entity, contains this right
of access

Being repelled from listed, we will create model of an
access control system of safety mifrastructure of the
distributed information resources. The access control
system can be defined as:

S=(C,N,R,U,D,G) (N
Where:
C={C¢} kel ng) Set of control centers
N={N¢}Lke{ng)' = Set of nodes of a network and
specific node of a network

N=(R,U.D.G" (2)

define the
implementation for access control model to information

Tet wus, basic concepts within
resources according to the leading document of the state
technical commission in case of the Russian president
“protection against illegal access to information. Terms

and determination”.
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The access object is unit of an information resource
of automated system, access to which is regulated by
rules of access demarcation. The subject of access is the
person or process which actions are regulated by rules of
access demarcation. Within model of access control it is
necessary to define couple authorization relation the
subject of access-access object, the setting explicit and
unambiguous compliance. Objects of a group policy of
access are provided by a set of information resources:

R={n}, ke d,n,) (3)
Where:
1, = Imformation resource
ng = Quantity of information resources with which the
system operates

Subjects of a policy are defined by a great number of
users of system:

U=f{u,l keln,) 4
Where:
u, = User
n, = The number of the users registered in system

RESULTS AND DISCUSSION

The user of system the person or the technical
device which can send system requests through
telecommunication channels traditionally is considered
and receive from it the response in the form of provision
of access to a certain resource or a failure in that. Within
system 1t 15 considered that the user 13 a member of one
(and only one) the organization which is a part of a portals
network. For the external users who aren’t belonging any
of such organizations the additional dummy organization
1s entered. BEach unregistered user in system 13 considered
the member of this dummy organization and all such users
are equivalent and have the lowest access level. The great
number of the users registered in system as members of
one of the supported orgamzations form the domain of
users. The domain of users is fixed behind the control
center and 1s operated by his admirmistrator. In essence
control centers play a role of the AAA servers providing
storage of authentication and other these users of the
domain. Each user of system is associated with the user
domain from a set:

D={d,}. ke L n,) (3)
Where:
d, = User domain
np, = The number of the user domains registered in
system

For control of access rights users shall be integrated
in groups according to organizational hierarchy of the
enterprise on departments, branches, services, etc., and
nodes of a network are obliged to support an urgent
status of information on these communications. Following
this purpose, each information resource and each user
domain are associated with specific group of privileges of
a set:

G={g,}. ke lny) (6)
Where:
g, = Group of privileges
ng = The number of groups of the privileges registered in
system

Then subjects and access objects can be determined
by tuples:
vu,eUu, =Gy, d,, g) (7

where, 1, ={i}}.ke (,ny)" set of 1dentifiers of users:
¥ eR: (iF, g,) (8)

where, T, ={i{}. ke ny)' set of identifiers of mformation
resources of system. At the same time there 13 a relation
F,, defimng address enable of the user to a resource:

3F,: Ux R — {true, false} 9

The model of selective access control (Discretionary
Access Control, DAC) allows operation of the user u over
an information resource r, if the group g.cu coincides with
the group g;er.

However, for the organization of opportunities of
control of group policies of access it 13 expedient to define
an order of inheritance of access between groups of
prvileges. For this purpose 1t 1s necessary to present their
hierarchy in the form of the oriented graph in which each
group of privileges corresponds to peak and arcs define
hereditary communications:

Vg eGi g, = (. Gy 10
Where:
1 = {i}
ke(1, ny) = Set of identifiers of groups of privileges
GG = Great number of heritable groups of

privileges

Bypass of a graph will create a set G~cG. Access for
the user u to an information resource r it will be resolved
if a product of sets G~1, the graph of lierarchy of group of
privileges received in case of bypass gcu and G-, the
graph of hierarchy of group of privileges received in case
of bypass gcr, isn’t an empty set.
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In view of the distributed nature of system it is
necessary to enter a row of restrictions into the concept
of inheritance of groups of privileges. Besides, having an
ultimate goal creating a flexible access control mechanism,
it 1s necessary to select distinction of hereditary
communications between groups:

Vg, eGi g, = i, Dy, G, G} (1)
Where:
DD = Set of the user domains resolved for
group
DD = Great number of groups of privileges, switched
on in inheritance hierarchy
DG = Great number of the groups of

privileges excluded from an mheritance

hierarchy

The including communications allow to inherit
address enables of groups of privileges, switched on in
hierarchy. The excluding commumcations realize a
possibility of an exception of groups of privileges of an
mheritance hierarchy without the need for modification of
parent peaks. In a general view it is possible to describe
the relation F,,, defining fimte subset G~cG:

k (GF.(g,) (12)
F.(g) =g U(KIG'" E(g,))

Then relation F,, defining address enable of the user
u to an mformation resource 1 1s:

true, [IpNHE, (g )N F, (g ) # ¢Hd € D ;

false, [IpHE, (g ) NF, (g, )= ¢HInd =d,
(13)

By means of introducton of bmary coding of

F(u,r)=

elements, resource-intensive operations over sets can be
reduced to operations over tag values (Lazarev ef al,
2014). Using character representation of tag functions and
having taken the user’s belonging to group of privileges
for some predicate e(u, g) and the user’s belonging to the
user domain for some predicate 8(u, g), let us make the
logic diagram defining address enable according to the
described principles:

Fy(u, g =2(u, g )V(GF ”kG (U, 8i)
AD'G F g (u,, g, ), (14

FNA (un 1"1) = (Dr: a(kuw dk))AFmG (111, gr)

Summary: The approach considered in article formed
a basis for implementation of an algorithm of user
authorization of the closed distributed mformation
environment in the form of a portals network. As the
fundamental implementation mechanism of an algorithm of
user authorization modification of discretionary model of
access 18 used. Development of an effective algorithm
of wuser authorization demanded adaptation of an
algorithm of the simplified authentication of users
for implementation of group policies of access
control.

CONCLUSION

Access for the user to an mformation resource will be
allowed if 1t belongs to one of groups of the privileges
which are present at an inheritance hierarchy and its user
domain is the allowed for group of privileges of a root of
a graph.
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