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Abstract: A new private-key generation technique has been designed, developed and implemented. The
technique is based on three-level composite function. A randomly taken and uniquely permuted vector has
been taken as input of the first function and produced output as an integer form. The first function's output and

a matrix form are taken as the input of the secured function and produced output an mteger that forms another
matrix. Taking the above two fimctions as mput parameter, the third function produced the final matrix as the
output. The third matrix is the produced private-key and has been used to generate ciphertext from the
communicating plaintext. The complexity of the generating private-key has also been measured and found very

high for the mtruder.
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INTRODUCTION

the
transmission of electronic message. Two fimdamental
approaches for encryption are in use: conventional
encryption and public-key encryption!”. The present work
concerns generation of a new method for generation of

Encryption  is key principal for secure

private keys for secure transmission of electronic
messages. With conventional encryption two parties
share a single encryption/decryption key. The principal
challenge with conventional encryption is the distribution
and protection of the keys. Conventional encryption is
used to encrypt transmitted data, using a one-time or
short-term  session-key. The session-key can be
distributed by a trusted key distribution center or
transmitted encrypted form using public-key
encryption. A conventional encryption scheme has five
ingredients. The original message or data called the
plaintext is encrypted, using an algorithm and a key. The

n

encryption algorithm performs various substitutions and
transformations on the plamntext by using the key. The
exact substitutions and transformations performed by the
algorithm depend on the key. Ciphertext, the scrambled
message produced out of the encryption process, s then
transmitted. The ciphertext it depends on the plaintext and
the secret key. For a given message, two different keys
will produce two different ciphertexts. Decryption
algorithm 1s essentially the encryption algorithm tum in
reverse. [t takes the ciphertext and the secret key and
produces the original plaintext. An enemy, or intruder,
may accurately copy down the complete ciphertext. But,

98

unlike the mtended recipient, the intruder does not know
what the decryption key is and so cannot decrypt the
ciphertext easily. Sometimes the intruder can not only
listen to the communication charmel but can also record
messages and play them back later, nject new messages,
or modify legitimate messages before they get to the
receiver. It will often be useful to have a notation for
relating plaintext, ciphertext and key. Here C = E, (P) has
been used to mean that the encryption of the plaintext P
using key K gives the ciphertext C. Similarly P = D(C)
represents decryption of C to get the plaintext again. Tt
then follows that D, (E, (P)) = P.E. and D are just
mathematical functions. Here, both the functions are of
two parameters and one of the parameters has been
written as a subscript, rather then as an argument, to
distinguish 1t from the message. There are two
requirements for secure use of conventional encryption.
They are (a) the algorithm should be such that an
opponent who knows the algorithm and has access to one
or more ciphertexts would be unable to decipher the
ciphertext or figure out the key. (b) Sender and receiver
must obtain copies of the secret key or private-key in a
secure fashion and must lkeep the key secure. If someone
can discover the private-key and knows the algorithm, all
communication using this key is readable!.

Many techniques of private-key generation can be
used for secure communications. The two most popular
conventional encryption techniques are DES and triple
DES, but the ultimate goal 1s to increase the computational
complexity for intruder to match plain text from ciphertext.
In this study, the mathematical formula has been used for
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generating the short-term session key. For this purpose,
one of the composite-type functions has been used.
Emphasizing on the matrix complexity, we have taken
vector and matrix as inputs. If the level of the function is
mcreased and the function takes the mput m the matrix
form then the complexity will be increased. In this
study, a key generation process on the basis of composite
hardness,
computational complexity is measured using the size

of the key.

function has been formalized. The 1e.,

KEY GENERATION METHODOLOGY

Outline: Three levels of function have been used. First
function takes the nput as a vector, which 18 randomly
unique, permuted and it gives the output in an integer
form, which 1s also the mput of the second function. The
second function also takes another input, which is in the
matrix form. Taking these two mputs second function
gives an output in the integer from which generates the
matrix. Taking the above two functions as parameters,
third function gives the final matrix. This 13 the key. This
third matrix has been used to generate the ciphertext. Here
the complexity 1s dependent on both the level of
composition and on the size of the matrix. The first vector
is randomly permutated, the second matrix is also
randomly permutated and also each row of this matrix is
unique from each other. The third matrix is also randomly
permuted and each column s different from each other. So
the number of comparisons increases with this property
for matching ciphertext with plamtext. Considering the
table lookup technique, some functions have been used
to generate the table or matrix. And every element of the
matrix 1s used to forward or backward substitution.

Mathematical analysis: Consider the functions f,(x)= z,
f(x,¥2) = 7y, 1 (%5,y5) = 7, where all the values are integers
with 1<=x,, y,, z <=N. Function f, can be represented by a
vector M, of length N. That is [M,| = N in which k™ entry
15 the value fi(k). Similarly, functions f, and f; can be
represented by N=N square matrices M, and M.,
respectively.

Construction scheme: Construct M, with a random
permutation of all integers between 1 and N. That is, each
integer appears exactly once in M,, construct M, so that
each row contains a random permutation of the first N
mtegers. Fmally, M, satisfy the followmng condition
LG ). plk) = p, forallk, p with 1< =1, p<=N.
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Algorithms for key generation: Three algorithms named
RPVector, RPMatrix and ResultPMatrix have been defined
that are used for vector generation, matrix generation and
key generation, respectively. They are given as follows:

RPVector (M1, N):

M1 is a vector defined by the size N and both are
global. This algorithm takes N and gives M1 vector,
which is randomly unique permuted and the
elements of M1 are in 1<= element <=N. ¥

1:{Flag + 0, count + 1

2:do

3: Generate a random number “temp” where
1< temp < N

4: 1iftem # 0 then

5. {for1 <1 tocount{
6: if M, [i] = temp then
7: flag < 0and break

8: else flag « 131}

S:if (flag =1) then{

10: M1 [count] < temp
11: count < count+1
12: flag <+ 0}}

13: while count < N

14 return}

ResultPMatrix (M1, M2, M3, N)

M1 1s an N size vector, M, and M, are N x N
matrices. This algorithm takes M, M, and N as mput
and produces N x N square matrix M.
1:{call RPVector(M,, N):

2: call RPMatrix(M,, N): {

3 fork < 1 toN{

diforpe1toN {§

50t1 < Ml[k]

6: 12 « M2[t1, p]

7 M3[2 k]« pi}

8 exit}

Implementation of the algorithm: To implement this
algorithm C language has been used, because it has
several advantages over the other languages. The
program has taken as integer as input and produced: (I) a
randomly permuted N size M, vector whose elements are
between 1 and N, (11) an N by N matrix M, whose rows are
randomly unique permuted and (111) using these two, 1t will
also produce M, whose columns are also randomly
unique permuted and also different from each other. The
finally produced matrix M, 1s used as the private-key.



J. Eng. Applied Sci., 1 (2) : 98-102, 2006

RPMatrix (M, N): Encryption Algorithm:

M, is an N x N matrix and both M, and N are global. This algorithm takes previously generated M, key
This algorithm takes N as input and produces N x N matrix, N the size of the matrix and an input plaintext
matrix whose rows are uniquely random permuted file in. Tt produces ciphertext file out. The steps for

and are different from each other.
1:{Flag < 0, count] + 1§
2: doi

3: count « 1

the algorithm are as follows:
1:{Open a file n as mput and out as output
2:count < 0
4: Generate a random number temp where 1< temp < 3: while not(eof(m?
N 4: {ch + getchar(in)
5:fori+ 1 tocountl{ 5:if count = n
6: if M,[i, count] = temp then 6: count « 1
7
8

7: flagl < O and break s else

&: else § s count + count+l

9: flagl « 1 9 fori + 1ton{

10: flag2 < 0}} 10: if i mod 2=1

11: doi 11: ¢ch « ch+ M;[i][count]
12:if flagl =0 then 12: else

13: .break 13: ch « ch-Mj[1][count]; }
14:if flag2Z =1 then 14: fori « 1ton{

15: Generate a random number temp where 1 < temp 15 ifimed?2 =1

< N 16: ch + ch+ M;[count][1]

l6: if temp # O then{
17: fori <1 to count{
18: if M,[countl 1] = temp then

17: else
18: ch < ch-M,[count][i] }

19: flag < O and break 19:Wri.te ch to the output file out}
20: else 20: exit}
21: flag < 1%}

22 if (flag = 1) and (flag] =1) then {

23 M,[count 1, count] < temp Decryption algorithm:

24 count < count +1 This algorithm takes previously generated M, key
25 flag ¢ 0 matrix, N the size of the matrix and an input ciphertext
26: flag? + 13} file in. It produces original plamtext file out. The
27 while count « N steps for the algorithm are as follows:
28: if (flagl = 1) then 1: §{ Open afile in as input and out as output
29: countl <+ countl +1} 2: count ? 0
30: while countl < N 3: while not(eof(in)) §
31: return} } 4: ch + getchar(in},
5. if{count=n)
Each time the program will execute it will produce 6: count < 1;
different keys on the basis of its input integer. This is the 7. else
session-key. The program developed in C using the above 8: count < counttl;

algorithms, 1s executed n an IBM compatible PC 9: fori « 1ton]
having Penttum II processor, 64MB RAM, SVGA 10: if i mod 2=1
monitor, 8 GB HDD. 11: ch « ch-m3[i][count];
12: else
ENCRYPTION AND DECRYPTION USING THE KEY 13: ch « ch+m3[i][count]; }
) ) 14 fori « 1ton{

On each character of the mnput plaintext, forward and 15 ifimod 2=1
backward substitution occurred according to the element 16 ch ¢ oh-m3[count][i]
of the key matrix by the row and column basis. So, if an 17: else ’
mtruder wants to match the original plaintext, he/she has ’ :
to generate the original key that is very time consuming 18: Ch_ - ch+m3[count][11; }
on the basis of key size and message. 19: write ch to the output file
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TImplementation: This program implementedin C language
takes a plaintext as input from the file. The implemented
encryption algorithm taking M, matrix as parameter
produces the ciphertext, on the basis of plamntext, which
is stored in a file. The ciphertext generated for a plaintext,

Implementation of the algorithm: To implement this
algorithm C language has been used, because it has
several advantages over the other languages. The
program has taken an integer as input and produced: (i) a
by using the above encryption algorithm 13 given below:
Plamtext: This 1s a test message for cipher text generation.
Cipher Text: aZihiY;UZY pO]dtOutWi[;béeb-
TpO tu={r fg-dl+g&d

This program takes a ciphertext as input from the file.
The implemented decryption algorithm taking M, matrix
as parameter it produces the plaintext, on the basis of
the ciphertext, which is stored in a file. The plaintext
generated for the ciphertext by using the above
decryption algorithm 1s given below:
Ciphertext: aZjhiY,UZ Y pO]d[TtOutW![;béb-
TpO tu={r fg-dl+g&d

Plaintext: This 15 a test message for cipher text
generation.

Complexity: Any arrangement of a set of N objects n a
given order 1s called a permutation of the objects (taken all
at a time . Any arrangement of r< = N of these cbjects in
agiven rder is called an rpermutation or a permutation
of the N objects taken r at a time and 1s defined by
P (N, r) = NIAN-1)! If all objects are taken at a tune then
PN, N) =N*N-1)*(N-2)* .. *3*2*] = N! So, there are N!
permutations of N objects (taken all at a time). The key
has been generated on the basis of unique permutation
vector M, and matrix M, whose rows are different from
each other independently and umiquely permuted. The
key matrix is generated whose columns are uniquely
permuted and different from each other. If there 1s an NxN
matrix, then there are N! permutations on each column
independently. As the columns are uniquely permuted
and different from each other, there are N! permutations in
the first column, (N!-1) permutations in the second
column, (N!-2) permutations i the third column,
continuing up to N times there are {N!-(N-1)}
permutations in the N* column. In brute-force attack’, if an
mtruder wants to match the key, he/she has to try every
possible key on a piece of ciphertext until an mtelligible
translation is obtained. The counting product rule defines
as if there is an event E which can occur in m ways and
independent of event, there is a second event F which can
occur mn ways. Then the combimation of E and F can

oceur in m * n ways. So, by production rule there is NI *
(N1 * (N1-2) % INI-(N-1)} = O (NI " possible keys
for an intruder to match the key™. On average on the basis
of brute-force attack, half of all possible keys must be
tried to achieve success.

Time calculation table: A machine has been taken that
can perform 10" comparison per secend. The following
Table can be calculated on the basis of the key size N.

Key size (N)  No of alternative keys Time
5 24883200000 0.0248832 sec

6 10} 714365407858 761 0763876340441023 1.61243136 dﬂyS
10 1 (F559763032876 703751 174761 23956006 1 (e 0eea2 vears

50 103224 153743623601 76781 574012672281 120465453 years

aQ 1012435 47422110097199321 9393700351 72 101241597541 years
100 10! 579700036547 157883730145 2430260 10577750155 years
12 1027595 02849197337 566 725629398 11134 1027575 52968 years
15 1 (#3036 24765351 747621 337658 52215454 1(#3016.74284 years

15 Infinite Infinite

CONCLUSION

Private-key plays a fundamental role in cryptography
for secure electromc commumcations. Three level
composite mathematical functions are used for generating
private key. For this a randomly taken and umquely
permuted vector has been taken as input of the first
function and produced output as integer. The first
function's output and matrix form are taken as the input of
the second function and produced output as an integer
that forms an another matrix. Taking the above two
functions as mput parameter for the third function and
produced the final matrix that is used as the private-key.
The generated private-key has been used to produce
ciphertext from the communicating plaintext. The
complexity of the generating private-key has also been
measured and found very high for the intruder. Here,
emphasis 1s given on for increase the complexity to
transfer from ciphertext to plaintext. In sequence of
stages, given size vector and square matrices are
generated for making the key. Simulation works has been
accomplished with the generated private-key on the
plaintext and also on the cipher text. This private-key
generation technique can be used for cryptology lab
session as a teaching tool and the generated session-key
can be used for secure communication on-line or off-line.
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