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Abstract: In recent years, we can see a significant increase in electronic transactions because of the popularity
of the world wide web. Beside transaction increasing, we can see fraud mncreasing by abnormal users which
leads to billions of dollars in financial losses m world. The goal of this research 1s studying the proposed
methods in field of data mining to detect fraud in credit cards and proposing a solution base on neural networks

techniques and genetic algorithm for this situation.
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INTRODUCTION

Now a days, banks and financial mstitutions are
faced with many customers and transaction volumes
everyday because of expand financial services that exact
study of them is impossible by normal methods; on the
other hand financial and credit mstitutions try to find a
solution to have the ability of knowing criminal acts
quickly. To study the high amount of such information
data mining techniques are useful.

In this study, we try to give a solution to recover the
existing algorithms and testing these solutions on the
whole data of financial institutions by studying different
methods that are proposed in data mining field with help
of neural networks and Genetic algorithms to prevent
fraud and criminal acts in financial institutions.

Literature work Fraud in electronic banking system 1s an
mcreasing world wide problem. Therefore, financial
mstitution, need fraud detecting systems based on
artificial intelligence for establishment and continuation of
the activity (Alford and Mike, 2013). In research area,
different techmques of fraud detecting has evaluated by
different research groups that are studied by many
research completely (Phua et al., 2010). Tt has been used
different techniques to solve this problem that we
mtroduce some of them m this study.

Neural networks are a method to study statistical data
modeling that is designed based on human brain
performance (Yeh and Lien, 2008). Neural networks have
been used widely in clustering and classifying. It has
been proposed a clustering model to detect fraud by
using neural networks (Green and Choi, 1997). By using
fraud detecting the ability of fraud prediction in
companies managing level will be possible (Cerullo and
Cerullo, 1999). In researchers study the effect of neural

networks, decision tree and Bayesian method to detect
fraud in financial information (Kirkos, 2007). We can see
that when financial ratio 15 using as data sets, using
neural networks gives better results than other methods
(Fanning and Cogger, 1998).

Consolidated use of artificial intelligence different
methods in data mining process has been considered by
researchers recently. Using multi methods with each
others can consolidate the advantages of these methods
and malke a better result. In a method has been proposed
to detect telecommumnication fraud (Olszewski and
Dominik, 2012). This method has been done based on
users profiling by using Latent Dirichlet Allocation
(LDA), a production model in statistics. In a fraud
detecting method has been proposed based on users
account illustration and threshold type identification.
[lustration method that 15 used in this approach 1s
self~orgamzing mapping SOM (Olszewsk and Dominmik,
2014). In transaction integration strategy has been used
to detect fraud m credit cards. In this method, transaction
characteristic has been collected before transaction to
understand users buying behavior to identify fraudulent
transactions before happemng (Tha ef al., 2012). In a new
approach of cost-sensitive decision tree has been
proposed to decrease classified expenses which solve the
problem of fraud identification (Sahin et al., 2013).

In the problem of credit cards fraud detecting has
been solved by wusing artificial safety  system
(Halvaiee et al., 2014). In this study, it has been proposed
a new model which is named artificial safety system fraud
detecting model or AFDM. This model has been used by
using artificial safety system and its recovery to detect
fraud. Random forest RF is one of the most popular
methods for classification, prediction, determining
variable importance, variable selection and outland point
detection (Verikas et al., 2011). Dafferent usages of RF has

3514



Int. Business Manage., 10 (16): 3514-3517, 2016

been proposed in different areas that can name and in
pattern  and fraud detecting in  credit
(Bhattacharyya et al., 2011; Zhou et al., 2015).

cards

MATERIALS AND METHODS

Effective properties in fraud detecting: There are not
stable and specific properties to detect fraud among
financial transactions based on paper studies and
research. Properties that are studying in banks and
financial mstitutions to detect fraud are not declared
because of high sensitivity and safety of thus institution.
Therefore, there is not a source dataset to study and
compare the works that are done before in this area and
research works that 1s done does not publish its studied
dataset and does not declare informational properties
which exist in it. In this study, it has been used collected
data of one of the real discount sites for studying and
testing system. The mentioned site in one of the limbless
and popular online discount sites in Taiwan. Discount
sites in Taiwan have proposed black and white accounts
list to help users and identify frauds. Black and white
accounts list, account ID, crime type, related tender date
and lhistory of crime 18 reported by these sites.
Unfortunately, the properties of criminal behavior are not
proposed in most of discount sites. This study tries to
suggest a combined system of neural system and genetic
algorithm which identifies fraud accounts based on
registered data.

Suggested approach: In suggested fraud detected system,
1t has been used neural network techmques and Genetic
algorithm combination for attention and identification
system usage rather than existing systems. In this fraud
detecting system, the proposed neural network tries to
find the relation between properties and fraud detecting
by studying effective properties m identifying fraud in
credit cards. On the other hand, Genetic algorithm tries to
recover the results by suggesting different configurations
for neural network. Therefore, suggested genetic
algorithm leads to better usage of proposed neural
network in detecting fraud. The suggested artificial neural
network flow chart is available in Fig. 1. The usage of
suggested genetic algorithm will describe in continue to
optimize neural network fraud detection.

Chromosome show: In this study, chromosome is used to
determming hidden layers number and existing neurons
number in every layer. Chromosome genes are shown as
binary numbers. Based on applied restrictions, every 4
genes show a layer of neural network. Binary numbers
that are shown by 4 genes indicate existing neuron

Training dataset

Setting the basic parameters |

Initidizing neural network using
Proposed Genetic agorithm

| Train neural network |

Obtain neural network
solution and it's parameters

Updating weights
and biases

Fig. 1: The suggested neural genetic system flowchart for
detecting fraud
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Fig. 2: Chromosome show

numbers in every layer. Figure 2 has been shown as a
sample of these chromosomes. This chromosome shows
that neural network has 5 hidden layers. Other information
which 1s understandable from this chromosome 1s the
number of existing neurons i every system. As an
example in first layer there are 11 neurons and in second
one there are 7 neurons.

Fitness function: In defined goal function in this study,
it is determined that for configuration of networlk by
current chromosome, how correct the duty of fraud
detecting 13 done. In this relation, the number of
transactions that is studied correctly by neural network
black transactions as fraud transactions and white ones
as no fraud are considered as fitness of every solution
based on the whole studied transactions.

Selection: Tn this study, it has been used roulette whiled
method for doing selection performance. This method 1s
a random or altemative sampling. This method that 1s
based on chance is done in a way that all people are
mapped base on their own competency on neighboring
areas of a line. The size of related area to everyone will
define based on his own competency. Then, a random
number is produced and man is selected based on the size
of this mumber.
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Recombination: Tn this study, we choose a random
combination point as a multiple of 4 for doing
recombination performance to make the selected solutions
combination from genes that define layers. A sample of
recombination performance doing has been shown in
Fig. 3.

Mutation: It 13 possible for Genetic algorithms to have
problem with optimized areal solutions. Mutation can
change a part of gene randomly and guide evolution to
other solutions m order to search possible spaces to find
desirable solutions.

To do the mutation, related genes to a layer will be
selected randomly and the related neurons number will
change. You can see a sample of mutation performances
sample m Fig. 4 as an example. In this example, second
layer has been selected for mutation. As you see in Fig. 4,
the selected number for this layer is 4. In this performance,

(1011 [ori toioi [1oor [Tior] . [T011[oiii[oio0]
1111 | 0100 : 0100

[ 1111 [0100 {0101 | 001 | 1101

Fig. 3: A sample of recombination performance doing

a random step mutation will add or minus to this number
step mutation has been considered 1. In this Fig. 4, a unit
has been added to related number and neurons number of
second layer has been increased to 5.

RESULTS AND DISCUSSION

In this part, we try to study the proposed neural
genetic system’s performing way. To do this worl, at first
we study the performing way of proposed neural network
without using the studied Genetic algorithm. In this case,
all of the neural network’s parameters will be amounted
manually. The obtained result for this system will be
specified by performing neural network and accuracy of
fraud detecting in this system is 0.512.

In second case, the offered neural network optimizes
its structure by using proposed Genetic algorithm and
tries to test the system by usmg different mput
parameters, therefore, it will have positive situation during
neural network learning algorithm performance. In
Table 1, it has been proposed the considered amounts for
suggested algorithms variables.

For doing this experiment, the offered algorithm in
both cases that defined above, have been performed
10 tumes. Primary population i this experiment 1s 100 and
generation number is considered 100. The previewed chart
in Fig. 5 shows the system’s performing way in second

Table 1: The amounts of suggested algorithin variables

—— —— Variables Amount
1 % 0101 | 1001 m ::> 11l ﬂ 0101 m 1ol No. of primary population 100.0
No. of generation repetition 100.0
] ] Recombination rate 0.8
Fig. 4: A sample of mutation performance Mutation rate 0.4
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Fig. 5: Performance of suggested genetic system during 100 repetitions
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mentioned case. As you see in this Fig. 5, the accuracy of
fraud in offered neural network will be able to recover the
performance by using suggested Genetic algorithm and 1its
accuracy 1s 0.941.

CONCLUSION

One of the important obstacles for using and
promoting electronic banking is insecurity of transactions
and fraud detection in financial exchanges. Therefore,
electronic fraud detection 13 one of the important
problems m financial mstitutions and banks. The goal of
this paper is offering a solution based on artificial neural
network and Genetic algorithm for detecting fraud of
credit cards. The offered Genetic algorithm mn this study,
tries to give the most swtable configuration for neural
network by suggesting different input parameters for
neural network and fraud detecting accuracy. Simulation
results show that the offered Genetic algorithm has
significant effect mn performance increasing and neural
network accuracy to detect fraud in credit cards.
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