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Abstract: XML has become the default standard followed for information exchange across organizations using

the web. Any XML document can be viewed as an XML tree. A labeling scheme 1s necessary to umquely

dentify every node of an XML document tree. Secure labeling scheme 1s preferred in XML content
dissemination of publish/subscribe system. In this study, we propose a secure labeling scheme called Enhanced

Dewey Coding (EDC). EDC labeling scheme 1s efficient in terms of storage space required to store labels and
time needed for labeling. EDC labeling scheme also preserves the basic lerarchical structural relationships that
exists among the nodes of ean XML tree. In addition, EDC provides security without leaking the actual structure
of the XML document. We implement EDC labeling scheme for various real-time XMI documents that varies
in document structure and size. Our experimental results show that the performance of EDC in memory space
and labeling time 13 better than the existing method. We also identified optimal random value range for EDC by
evaluating the results of EDC label size with various random value ranges.
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INTRODUCTION

XML, emerged as a de facto standard to store and
exchange data over the Internet. XMT, (World Wide Web
Consortium 15 widely followed because of its varable
sttucture and can be designed by the user. In
publish/subscribe model (Sankari and Bose, 2013), XMI.
document is widely used for secure content dissemination
over the web. Producer owns an XML document that
needs to be securely labeled, encoded and encrypted.
Selective contents of securely labeled XML document
with secure labels are dissemmated to the subscribed
consumers with the help of publisher also called as
message broker. Secure XML labeling scheme plays a
vital role in secure content dissemination. The advent of
XML and its flexible structure for content representation
and dissemmation necessitates a secure XML labeling
scheme with efficient label size and labeling time. To label
the XML document the notion of XMI. Document Object
Model (DOM) is utilized. XML DOM helps to view an

XML document as XML tree with nodes. XML labels are

used to umquely 1dentify every node of an XML tree by
preserving the hierarchical structural relationships exists
between the nodes. From XML labels, consumer can
estimate the overall structure of the XML document which
leads to structural mformation leakage. To prevent tlus,
secure XMI., labeling scheme is preferred. Secure XMI.
labeling scheme hides the actual structural information of

an XML document that can be mferred from the secure
XML labels but preserves the hierarchical structural
relationship.

Secure XML labels are additional information sent
along with the actual XML content that needs to be
disseminated by the producer. Therefore, an efficient
secure XMI, labeling scheme is required with the
following properties:

*  Memory: Memory required for storing secure XML
labels should be less

»  Time: Time required to generate secure XML labels
should be mimmal

Hence, the efficiency of a secure XMI labeling
scheme is measured in terms of label size and labeling
time. The main objective 1s to develop a secure labeling
scheme that requires minimal memory for XML secure
labels and efficient labeling time.

For efficient XML content dissemination, the most
challenging 1ssue 13 to design a secure XML labeling
scheme with efficient label size and labeling time. The
secure labeling scheme must prevent additional
information lealkage about the structure of entire XMI.
document. In this study, to achieve secure XML labeling
scheme with efficient label size and labeling time for
secure and effective content dissemination, we
accomplish the following:
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¢+  Propose a secure XMI, labeling scheme called
Enhanced Dewey Coding (EDC) that follows level
order

* Implement the secure XML labeling scheme EDC
using different real-time datasets

¢  Evaluate the performance of EDC on label size and
labeling time by measuring and comparing the results
with the existing method

¢ Tdentify optimal random value range by assessing the
storage space required by EDC for different random
value ranges

Need for XML
publish/subscribe model, producer sends selective XMIL.
content to the consumer. XML document queries are

secure labeling scheme: In

usually represented in using Xpath or XQuery format. For
a consumer, selective XML contents are specified by an
access control policy represented as set of XPaths. The
result of XPath may be single text content or a content
that includes set of XML tags with text content n a
hierarchical way. To umquely identify the XML content
and to maintain a hierarchical relationship between the
contents, an identifier is required. Therefore, producer
considers an XML document as an XML DOM tree. An
XML document forms a XML tree where every
element/tag, text content in an XML document denotes a
node encompassing the  Thierarchical  structural
relationshuip between them. Thus, XML labels are
assigned to all the nodes of an XML tree to identify every
node distinctly and also to preserve the structural
relationship. XML labeling scheme is a mechanism used
to label the XML tree. Producer labels the XML
document. XML labels of subscribed XML content are
sent to the consumer at the time of subscription. After
decrypting the received disseminated content, consumer
uses the XML labels to identify the structural relationship
between the received content. From the XML labels,
consumer can infer the structural information like total
mumber of nodes, number of nodes existing between the
received nodes, etc. This leakage m structural information
may lead the consumer to perform any attack. To avoid
these structural information leakages a secure XMIL
labeling scheme is essential for an XMI. document.
Hence, a secure XML labeling scheme must umquely
identify every node and preserve structural relationship
exists between them without revealing actual structural
information. Also, these secure XML labels used by the
producer and consumer are additional nformation apart
from the actual XML content to be dissemination.
Therefore, secure XML labels must be efficient i terms of
label size and labeling tme to minimize the additional cost.

XML, secure labeling scheme are helpful in identifying
structural relationships that mfluences the performance of
XML query (Lu et af, 2005; Xu and Papakonstantinou,
2008; Li, 2010) processing.

Literature review: In selective dissemination of XML
documents 1s discussed and used an access control
system for disseminating the selective contents to various
set of users (Bertino and Ferrari, 2002; Kundu and Bertino,
2006). Carzaniga et al. (2004) suggested a routing
approach for content-based publish/subscribe systems
(Datta et al., 2003) but security threats and measures for
secure content dissemination were not considered.
(Bertino et al., 2004) explores the difficulty exists in
assuring the mtegrity of XML data and used Merkle hash.
However, these methods does not prevent from sending
additional data that leads to information leakage and also
fails to support scalability.

Several labeling schemes for XML document have
been proposed. Labeling schemes helps to identify every
node of XML content uniquely. A numbering approach
called Dewey coding was presented m (Tatarinov et al.,
2002; Gou and Chirkova, 2007). (Kundu and Bertino, 2006)
utilizes DOM properties of XML document to solve the
security related 1ssues. (Ko, 2010) discusses M-IBSL
(Modified Tmproved Binary String Labeling) that splits the
XML DOM nodes into public and sensitive nodes.
Content of semsitive nodes are encrypted and
disseminated to the consumer along with the content of
public nodes without avoiding mformation leakage.
{(Kundu and Bertino, 2008) follows Post Order Numbering
(PON) that is obtained by traversing the XMI. tree nodes
in post order traversal (Dietz, 1982) and labels the nodes
by calculating a Structural Tdentifier (SID) from Encrypted
Post Order Number (EPON) (Kundu and Bertino, 2006).
SID acts as a unique label for XML tree nodes and 1s
determmed using EPON. Though SID provides security,
but it does not protect from structural information lealk.
Also, the label size and label generation tume of SID
including EPON 1s high. Further, it does not preserve the
major structural relationships exists among the nodes of
an XML tree. Therefore, the major drawbacks in existing
secure labeling schemes are structural information leak
with high label size and labeling time. Our proposed
secure labeling scheme EDC prevents additional
information leak along with reduced label size and labeling
time. We introduce a preliminary result for EDC secure
labeling scheme (Sankari and Bose, 2013). In this study,
we extend our work in (Sankari and Bose, 2013) by
evaluating our secure labeling scheme EDC over
numerous real-time XML document datasets and also
identifying optimal random value range for EDC labeling
scheme without compromising security.
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Fig. 1. XML Document Numbered using LON and ELON
MATERIALS AND METHODS

Level order: Level order is the order of traversing an XMI.
tree nodes starting from the root node level to bottom
level nodes with every node in alevel from left to right.

Level Order Number (LLON): Level order number is a
unique number assigned to every node of an XML tree
while visiting the nodes i level order.

Figure 1 shows an XML tree with LON assigned to all
nodes. A LON (Sankari and Bose, 2013) umquely
identifies every node in an XML tree. Also, LON of a
parent node is always lesser than its child nodes and
descendant nodes. LON has the following properties that
conversely results as drawbacks since they reveal the
actual structure of an XML document:

* Lowest value 1 denotes root node and lughest value
of LON denotes the total number of nodes in an XML
tree

+  Atany level, the number nodes exists in a level can
be determined from the starting and ending nodes
LON value

These are the structural informations that are leaked
about an XML document. To avoid this, an enhanced
version of LON is designed.

Encrypted Level Order Number (ELON) 1s calculated
using LON. ELON is intended to surpass the drawbacls
of LON with the help of random numbers. Any random
number is selected and used with LON to provide security
by hiding the structural information revealed by LON.

Enhanced Level Order Number (ELON): ELON of a
node is a unique secure number that can be calculated
using LON with a random number and 1s represented in
Eq. 1 where i is any node whose ELON has to be
calculated, j is a preceding node of node i in level order
and r 1s a random number generated for each node
whose value ranges from Eq. 2-9:

LONi+r, i is root
ELON. =

. (1
1 LONj +r, 1

18 non—root

XML tree nodes assigned with ELON is shown in
Fig. 1. Therefore, ELON calculated for a node avoids
structural information leak by preserving the ordering
relationships. From Fig. 1, it can be seen that ELON has
the following advantages:

¢ Uniquely identifies every node in an XML document
tree.

»  Maintams the level order among the nodes of an
XML tree.

s Prevents information leakage occurred using TLON by
concealing the actual number of nodes exists
between any two nodes and also the total
number of nodes occur before the current node in
level order

Though, ELON has various advantages over LON 1t
could not evolve as a complete secure label for a node.
Since EL.ON could not preserve hierarchical relationships
like Parent-Child (PC), Ancestor-Descendant (AD),
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Fig. 2: XML document labeled using EDC

Siblings and these are the major relationships for a
hierarchy based XML document tree. Hence, a secure
label 18 preferred that should support both hierarchical
and ordering relationships among the nodes without
leaking the actual structure of an XMI. document tree.

Enhanced Dewey Coding (EDC) is a secure label that
can be assigned to every node of an XML document tree.
EDC (Sankari and Bose, 2013) label is calculated based on
the ELON of a node and its parent node. EDC of a node
preserves both hierarchical and ordering relationships and
at the same time provides security thereby not revealing
the actual structure of the whole XML tree through the
label.

Enhanced Dewey Coding (EDC): EDC of a node 1s
calculated by concatenating EL.ON of a node with EDC of
its parent node and 1s denote in Eq. 2 where 118 any node
whose EDC has to be calculated, j is a parent node of
node i and ¢ denotes concatenation of values:

LONi 1 1is
ELON. = ..
1 LONJ. ELONi, 1 18 non—root

(2

Hence, EDC label uniquely identifies every node of

an XML document tree, maintains ordering and structural

relationships and provides securtity without leaking the

actual structure of the whole XML document. Figure 2

shows the XML tree with EDC secure label assigned for
all the nodes.

root

RESULTS AND DISCUSSION

All the experiments of the proposed secure labeling
scheme EDC are implemented in a system with
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Table 1: XML dataset

XML document Total nodes count File size (Bvtes)
Rigmod record 11,526 167 K

X mark 17,132 1.12M
Partsupp 48,001 213 M
Uwm 66,729 222M
Wsu 74,557 1.57M
Orders 150,001 5.12M

configuration of 1.83 GHz Core2 Duo CPU with 3 GB RAM
using Java. The datasets utilized for implementation
includes numerous XML documents with different sizes
from real-time applications like SigmodRecord, Partsupp,
Uwm, Wsu, Orders (“UW XML Repository”™, n.d.) and
KMark XML Benchmark project dataset (Schmidt et al.,
2002; “Xmark-An XML Benchmark Project”, n.d.).
Table 1 shows the details of several XML document
datasets used.

Label size: Label size is measured by calculating the
storage memory space required to store labels. The
performance of the proposed labeling scheme EDC can be
analyzed by comparing the label size of EDC with the
existing method SID. Label sizes of SID and EDC for a
XML document is obtained by labeling the XMI, tree
using SID and EDC labeling schemes, respectively.
Figure 3 shows label sizes of numerous XML documents
using SID and EDC labeling schemes. From the graph, it
15 evident that the label size of EDC labeling scheme 1s
very less compared to SID. Using, EDC label size of
Partsupp XML document is reduced to maximum of 53%
and overall 39% of label size is reduced for all the XML
document datasets. Hence, EDC has greater performance
1n label size compared to the existing method.

Labeling time: Labeling time for a labeling scheme is
measured by calculating the time required to label the
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Fig. 5: EDC label size for various random value ranges

nodes of an XML tree. XML documents m Table 1 are
implemented using STD and EDC labeling schemes and
their corresponding labeling time is determined. The
performance of SID and EDC are evaluated based on their
labeling time. Figure 4 shows the labeling time of SID and
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EDC labeling schemes. From the graph, it is clear that the
performance of EDC in labeling time is better than STD.
Overall, the proposed labeling scheme EDC decreased the
labeling time to 99%. Thus, the proposed EDC 1s better
than the existing method (Fig. 5).
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Random range values: To identify the optimum random
value ranges, the proposed EDC labeling scheme is
umplemented using different random value ranges such as
2-9, 2-7 and 2-5 and their label sizes are computed for
different XML documents. Figure 5 shows the EDC label
size of various XM, documents with a variety of random
value ranges. From the graph, it 13 obvious that random
value ranging from 2-5 has smaller label size compared to
other ranges without compromising security. Therefore,
random value range 2-5 can be used mn EDC labeling
scheme for enhancing the efficient EDC results.

CONCLUSION

In this study, we proposed a secure labeling scheme
called EDC for XML document whose contents needs to
be disseminated. The label size and labeling time of EDC
is efficient. EDC label preserves the structural
relationships that exist between the nodes of an XML
tree, without revealing the actual structure of the XML
document. EDC labeling scheme is implemented for
various real-time XML documents. The experimental
results showed that the performance of EDC labeling
scheme m label size and labeling time 13 better than the
existing method. We also implemented EDC with different
random value ranges. From the implementation results,
optimal random value range 1s 1dentified based on the
label size of EDC. EDC labeling has
storage space for label size and labeling time and hence,
EDC can be preferred over other existing methods for
secure XML labeling and efficient XML content
dissemination.

efficient
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