














 
Security control architecture  
Define control 
Establish control standards 
Establish CSP cloud Software 
Asset Management (CSAM) 
service certification for bank 

 
 
 
 

Security control operation 
Build and configure security 
Control 
Operation and monitoring of 
Security controls  
Access control 
Security management 

 
 
 
 

Security control governance 
Conduct Cloud assessment 
Maintain Cloud Software asset 
Management (CSAM) 
Certification 
Monitor control effectiveness 
Ongoing assurance 
 









 
 

Procurement 
Sign-off: 
Procurement Policy 
and CPS231/SPS231 
requirements are 
met, including 
supplier selection 
Contract has been 
tested against 
commercial appetite 
and inconsistencies 
called out 
Supplier due-
diligence checklist 
has been complete 

 
 
 
 
 
 
 
 
 
 

IT Security and IT 
Infrastructure  
Sign-off: 
Infrastructure Readiness 
has been assessed as 
satisfactory 
Outsourcing and 
offshoring risk appetite 
requirements for IT 
Security have been met, 
with no critical control 
gaps 
IT security has been 
assessed as satisfactory 
or actions agreed to 
result in a satisfactory 
rating in an appropriate 
timeframe, 
commensurate with the 
criticality of the service 
or activity 
Alignment to 
technology and cloud 
strategies if applicable  

 
 
 
 
 

Divisions Chief Risk 
Officer  
Sign-off: 
Risks associated with 
the arrangement have 
been identified and 
residual risks are 
assessed as appropriated 
(with mitigation and 
monitoring in place) 

Management 
Assurance 
Sign-off: 
General manager 
Executive general 
manager 
Chief financial 
officer 

 

 
 

Internal Audit 
Sign-off: 
Internal audit review 
completed for 
CPS231 and 
SPS231, ISO 27001, 
SOC 2, SOC 1 
Provides assurance 
that group policies 
have been adhered 

Supplier Council 
Sign-off: 
Supplier council team 

APRA Engagement 
Sign-off: 
Group regulatory affairs and 
strategy 





Elements

CSFs

Architecture Related 
Factors

Security Related Factors

Functionality Related 
Factors

Data Related Factors

Usability Related Factors

Managment Related Factors

Control and Governance 
Related Factors

Critical Success Factors (CSFs) 
Framerwork

• Involvement of banking architects
• Assistance and documentation from the CSP for process integration , building BI system images and managing workloads
• Physical facilities for cloud BI deployment technology compatibility 
• Smooth integration with the CSP’s APIs .
• Alignment bank’s technology infrastructure

• CSP must compliant with ISO/IEC 27000, SOC 1 and SOC 2 standards
• DDoS and SSoE  controls are in place
• Vulnerability scanning performed weekly
• Penetration testing on a quarterly basis
• Encryption for data in transit and data at rest for all data types
• CSP must supply 3rd party security certificates and attestation reports 
• Banks’s active directory synchronisation for BI roles
• SLAs security protocol where CSP cannot  access customers data

• CSP should have multiple DR sites 
• Flexibility for quick user access to new reports 
• Quick and Agile deployment of new reports
• Provide development and test machine within couple of hours
• Different types of reporting types used to achieve performance

• Classification of data defines for reports deployment in the cloud
• Number of rows limitation (20,000) 
• Aggregated fact dimensional star modelling used
• Capacity planning and explain plan for cloud BI reports analysed by BI leads , ETL leads , senior DBA’s and Data architect
• Integrated data layer (IDL) dimension star modelling layer purely developed for cloud BI

• CSPs control and governance align with banking standards and technology road map 
• Supplier council assist group executives and general manager of technologies for cloud data release and deployment
• APRA engagement for data releases and deployment maintain by supplier council
• Three level of control and governance mechanisms introduce such as  security control architecture , security control operations 

and security control governance

• Top management support is essential from E to C level and for continuous funding approval

• Dedicated cloud team that maintains a relationship with technical and non -technical teams within bank and the supplier council

• APIs should be tested properly and be easily adjustable for usability and connectivity
• CSP should cooperate with the bank for better performance and adoption and also for integration and interoperability
• 12-month notice period required for any changes made to the APIs by the CSP
• Bank is using transient API authentication keys for efficient useability and cloud service

• APRA standards the bank must comply with are CPS 231, CPS 232, CPS 220, PPG234 and PPG 235
• External auditor report to APRA on risk management and internal controls relate to prudential requirements on annual basis
• Performance reviews are conducted of the CSP for monthly and annual supplier relationship management for APRA 

observation and reviews

Compliance and Regulatory 
Related Factors

• CSP vendor selection in bank based on trust , collaboration , support level , supplier relation , SLAs, quality of service (QoS), 
quality of experience (QoE), compliance and regulatory , integration and compatibility

• Bank runs all the technology assessment as part of proof -of-concept offered by CSP
• Approval sign off involves trams like procurement (checks CPS231/SPS231, supplier due-diligence, commercial appetite ) , IT 

security and IT infrastructure , division chief risk officers , internal audit (CPS231 and SPS231, ISO 27001, SOC 2, SOC 1), 
management (general manager , executive general manager , chief financial officer ), supplier council (including cloud team ) and 
regulatory affairs (APRA engagement )

Vendor Related Factors

• Reduce TCO and provide control on CAPEX and OPEX
• One time implementation cost
• BI application licensing cost
• Pay-as-you-go pricing model
• Diminish the cost to go by test and user acceptance testing to third -party (outsource)
• Continuous BI project deployment and integration

Cost Related Factors

Success Measures for Cloud 
BI Implimentation

Technical Performance

System Quality

Service Quality

Information Quality

Security Controls

Organisational Performance

User Satisfaction

Net Benefits

Technical Capability

Environmental Performance

Compliance and Regulatory

Cloud Service Provider 
(CSP)

SLAs and Contracts





Security control architecture  
Define Control 
Establish control standards 
Establish CSP cloud Software 
Asset Management (CSAM) 
service certification for bank 

Security control operation 
Build and configure Security 
Control 
Operation and monitoring of 
Security controls  
Access control 
Security management 

Security control governance 
Conduct cloud assessment 
Maintain cloud Software Asset 
Management (CSAM) 
Certification 
Monitor control effectiveness 
Ongoing assurance 
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