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Abstract: Visual cryptography 1s one of the ways, to share the visual secret mformation securely. Visual

Cryptography Scheme (VCS) 1s an Encryption Method which provides mformation security that uses
combinatorial techniques to encode secret written materials without any Complex Cryptographic algorithms.
Researchers propose a new Multi-secret based Semantic Visual Cryptographic Protocol (MSVCP) that can
encode the two secret images mto the shares using error reduction. The wnplementation part begins with

converting a grayscale image into a semantic image through error reduction followed by embedding semantic
image into n shares. Finally, secret image will reconstruct without showing any interference with the share

images. The proposed a novel scheme called a MSVCP which can be applied to grayscale images. The
experimental result shows the effectiveness and advantages of the proposed MSVCP and it ensures the security

and quality of the reconstructed secret images.

Key words: Communications, Visual Cryptography Scheme (VCS), MSVCP, encode, image

INTRODUCTION

Image Security (IS) is one of the key focus areas of
Medical Tmage Communication (MIC). MIC over wide
networks has become popular with the fast development
of the mternet technology and high-speed networks.
However, there are two levels of communications in MIC.
First, medical image communication in local area networks;
it will be protected by internal firewall Secondly,
communication over from the local area network; it may
bring lot of chances to the mtruder to steal the secret
mformation in public networks. Therefore, protection of
the reliability and privacy of the medical images 1s an
unportant 1ssue. Encryption 1s the good technique to
assure information security during its transmission
through public networks (Fridrich, 2009). Conventional
methods are securing the umages by
steganography or watermarking techniques. To encrypt
the entire medical image by using conventional methods,
it was more computational complexity and time-consuming

medical

process. Visual Cryptography (VC) 1s a new encryption
technique used in the secure transfer of unages and
solves the problems of computational complexity. To
describe the principles of Visual Secret Sharing (VSS),
consider a model by Noear and Shamir (1995) VC scheme as
shown in Table 1. The idea of their VC scheme is to
generate two share images by the combinations of black

Table 1: Construction of (2, 2) VC scheme

Trnages White pixel Black pixel
Share 1 | 1ji | 1 |
Share 2 [ 1[N | E 1 |
Share 1x2 L1 [ ] |

and white pixels according to the secret image. Naor and
Shamir’s Model was expanded to general access structure
by Ateniese er al (1996). They designed a novel
technique to bring k out of n wvisual cryptography
schemes. It is unable to obtain any secret information
by stacking less number of favorable shares. Wu (1998)
mvented a VC scheme to share more than one secret
image in two random shadows. Tto et al. (1999) minimized
the share image size by invarant visual secret sharing
scheme. To encode a secret image into the same pixel
dimension the shares. The above visual cryptography
schemes for binary images are applied to accomplish the
work of generating shares.

First color wisual cryptography scheme was
introduced by Verheul and Tilborg (1997) where each
color image is converted into RGB channels where each
channel contains the pixel value of range between 0 and
255, Kumari and Bhatia (2010) found Stucki kernel to
increase the visual quality of the color halftone images by
adding the additional pixel patterns. Askari et al. (2013)
proposed the extended visual cryptography, the share
images are constructed to contain meamngful cover
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images, thereby providing opportunities for integrating
visual secret sharing scheme and biometric security
techniques. Babu et al (2013) proposed mformation
hiding m grayscale mmages using Pseudo-Randomized
Visual Cryptography algorithm for visual information
security. Researchers proposed the new Multi-secret
Semantic Visual Cryptographic Protocol (MSVCP) to
transfer multi-secret medical 1mages in secure way. The
reconstructed medical images obtained must be kept back
completely without any loss of information. The research
1s focused on three paths:

Sharing two secret medical images with good
operational efficiency

Shares should look like a meamngful nature image
(confidentiality)

Reconstruct the medical image with high quality

The review of Multi-secret Semantic Visual
Cryptography Protocol (MSVCP) 1s structured as follows.

Error reduction: The following Frror Reduction (ER)
technique transforms a grayscale image GI into semantic
mmage 31. The simple and attractive idea of this technique
is reduction of errors thus, meaning of the image is not
lost. The semantic image will generate, based on a
semantic error filter strategy.

The noise mtroduced by the encoded secret pixel can
reduce which helps to reconstruct the secret image clearly
without showing any interference with the help of shares.
A flowchart of error reduction 1s shown mn Fig. 1. In this
study, researchers describe the new semantic error filter
strategy, named SEF which helps to get the coefficients in
mteger form. The semantic image SI can generate based
on an error reduction strategy also called an error filter.
The SEF has a set of kemel weights. A signal consisting
of present error value passed through the SEF, to produce
a correction factor. Figure 2 shows the kernel weights of
SEF.

WxH 13 the width and height of the origmal grayscale
secret image GT where GI(x, ¥)=0 and GI(x, y)<255. The
following four steps are employed to create a semantic
image SI. The size of the semantic image SI1s WxH:

Step 1: consider the pixel in GI(x, y) to be setas (1, 1)
Step 2: compute the error value E(x, ¥), according to
Eq. 1 for the pixel located at coordnates (x, y) in
grayscale image GL:

mmw+m@w

E(x,v)=Floor
(%3 [ 100 10

mod10+ GI(x, y)moleJ

(1)

507

Glx, y)

SEF

SI(x,y) - Error E(x,y) <+——

©

Fig. 1: Flowchart of error reduction

( oy )
< > (GI(J)‘” moduD Ccl(x.y)mod 10>

Fig. 2: Flowchart of semantic error filter strategy

Gl(x.y)
10

Step 3: the modified values are computed according
to Eq. 2 for the pixel located at coordinates (x, y) in
grayscale image GI:

81(x,¥) = GI(x.y) - B(x.y) @
Step 4: if x = H and y = W then stop and output the

semantic image SI otherwise, go to step 2 and
process the next pixel in the grayscale image G1

Example for error reduction: A simple example is taken
for explanation; this semantic image SI 1s generated by
considering a GT as 3»3 matrix containing 9 pixels:

124 175 160
Gl=|213 61 247 (3)
83 147 195

Step 1: process the image pixel-wise; first pixel taken
into consideration (Eq. 3); since N 1s 1:
GI(1,1)=[124] )

Step 20 compute the error value E(x, y) by using

Eq L:
E(1,1)=[7] (5)
»  Step 3: reduce the error E(x, y) by using in Eq. 2:
SI(1,1)=[117] (6)

Step 4: likewise, process the above steps until N = 9;
the following semantic image Sle{l, 2., N} is
generated based on error values Ee {1, 2,.., N} (Eq. 7):
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7 13 7 117 162 153
E=l6 7 13 SI=|207 54 234 N
11 12 15 72 135 180

MATERIALS AND METHODS

This study proposes an introduced system of sharing
the medical images in a secure way. In MSVCP, encode
the shares into nature cover images and do not draw
attention which keeps them confidential. The basic idea of
MSVCP proposed system described in two phases. First,
share construction phase which creates two shares SH1
and SHZ from the secret medical image MI. Note that
intermediate shares 1513 and 1S23 will be retrieved from
I81 and IS2 in revealing phase. Secondly, reconstruct the
secret medical image MI' from collection of shares SH1
and SH2. Figuwre 3 describes a general MSVCP
methodology as listed as.

Share construction phase: This study describes the
procedure of generating shares from secret medical image
MI and 1t will be shared among to the participants. Each
pixel of single medical image MI, ; corresponds to cne
pixel in share images SH1, ; and SH2, ;. Secret image is
processed one pixel at a time in share construction phase.
The dealer should select two natural looking cover images
CIl,;, CIZ ; of size WxH to encode a two secret medical
umage for a proposed secret sharing scheme.

Step 1: Consider a two 512512 secret medical grayscale
image (MI) of size WxH pixel Eq. 8 and two nature
grayscale image as the cover images (Eq. 2):

Ml 40,1,2,3..,255}
MI2,  «{0,1,2,3.,255}

CIl,; €40,1,2,3...,255}
Clz,, €{0,1,2,3._,255}

&)

where, i and j are varying from 0-255.

Step 2: Generate a two Semantic Tmages (SI) by applying
the error reduction technique on two medical grayscale
images MI1, ; and MI2, ; Eq. &

SI,, = ERQMIL, )
SI2,, =ER(ML2, )
ST, € §0,1.2,3....255}
SI2,, €{0,1.2.3...,255}

%)

Step 3: Construct the intermediate shares I1511;,€{0, 1, 2,
3, .., 255} and ISI2, ;e {0, 1, 2, 3, ..., 255} from semantic
image SII;; then IS21,,e{0, 1, 2, 3, .., 255} and
1522, ;€{0,1, 2, 3, ..., 255} from semantic image SI2; ; by
using Eq. 10; the mtermediate shares IS11, ,, IS12, .
[821;; and [822, ; pixel values ranging between 0 and 9;

1811, ; < Mod(SI1,;, 10)
1812, ; «SI1,,/10

(10)
[821,, < Mod(SI2, ;,10)
1522, «SI2, /10
Step 4: Intermediate shares IS11,,, IS12 , IS21,; and

1822, , can be embedded into cover images CI1 and CI2 by
using the Least Sigmificant Bit (LSB) embedding
procedure (Babu et al, 2013) to generate two shares
SHI, ;and SH2, ; Eq. 11. The shares size will be 2ZWxH. To
complete the desired experimental results, researchers
chose the LSB embedding procedure (Kim et af., 2008)
because 1t not only provides high encoding capability
and can be
completely restored after stacked from the shares
SH1,,e{0,1, 2,3, .., 255}and SH2, ,€{0, 1,2, 3, ..., 255},
respectively. Then, it will be delivered to the clinician

but also assurance that the two shares

participants:

4' Multi-secret semantic visual cryptography |7
i

/ Encoding phase \ / Decoding phase \
2 Output:
Input: Share 1;“‘ 12” . reconstructed
EavEcaly construction|———p|Embedding| . Revealing grayscale
image phasc Shares phase image
Gl,, GI, SH,, SH, Gl,. G,
T |Share SHzl
Cover
images
CI,, CI, Images

Fig. 3: Block diagram of proposed MSVCP
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SHIG, (2%j- 1)) « CIL | +1S1], |
SHI(, (2 %) < CIL, |, + 1521,
SH2(i, (2% j— 1)) « CI2, +1S12,
SH2(i, (2% ) < Cl2, , +1522,

(11)

Reconstruction phase: The clinician participants collect
their share images SHI, ; and SHZ, ; in the reconstruction
phase to reconstruct the secret medical image MI'. Two
shares will be enough to reconstruct the secret
medical mmage MII, {0, 1, 2, 3, .., 255} and MI2,,
€40,1,2,3,..,255}.

Step 1: Get 512x512 share images SH1,,€{0.1, 2, 3, ..., 255}
and SH2, €40, 1, 2, 3, ..., 255}.

Step 2: By using the 1.SB extraction procedure (Kim et al.,
2008), 1811, €40, 1, 2, 3, .., 255}and 1821, 40,1, 2,3, .,
255} can be derived from share SH1, ;. Similarly, IS12;;€ {0,
1, 2,3, .., 255} and 1822, €0, 1, 2, 3, .., 255} can be
derived from share SH2, ;. Now, [S1 and IS2 have the pixel
values range between O and 9. By using Eq. 12,
intermediate shares IS13; , and IS23, ; can be derived from
IS1 and IS2:
el=1I511 +1812,

e2=1521, +1822,

where, i and j are varying from 0-255:

9-e¢l if(el<9)
I813,, =141 if(e>9) (12)
0 otherwise

where, el is varying integer value:

9-e2 if(e2<9)
523 =41 if(e2>9)
0 otherwise

where, ¢2 1s varying mteger value.

Step 3: Value of IS13;; and IS23; ; will be used to recover
the secret medical image pixel values. To generate the
reconstructed secret image MI', digitally stacking the
intermediate shares IS1, IS2 and TS3 by using in Eq. 13:

MI' =IS11 +(ISI2 x10)+(IS13 x100)
L 1] L 1.1 (13)

MI2 =IS21 +(IS22 x10)+(IS23 x100)
i, i, i, ] 11

]
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Proposed MSVCP can extend to Digital Imaging and
Communications in Medicine (DICOM) medical images.
First, a DICOM image will convert into Joint Photographic
Experts Group (JPEG) format. TPEG color image will
decompose 1nto three sub-channel mmages: red, green
and blue. Secondly, the proposed MSVCP can apply
independently to each sub-image, separately. Lastly, the
reconstructed secret image will generate by adding three
channel images together; then, it will be converted
into DICOM format. Thus, it is easy for clinicians to
reconstruct the medical images.

RESULTS AND DISCUSSION

Experimental results demonstrate on two objectives.
First, reconstruct the original secret image with high
quality, secondly, relate with no pixel expansion The
proposed MSVCP allows no limitation on the size of the
secret images. MSVCP can perform well on grayscale
images. The efficiency of the proposed methoed 1s testing
by coding and running the algorithm in MATLAB 7.10
Tool.

The mmage quality measures such as Image Quality
Index (IQT), Normalized Correlation (NC), Peak Signal to
Noise Ratio (PSNR), Mean Square Error (MSE), Universal
image Quality Index (UQI), Signal to Noise Ratio (SNR)
and Mean Absolute Error (MAE) are evaluated between
reconstructed images and original secret images using
following equations.

Peak Signal to Noise Ratio (PSNR): Tt is the ratio
between the maximum possible power of a signal and the
power of corrupting noise that affects the fidelity of its
representation. PSNR is expressed in terms of the
logarithmic decibel is given by Chang ef al. (2009):

(14)

. 2
PSNR = 1055&
MSE

Universal Quality Index (UQI): Universal Quality index
attempts to measure the quality of the mmage after the

removal of the noise present in the image. Equation 15 is
given by Babu et al. (2013):

B L P 15
UQL= % (- Ry, - F) (13)

Where:
x = {x,|1=1, 2 ... N} be the original image signals
y = {y|1=1,2 ... N} be the decrypted image signals

Normalized Correlation (NC): It measures the similarity
representation between the original image and decrypted
image:
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NC Mo N o . (16)
PINDINCRI]
Where:
1(i, j) = Original image
I'(1, 1) = Decrypted image
M = Height of image
N = Width of the image

Mean Square Error (MSE): Tt measures the average of the
square of the error. The error is the amount by which the
pixel value of the original image differs to the pixel value
of the decrypted image (Chang et al., 2009):

Mol .2

MSE = ZR,G,lezlzjzl(l[la_]]_I'[I:J]) (a7
3MN
Where:
MandN = The height and width of the image,
respectively
(1, 1) = The (1, 1) pixel value of the oniginal image
£(1,7) = The (4, ) pxel value of decrypted unage

Table 2: Results of various images

Images NC PSNR(dB) MSE UQL  SNR(dB) MAE
Lena 0.9962 37.86 10.73 0.82 3.7623 9.642
Baboon 0.9953 37.52 11.52 0.93 3.4233 10.041
Barbara 0.9967 37.95 10.41 0.87 3.8252 9.506
Elaine 0.9965 37.64 11.26 0.90 3.5495 9.902
Fruit 0.9965 37.20 12.28 0.88 3.1701 10.440
Goldhill 0.9970 37.98 10.41 0.90 3.8893 9.460
Line 0.9934 36.85 13.51 0.41 2.7580 10.620
Peppers 0.9972 37.30 12.17 0.85 3.0500 10.260

(@ (b)

©

©
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Signal to Noise Ratio (SNR): Tt is defined as the ratio of
signal power to the noise power often expressed in
decibels. The SNR is given by Ciptasari ef al. (2014):

A RELCS?)

£ < (18)
ST y) - txy) |

SNR =101ogl0

Where:
r = {x|i=1,2 ... n} bethe original image signals
t = {yil1=1,2 ... n} be the reconstructed image signals

Table 2 represents the computed values for image
quality evaluation for the reconstructed images.

Mean Absolute Error (MAE): It is a capacity used to
measure how nearby predictions are to the eventual
consequences. The mean absolute error s given by:

1 n

1
MAE=—>"
Lz

_ o5 (19)
f-y/-13,

i i

S

1

1=1

Here, mean absolute error is an average of the
absolute errors e, = |f-y, | where f is the prediction and v,
the true value.

Figure 4a-h show secret image Lena, pepper,
cover images baboon, barbara, share 1, share 2 and
reconstructed secret image Lena and pepper. Share
images are looking different from secret image therefore,
this method can escape from visual attack.

(d

®

Fig. 4: a) Secret image, Lena; b) secret image, pepper; ¢) cover umage, baboon; d) cover unage, barbara; e) share 1; f)
share 2; g) Reconstructed secret image, Lena and h) reconstructed secret image, pepper

510



Asian J. Inform. Technol., 13 (9): 506-512, 2014

38.24
38.0 4
37.84
37.6
37.44
37.24
37.04
36.8 4
36.6
36.4 4
36.2

0.998 ()
0.997
0.996
0.995
0.994-
0.9931
0.992-

PSNR (dB)

Normalized correlation

0.991 T T T T T T T
4.5+
4.0 4

3.0 1
2.5
2.0 4
1.5 4
1.0 4
0.5

Signal to Noise Ratio (SNR)

Mean Absolute Error (MAE)

109 (b)

Universal image quality index

0.9
0.8+
0.7+
0.6
0.5
0.4
0.3+
0.2
0.1

04

(d)

16
14
12
10

Mean Absolute Error (MAE)
o

11.0
10.5
10.0
9.5
9.0
8.5
8.0
7.5

&

S
&
N

o
S
A ¥ A

& ©

S N &
& O
< DEFRC

Test image

Test image

Fig. 5: Graph representation of reconstructed image quality measures; a) PSNR; b) UQT; ¢) NC; d) MSE; e) SNR and f)

MAE

g

0 50 100 150 200 250
Testimage

0

100 150 200 250
Testimage

50

Testimage

Fig. 6 Histogram of umages; a) secret image; b) histogram of secret image; c) hustogram of share 1 and d) histogram of

share 2

Figure 5 shows the graph representation of the
various image quality measures. The PSNR values of the
reconstructed secret images and the original images range
from 36-37.98 dB. By seeing, the obtained PSNR, UQI, NC,
MSE, SNR and MAE values, reconstructed grayscale
umages can presume to be believable. From Table 3,
researchers can see that the reconstructed image quality
using MSVCP i1s better than using Li (2007) scheme.
The difference between PSNRs generated with the
scheme and by Li (2007) scheme 15 ranging from
8-10 dB.

511

Table 3: Reconstructed image quality of two schermes
Wang reconstructed Proposed reconstructed
image quality image quality

Gray scale

images PSNR (dB) NC PSNR (dB) NC
Lena 27.78 0.83 37.86 0.99
Peppers 27.36 0.82 37.30 0.99

Analysis of attack: Analyzing the histogram n the secret
image and n the share images is the statistical analysis to
prove the robustness of the proposed MSVCP against
any statistical attack. Figure 6 shows the histogram of
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secret images and its share images. Share images are
entirely different with the histogram of the secret image
and do not provide any suitable information to employ a
statistical attack.

CONCLUSION

Proposed Multi-Secret Semantic Visual
Cryptographic Protocol (MSVCP) for the grayscale images
which uses the error reduction. The use of error reduction
technique improves the quality of encrypted image and
decrypted 1mage. The proposed protocol helps to
generate high quality share images. An individual shares
does not show the secret mformation. Future studies
should therefore investigate on 3D visual secret sharing
with higher visual quality of the reconstructed secret
unages.
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