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Abstract: Wireless networks and the usage of mobile devices are becoming popular in recent days, especially
1 creating Ad-Hoc networks. There 1s thus scope for developing mobile systems, where devices take an active
part of creating a network mfrastructure and can actually be used to route data between networks. This research
proposes to assess different models of the usage of static and TADE Mobile Agents to determine the best route
through Ad-Hoc networks. The determination of this route is a complex one and requires research into the best
metrics to identify the best path, such as memory capacity, network performance, processing capabilities, cost
and so on. One model 13 to use a mixture of mobile and static agents to gather relevant information. These
agents could perform important tests, which could be used to generate the best route through a network. This
research looks at different models for the deployment of these agents, which balance the usage of static and
JADE Mobile Agents. These are appraised in the terms of performance, reconfigurability and easy of

mstallation.
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INTRODUCTION

In the last few years, the widespread use of wireless
commurmcations has begun. The technology has existed
for more than 20 years and has been commercially
available for more than 10 years (Zorzi, 2000). Currently,
there is an increasing interest in wireless communications
from both an academic and industrial perspective. The
main feature that makes wireless networking so important
1s the ability to enable mobility. At present, many people
carry numerous portable devices, such as laptops, mobile
phones, PDAs and MP3 players, for their professional
and private lives (Fordigh et al., 2000). The great benefit
of wireless networlks is concentrated in the ability of users
to communicate, cooperate and access Internet services
i anytime and anywhere fashion. Wireless networks can
be grouped into two categories: Infrastructured networks;
and infrastructured-less networks (Royer and Toh, 1999).
The first type is a network with fixed and wired gateways.
The gateways for these networks are known as access
points. A mobile unit within these networks connects to
and communicates with, the nearest access point that is
within its communication radius. The second type is
commonly known as wireless Ad-Hoc networks and
comsists of a collection of geographically distributed
nodes that communicate with one another over a wireless
medium without the need of fixed routers (Rajaraman,
2002). Thus, each node could be used as a mobile router,
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equipped with a wireless transmitter/receiver, which is free
to move around in an arbitrary fashion (Bandyopadhyay
and Paul, 1999). Initially the motivation for Ad-Hoc
networks was based on military applications. While
muilitary applications still dominate a great part of research
in this field, the recent rapid development of mobile
communications brought about a number of commercial
applications of Ad-Hoc networks. Such examples
described in (Perkins, 2001) include disaster relief,
conferencing, sensor networks, personal area networks
embedded computing applications. Another
umportant area of research 1s the mobile agent paradigm

and

that has been proposed as a promismg solution for
distributed computing over open and heterogeneous
networks (Tripathi ef al., 2001). A mobile agent can be
defined as a software program that can suspend its
execution on a host computer, transfer itself to another
agent-enabled host on the network and resume its
execution onthe new host (Gschwind et al, 1999).
The key features of JADE Mohile Agents that
distinguish them from traditional distributed programming
are: Mobility, network awareness; communication;
intelligence; reactivity, goal-ariented,
temporally continuous; learmng; flexible and character.
JADE Mobile agent technology has been propoesed for a
mumber of applications such as  Internet-wide
collaborative systems (Triphathi et al., 2001) network
management (Gschwind et af., 1999) monitoring systems

autonomous;
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(Dasgupta and Brian, 2001) information retrieval
(Cabri et al., 2000) intrusion detection systems (Krugel
and Tooth, 2001) and e-commerce (Lee et al, 2001). A
new potential application of JADE Mobile Agents is in
mobile computing environments and especially, in
wireless networks. JADE Mobile Agents are ideal for such
environments because of their ability to support
asynchronous communication and flexible query
processing. This is because user tasks can be delegated
to JADE Mobile Agents, when a mobile client is
disconnected (Lauzac and Chrysanthis, 2002). Also, as
shown in certain cases, JADE Mobile Agents can reduce
network traffic compared to the traditional client-server
approaches and maintain load  balancing, thus
increase performance of network nodes especially in
wireless Ad-Hoc networks. In this study we propose a
novel application of TADE Mobile Agents and Ad-Hoc
networks in terms of routing, topelogy discovery and
automatic network reconfiguration, with a focus on
performance and security. The study presents a
background to JADE Mobile Agents and Ad-Hoc
networks. It also presents applications of TADE Mobile
Agents in Ad-Hoc routing. Tt also defines a generic model
in terms of network bandwidth, power limitation of mobile
devices, problems of TCP over wireless networks,
environment and security. Planned experiments that will
be used in order to prove or disprove our hypothesis.

BACKGROUND

The mobile agent concept has been proposed to
overcome certain limitations of traditionally designed
distributed systems, especially client/server systems and
provide better flexibility by adding mobility of code,
artificial intelligence and improve data and network
management possibilities (Wong et al., 1999). A mobile
agent is a program that can migrate from host to host in a
network of heterogeneous computer systems and fulfill a
task specified by its owner. Thus, a mobile agent is an
autonomous entity that has the ability to communicate
with other agents and host systems. A mobile agent
consists of its code and state, which carries with it during
the self-initiated migration. Mobile agent systems provide
an environment in which JADE Mobile Agents can exist.
This environment is called agent server, which hides
the vendor specific aspects of its host platform and
offers standardized services to an agent that is docking
ontosuch a server. Services include access to local
resources and applications, communication with other
agents via message passing, migration, basic security
services, creation and termination of agents. The
infrastructure is set agent servers that run on top of
platforms (nodes) within a possibly heterogeneous
network (Fig. 1). The platform that an agent originates
is called home platform and is assumed as a trusted
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Fig. 1. Mobile agent system

environment for that agent. Despite the fact that these
systems were built to serve the same purpose, they have
many differences in terms of terminology, concepts and
architecture. Some of these systems were developed in
academic environments and others were developed by the
mdustry. The research on JADE Mobile Agents has
forked from intelligent agents n 1996. An intelligent agent
and a mobile agent share common characteristics, with
basic difference that the former 1s restricted to a particular
environment, whereas the later can roam a network of
heterogeneous computer systems by initiating a migration
on its own. Research on this topic is mainly concentrated
on:  Security, interoperability (FIPA and MASIF
standards) and mobility.

Wireless Ad-Hoe networks: An Ad-Hoc network 1s a
multi-hop wireless network m which Mobile Hosts (MHs)
communicate without the support of a wired backbone,
HAFA or BS for routing messages and location
management. Multi-hop commumication between two
mobile nodes within an Ad-Hoc network takes place when
these nodes are not in direct radio range, with other
nodes acting as routers. Thus, an Ad-Hoc network has no
fixed infrastructure where each mobile host can act as a
router and moves in an arbitrary manner. Such networlks
have been proposed as the networking solution for those
situations where the network set-up time is a major
constraint and/or a networking mfrastructure 1s either not
available or not desirable. In an Ad-Hoc network, the
most important function 1s routing. However, routing can
be considered as a challenging 1ssue. The first reason 15
that routers n such a network are mobaile, smce mobile
hosts perform the routing process. The second reason 1s
that routing requires processing power that mobile hosts
running on batteries may not be able to provide.
Furthermore, due to the nature of mobility, a route
that can be considered as good now may breal or not be
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optimal some time later. Therefore, a lot of research in the
field of Ad-Hoc networks has been concentrated on how
to design and implement efficient routing protocols.
Applications of Ad-Hoc networking can be found in our
everyday lives where some of them can be considered as
vital.

Routing protocols in Ad-Hoc networks: One of the most
important research areas within wireless communication is
low-power design. Up to now, power conversation has
typically been considered at the physical level. However,
most of the energy savings at the physical level have
already been achieved. Therefore, the key to energy
conversation m wireless commumcations lies within the
higher levels of the wireless protocol. As a result, the
issue of routing is a crucial component of the solution to
the problem of providing high-quality commumcation
mobile wireless networks. Various routing schemes have
been proposed for Ad-Hoc networks. Two common ones
are:

Location-Aided Routing (LAR). LAR (Ko and
Vaidya, 1998) uses location mformation obtained
from the Global Position System (GPS) to limit the
propagation region of Route Requests.

Distance Routing Effect Algorithm for Mobility
(DREAM). DREAM is different from LAR in that it
performs routing table updates periodically. The
routing table or location table contams the
coordinates for every destination in the networl.
Location information exchange is done on a periodic
basis. Both of these schemes make use of location
information of mobile nodes to improve routing
protocol performance.

TCP and UDP over a wireless LAN: TCP is a reliable
transport protocol tuned to perform well in traditional
networks, where congestion 1s the primary cause of
packet loss. However, in the case of wireless networls
where host are mobile, significant losses may incur due to
bit-errors and hand-off. Such an environment violates
basic assumptions made by TCP, resulting to delegated
end-to-end performance. A good deal of research has
been carried out in order to improve TCP/IP performance
over wireless networks. Key areas include improvements
on end-to-end reliable transport performance and low
latency handoff with negligible data loss.

APPLICATION OF JADE MOBILE AGENT
PARADIGM IN AD-HOC ROUTING

JADE Mobile Agents have the ability to support

asynchronous communication and flexible query
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processing. Therefore, the mobile user can assign a task
to a JADE mobile agent and when the agent feels that
there is communication availability it will roam the
network and fulfill the task delegated by its user. In thus
way, a mobile node requires less communication
comectivity than it would need following traditional
client/server approaches. Amnother equally important
reason for JADE Mobile Agents in wireless networks is
that they can reduce network traffic. As discussed earlier,
mobile nodes running on battery power do not have
enough power to run complex routing protocoels
necessary in Ad-Hoc networks. An alternative is to use
JADE Maobile Agents to perform routing operations and
thus reduce complexity and network traffic. Therefore,
saving important battery life of mobile computers. The
research proposes to access different models of the usage
of static and TJADE Mobile Agents to determine the best
route through Ad-Hoc networks. The idea 1s based on the
fact that i each mobile node there will be a static agent
that will run on the background monitoring available
resources such as connection availability, processing
power, memory capacity, cost and so on. In addition to
static agents, JADE Mobile Agents will be independently
roaming the Ad-Hoc network gathering information from
static agents. Then they will use the information gathered
to perform necessary calculations in order to determine
the best path for routing network traffic. Our intention is
to use a mixture of static and JADE Mobile Agents to
discover network topology in any Ad-Hoc network and
thus create a location map that will be self-organized as
mobile termimals move. The updates will be performed in
a periodic basis. A decision should be based on various
parameters such as the available processing power of
mobile node, memory capacity and so on. Without a
certain counter measure, a node would decide to pass
network traffic to a randomly selected adjacent node. This
can decrease scalability, availability and performance. Tn
wireless networks, due to mnherent mobility of nodes,
problems may arise when a mobile node decides to move
from a wireless network to another. Our research 1s
concemed on accessing different models of the usage of
static and JADE Mobile Agents to determine the best
route through Ad-Hoc networks. Static agents that are
resident on mobile hosts can perform important tests,
such as memory capacity, network performance,
processing capabilities, cost and so on. JADE Mobile
Agents can use this information to determine the best
route at a given time and thus periodically inform mobile
nodes, which is the best path to pass network
traffic. Such a homepage of JADE GUI is shown in Fig. 2.
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Similar research involved in this field:
Chpudhury et al. (2000) followed the same direction by
proposing a distributed mechanism for topology
discovery in Ad-Hoc wireless networks using JADE
Mobile Agents. Another very similar research by
Marwaha proposes a combination of an on demand
routing protocol called Ad-Hoc On-Demand Distance
Vector (AODV) with a distributed topology discovery
mechanism using ant-like JADE Mobile Agents. Their
results show that their scheme achieves reduced end-to-
end delay compared to conventional ant-based and
AODYV routing protocols. Lui presents a unified
framework for resource discovery and QoS-aware provider
selection in Ad-Hoc networks by the use of self-organized
discovery agents. Simulation results show that their
framework improves the QoS delivered to the clients,
while cost and response time are kept at a low level. Wang
and Such conduct similar research, which utilizes an
agent-enabled mulficast routing protocol in wireless
mobile networks. Their results show that the agent-
enabled scheme achieves improved performance over
traditional routing protocols. Hadjiefthymiades present
a proxy-based architecture that manages to accelerate
Web browsing in wireless Customer Premises Networks
(CPN). The implementation of this architecture is
based on JADE mobile agent technology. Although
there are many other interesting proposals in JADE
Mobile Agents and wireless routing, we cannot present
them here.

Possible benefits and outcomes from this research: The
main aim of this research is to design and implement a
novel routing scheme based on mobile agent technology
in wireless Ad-Hoc networks that will provide the
following benefits. Maximize network performance,
gcalability, provide end-to-end reliable communications
and reduce possible delays and minimize losses that may
incur due to bit-errors and handoffs. Another very
important issue that
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Fig. 2: Homepage of JADE GUI

must be carefully taken into consideration is security.
Without the appropriate countermeasures, mobile nodes
may run malicious agents instead of routing agents.
Security issues will be closely examined throughout the
design and implementation of this research. Therefore, the
proposed scheme aims to balance between performance
and security.

MODEL DEFINITION

In this study we propose a generic model based on
our research proposal. Each mobile node will run an agent
server that provides the basic functionality for static and
JADE Mobile Agents, such as migration, communication
and security. Possibly, the agent server will be written in
Java language due to itz object-orientation nature, object
serialization and remote method invocation techniques
and enhanced security. Static agents will be resident on
mobile hostz and will be continuously running. These
agents will be mainly responsible for the following
operations: Maintain a routing table; decide the best path
to route network traffic based on information found on
the routing table and monitoring system’s resources in
terms of memory capacity, processing capabilities,
network performance, cost and so on. On the other hand,
JADE Mobile Agents will be responsible for the following
operations: Collect information generated from static
agents; update routing tablez on mobile hosts and
discovering new routes. They must also inform static
agents and other TADE Mobile Agents for changes in the
network. Static agents will maintain routing tables
continuously, decide the best path dynamically and
monitor system’s resources periodically. JADE Mobile
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Agents will collect information from static agents
periodically, update routing tables periodically and
communicate with static agents and other JADE Mobile
Agents when necessary. Figure 3 illustrates the model
with four mobile hosts, four static agents and two JADE
Mobile Agents.

EXPERIMENTS

The field of Ad-Hoc networks and JADE Mobile
Agents is new, rapidly developing and not always well
understood. Through experimental research, we can gain
important knowledge in such a new field. We are plamning
to run a set of experiments in order to prove our
hypothesis: Mobile agent technology can be used for
routing, topology discovery and automatic network
reconfiguration in Ad-Hoc networks with purpose
to mmprove performance, scalability, provide end-to-end
reliable communications and reduce possible delays and
mimmize losses that may incur due to bit-errors and
handoffs. Our system uses efficient migration strategies,
mcorporate security and be light-weight. All of these
factors are equally important. The JADE mobile agent
system 1s mtended to be used on wireless devices with
low processing capabilities and thus it should be as light
weighted as possible m order to avoid processing
overhead. Tt should use efficient migration strategies,
since this will help in further reducing network traffic. In
addition, it should make use of security features to avoid
attacks mitiated from JADE Mobile Agents to mobile
hosts and vice-versa, from JADE Mobile Agents to
mobile.

CONCLUSION

In this study we have proposed a research topic in
the field of JADE Mobile Agents and wireless Ad-Hoc
networks, which 1s the focus of our research for the next
three years. The main objective is to use mobile agent
technology for routing, topology discovery and automatic
network reconfiguration in Ad-Hoc networks with
purpose to improve over traditional schemes in terms of
performance, scalability, end-to-end reliability and error
handling. We provided the necessary background to help
readers to understand our research proposal. Then we
presented our research proposal and outlined similar
research taking place in this field. We have also defined a
generic model that provides an mitial model. This model
will be refined, from the results if planned experiments that
will be conducted in order to prove our hypothesis.
Finally, we believe that there is great potential for this
research and that it will form the basis for future research
and implementation.

422

REFERENCES

Bandyopadhyay, S. and K. Paul, 1999. Evaluating the
Performance of Mobile Agent-Based Message
Communication among Mobile Hosts in Large
Ad-Hoc Wireless Network. Proceedings of the 2nd
ACM mternational workshop on Modelling, analysis
and simulation of wireless and mobile systems,
ACM. Press, pp: 69-73.

Braun, P. The Migration Process for Mobile Agents,
Implementation, Classification and Optimazation.
Ph.D Thesis, Fiedrich Schiller University Jena,
http: //swt.informatik.unijena.de/mit_braun.html

Cabri, G., L. Leonardi and F. Zambonelli, 2000. Agents for
information retrieval: Tssues of mobility and
coordination. J. Sys. Arch., 46: 1419-1433.

Chpudhury, R.R., 8. Bandyopadhyay and K. Paul, 2000. A
distributed mechamsm for topology discovery in
Ad-Hoc wireless networks using mobile agents. In:
Proceedings of First Annual Workshop on Mobile
Ad-Hoe Networking Computing, MobiHOC Mobile
Ad-Hoc Networking and Computing.

Dasgupta, D. and H. Bran, 2001. Mobile Security
Agents for Network Traffic Analysis. Proceedings of
DARPA Information Survivability Conference and
Exposition II (DISCEX-II), IEEE. Computer Society
Press.

Frodigh, M., P. Johansson and P. Larsson, 2000. Wireless
Ad-Hoc networking-The art of networking without a

4. http/fwww.
ericsson.com/about/publications/review/2000 04/
files/2000046.pdf

Gschwimd, T., M. Feridun and S. Pleisch, 1999. ADK:
Building Mobile Agents for Network and System
Management from Reusable Components. In: Proc.
Symposium on Agent Systems and Applications/
Symposium on Mobile Agents (ASA/MA), IEEE.
Computer Soc., pp: 13-21.

Ko, Y.B. and N.H. Vaidya, 1998. Location-aided routing
(LAR) m mobile ad hoc networks. Proceedings of
ACM/AEEE MOBICOM, Dallas, TX., pp: 66-75.

Krugel, C. and T. Toth, 2001. SPARTA a Mobile Agent
based System. 6th
International Conference on Telecommunications
(ConTEL), Croatia.

Lauzac, SW. and PK. Chrysanthis, 2002. Personalizing
Information Gathering for Mobile Database Clients,
Proceedings of the 17th symposium on Proceedings

network. FEricsson Review No.

Intrusion Detection In:

of the 2002 ACM symposium on applied computing,
pp: 49-56.



Asian J. Inform. Tech., 6 (4): 418-423, 2007

Lee, T.O, Y.L Yip, CM. Tsang and K.W. Ng, 2001. An
Agent-Based Micropayment System for Ecommerce.
E-Commerce Agents, LNAIL 2033, pp: 247-263.

Perkins, C., 2001. Ad-Hoc Networking: An Introduction, in
Perkins, C. (Ed.), Ad-Hoc Networking. Addison-
Wesley, pp: 1-28.

Rajaraman, R., 2002. Topology Coentrol and Routing in
Ad-Hoc Networks: A Survey, Northeastern
University, Boston, ACM. Press, pp: 60-73.

Royer, EM. and CK. Toh, 1999. A Review of Current
Routing Protocols for Ad-Hoc Mobile Wireless
Networlks, TEEE. Personal Commun., pp: 46-55.

423

Tripathi, T., T. Ahmed and N. Kamik, 2001.
Experiences and future challenges in mobile
agent programming. Microproc.  Microsys.,
25:121-129.

Wong, D., N. Paciorek and D. Moore, 1999. Java-based
mobile agents. Communication of the ACM.,,
42: 92-102.

Zorz, M., 2000. Mobile and Wireless Telecommurucation
Networks, Centre for Wireless Communications,
University of Califormia San Diego, UCSD, http://

citeseer. nj.nec.com/zorzi98mobile. html



